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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpeaOCTOPOXHOCTHU

MNepea ucnonb3oBaHMemM HEO6XOAUMO NOMHUTBL HUXKecTeayloLlee.

HaHHbIN NpoayKT yaosneTBopsieT Bcem TpeboBaHunsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B crny4yae HenpaBUIIbHOTO UCMOMb30BaHWUSA MOXET Bbi3BaTb MOXap, YTO, B CBOH
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sa3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHUE!
Wcnonb3yiiTe npu 3kcrniyaTauuy TOSIbKO COBMECTUMbIE YCTPOMCTBA. Vcrnonb3oBaHME YCTPOWCTB, He

0406pEHHbIX NPOU3BOAMTENEM, HEAOMYCTUMO.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTauuun!
N3berante AnNUTENbHOrO MCNOMbL30BAHMSA WW XpaHEHUS Kamepbl B HeBGnaronpusiTHbIX
YCINOBUSIX:

e [lpy CrMLWIKOM BbICOKMX MIM HU3KMX TemnepaTtypax (paboyasi TemnepaTtypa yCTPOWCTB
ot 0°C go +50°C).

e W3berante nonagaHusa NPSMbIX CONTHEYHBIX Ny4Yelr B TEYEHMNE ONMUTENBHOINO BPEMEHU, a
TaKkKe HaxoXaeHust NobrIM30CTN OTONUTENBHLIX 1 060rpeBaTenbHbIX NPUOOPOB.

e |130erante 6M30CTM C BOAOW UM UCTOYHMUKAMM BNaXHOCTU.

e [3Gerante 6nm3ocTn C ycTponcTBamu, obnagalowmmm 60MnblMM 3NEKTPOMArHUTHLIM
adhdpekTom.

e Heponyctuma ycTtaHOBKa kaMepbl B MECTax C CUIbHOW BUBpauunen.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HekOppeKTHON paboTbl KaMepbl:
o [lpun oBbHapyxeHnn gpima unm Heobbl4HOMO 3anaxa.
e [lpy nonagaHum BOAbLI UK APYrMX MHOPOOHbIX OO BbEKTOB BHYTPb.

e [lpn nageHun kamepbl UK NOBPEXAEHUN Kopryca:

BbinonHuTe cneaytowme oeNCTBUA:
e OTKNIOYMTE KamMepy OT UCTOYHMKA MUTAHUA Y OTCOEAMHUTE BCE OCTarnbHble NPoBoAa.
o Casaxutecb ¢ cepBucHoiM LeHTpoM OOO «HIMIM «beBapa». KoHTakTHble AaHHble Bbl

MOXKeTe HauTu Ha canTe http://www.beward.ru/.
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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTMPOBKE KaMepbl MOMOXWUTE KaMepy B YNakoBKY NpoOM3BOAUTENS Unn nobon

ApYrovi MaTepuarn CoOOTBETCTBYIOLLErO Ka4ecTBa U Y4apOnpOYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnydae He BroKMpynTe LMPKYNSLMIO BO3ayXa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MSArKYyI0 Cyxyld TKaHb Afi MNpPOTMpPaHUs BHELLHMX MnoBepxHocTen. [Ons
yAaneHns TpyaHOBbIBOAUMBIX MATEH MCMOMb3ynTe HEOONbLLOE KONMYECTBO YMCTALLErO CPeacTBa,
nocre 4Yyero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyyme pacTtBOpUTENW, Takue Kak cnmptocofepxalime cpeactsa unu

GeH3MH, Tak kKak OHW MOTyT NMOBPEeAUTbL KOPMyC Kamepbl.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520



Be\’vARD Tnasa 2. Obwue ceedenus

MnaBa 2. O6wue cBegeHUs

BEWARD N520 - 3TOo KOMMakTHaa [AByxmeranukcenbHad |P-Bugeokamepa c
MYNbTUMOTOKOBbIM BuaeounsobpaxeHmem B dopmatax H.264/MPEG-4/MJPEG, ocHalleHHas
BcTpoeHHbIM Wi-Fi mogynem craHgapta |IEEE 802.11 b/g/n, BbicokodyBcTBUTENBbHBIM KMOIT-
CEHCOPOM HOBOro nokonexHunst ¢ noagdepxkon dyHkumm WDR (paclumMpeHHbIn AnHaAMUYECKUI
AnanasoH), BCTPOEHHbIM WH(pakpacHbiM patymkom aApwxeHus (PIR-ceHcop), BCTPOEHHbIM

MWUKPOCHOHOM 1 CIIOTOM AJ1s1 YCTAHOBKW KapTbl NamsATh cTaHgapTta MicroSD.

B(-'.‘\,\.)ARD
I

)

Puc. 2.1

IP-kamepa BEWARD N520 no3sonsieT npocmaTpuBaTb BUAEO B pearlbHOM BpEMEHN Yepes
CTaHOapTHbIM MIHTepHeT-Opay3ep. Kamepa BblgaeT BMAEONOTOK B pasnmyHbiX popmMaTax cxaTtus:
H.264, MPEG4, MJPEG. ®opmaT H.264 ansaeTcs ngeanbHO NOAXOAUT B YCNOBUAX OrPaHUYEHHOM
nonockl nponyckaHus. MNMpu ero ncnonb3oBaHUM JOCTUraeTCd HaMMeHbLUMA TpaduK U xopollee
Ka4yecTBO wu3obpaxeHuss. dopmat MJIPEG npegHasHayeH ans 3anMcn M nNpocmoTtpa
BMAEOM300paKeHNst B Hauny4dLemM ka4yecTBse, HO TpebyeT 6onbLUMX CETEBLIX PECYPCOB U MecTa Ha
XeCTKOM aucke (4nsa 3anucu).

Kamepa N520 MoXeT ObITb MOAKMNHOYEHA K CETM MpM MOMOLLUM NPOBOAHOrO MHTEpdelica
10/100BASE-TX Ethernet unu ¢ ncnonb3oBaHnem 6ecnpoBogHoro coeanHeHus ctaHgapta Wi-Fi
IEEE 802.11 b/g/n. Ona ypo6ctBa M ObICTPOTbI NOAKMOYEHNA K GecnpoBOAHOM CeTU kKamepa
OcHalleHa yHkunen WPS.

Bbicokoe ka4yecTBO n3obpaxeHus ABYXMEranmkcenbHOro paspeLleHnsa peanbHOro BpeMeHM
obecneunBaeTca COBPEMEHHbIM CEHCOPOM BbICOKOW YyBCTBUTENBHOCTM C MNPOrpeCcCUBHBIM
CKaHMpOBaHWeM, a Tarke bnarogaps npumMeHeHuo 3pEKTUBHBIX METOAOB CXXaTus BUAEO.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520



Be\’vARD Inasa 2. Obwue ceedenus

B npouecce ynpaBneHust kpynHbIMU cucTeMamn BUAEOHAbNoAeHUs onepaTtop He Bceraa

CMOXeT onepaTtMBHO cpearvpoBaTb, ecnM 00630p ogHoW w13 Kamep OygeT  3akpbIT
3roymMblwnieHHMKaMK. B nogobHeIx cuTyaumsix 6ygeT nonesHa dyHkuna demekmopa cabomaixa,
KOTopass MoO3BONSET CBOEBPEMEHHO MHOPMUPOBATL oOnepaTtopa W AenaeT  npouecc
BMaeoHabnogeHne 6onee ygobHbIM.

Mpn paboTte kamepbl B YCMOBUAX HEOOCTAaTOMHOMO OCBELUEHUS BO3MOXHbl JTOXHbIe
cpabaTbiBaHnA geTektopa [AOBWXKeHuMss nmbo HaobopoT oTcyTcTBMe cpabartbiBaHui.  [Ans
WCKITIOYEHMS NO4OOHLIX CUTYaLMIA CITYKUT BCTPOEHHbIN MHAPaKpaCHbIN SaTyYnK aBvkeHns — PIR-
ceHcop. PaboTta PIR-ceHcopa OCHOBaHa Ha CBOWCTBE MaTepwuana, U3 KOTOPOro OH W3roTOBIEH,
reHepvpoBaTb OMNpedeneHHoe anekTpudeckoe nore npu  obrnydyeHun  MHpakpacHbIMU
(tennoBeiMK) nydamn. Tak Kak Teno 4yenoBeka usnydaet Ttenno, PIR-ceHcop oGHapyxuBaet
OBWXEHNE B KOHTPOMMPYEMOW 30HE HE3AaBUCMMO OT YPOBHS BHELLHErO OCBELLEHNS.

Mogoepxka kapT namsaty Tuna MicroSD nosBonsieT caenartb cUCTeMY BUAeOHabnoaeHns
ewle 6onee HagexHoOW: BakHas MHopMauuMa He nponageT npu notepe CoeauHeHus, B NOSHOM
obbeme oHa OygoeT coxpaHeHa Ha kapTe namaTu. B panbHenwem, ee MOXHO Oyget
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapThbl, TaK U YAaneHHO Mnocne yCTpaHeHUst TEXHUYECKNX

HenoslagokK CeTun.

2.1. OcobeHHOCcTH IP-BUAeokamepbl BEWARD N520

¢ OnTMmanbHOe COOTHOLLEHME LieHa/kadvecTBo Ans IP-Buaeokamepsl

o 1/2.7" KMOI-ceHcop ¢ nporpeccuBHbIM CkaHMpoBaHnem un nogaepxkon WDR

o [lopaepxka kapT namsatu Tuna MicroSD/SDHC

e BctpoenHbin Wi-Fi mogynb 802.11b/g/n ¢ nogaepxkon WPS

¢ [IpodeccrmoHanbHoe nporpaMmmHoe obecneyveHmve (16 KaHanoB) B KOMMEKTE

e OpHoBpemMeHHOe MHorodopMaTHoe koampoBaHue gaHHblx (H.264/MPEG4/MJPEG) ana
obecneyeHna oNnTUManbHOro oTobpaxeHust BUAEO 1 3anucu annos

¢ Bo03MOXHOCTb NpOCMOTpPa 3anucaHHbIX hannos HeNnocpeacTBEHHO U3 Beb-nHTepdenca
C MOMOLLIbIO BCTPOEHHOrO nreepa

e BcCTpoeHHbI MUKPOKOH

e BCTpOEHHbIN oMHaAMUK

e BcTpoeHHbIn nHdpakpacHbin gatumk asmxkerus (PIR-ceHcop)

e BcTpoeHHble aeTekTop caboTaxa, AETEKTOP ABMKEHUA N AETEKTOP 3BYyKa

e OTnpaBka kagpoB 1 BUOEOPONMKOB MO AMIEKTPOHHOM noyte u Ha FTP

e 3anucb Ha BHeLWHWn hannosbl cepeep (B TOM YUCHE M B Nanky ¢ OTKPbITbIM JOCTYNOM
Ha K ¢ yctaHoBneHHon OC Windows vnu Linux)

o [lopaepxka ONVIF

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520 n
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2.2. OCHOBHbIe XapaKTepPUCTUKH

CBeTo4vyBCTBUTENLHBLIN 3reMeHT: AByxMmeranukcensHblin KMOIT-ceHcop ¢
nporpeccuBHbLIM CKaHMpoBaHueM n nogaepxkon WDR

O6bekTnB: cMeHHbIn M12, f4.0 mm, F1.8, yron o63opa 72° (N0 ropu3oHTanu)
PaspeweHne: 1920x1080, 1280x720, 640x480, 320x240

YysctButenbHocTb: 0.05 nk npu F1.8

3aTBop: anekTpoHHbIN oT 1/2 ao 1/10000 cek

Ycunenve sngeocurHana: ot 1x oo 64x

YacTtoTta kagpos: go 30 kagpoB B CEKYHAY ANS BCEX pa3peLleHnin

OpHoBpemeHHoe kKoauposaHue B coopmatax: H.264, MPEG-4, MIPEG

[BycTtopoHHee ayauo, komnpeccua: G.711 y-law, a-law, AMR

Mopaepxneaemble NpoTokonbl: Bonjour, TCP/IP, DHCP, PPPoE, ARP, ICMP, FTP, SSL,
SMTP, DDNS, NTP, UPnP, RTSP, RTP, RTCP, HTTP, TCP, UDP, 3GPP/ISMA RTSP
MutaHmne: 5B, 0.75A (MOCTOSAHHbIN TOK)

Pa6Gouasa temnepatypa: ot 0 go +50°C

BnaxHocTb okpyxatowen cpeabl: 20-80% (6e3 obpasoBaHust KoHAeHcaTa)

Mopaepxka oTpacnesoro ctaHgapta ONVIF

2.3. KomnnekT nocTtaBKuU

IP-Bugeokamepa ¢ yCTaHOBMEHHbIM 00 BbEKTMBOM

Kabenb naTty-kopg (anvHa 1 m)

McToYHMK NUTaHns NocTossHHOro Toka 5B, 1A
TepMmuHanbHbIn 610K (4 KOHTaKTa, TPEBOXHbIE BXOA, BbIXOA)
AHTEHHa ans nogkroyeHus K 6ecnpoBogHoOn cetn
KpOHLUTENH C KOMMNNEKTOM Kpenexa

CD-guck ¢ nporpaMmHbiM obecrnedeHeM 1 OKyMeHTaumnemn

PykosogcTeo nonb3oBarterns no 6b6ICTpON yCTaHOBKE

BHUMAHUE!

BEWARD ocTaensieT 3a coboi npaBo Ha nameHeHue komnnektauum IP-engeokamep n nameHeHme noodbix

XapakTepucTtuk obopyaoBaHusa 6e3 npeaBapuTensHOro yBe4oMIIEHUS.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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MnaBa 3. BHewHun BUA

3.1. Bug cnepeau

Ha nuueBon Yactn kamepbl pacnonoXeHbl cnegyowme anemenTsl (Puc 3.1):

O6bekTuB

WHaukaTop nutaHusa =
LI
WHavkaTop coeanHeHus —1 il

BcTpoeHHbI MuKpodoH

BcTpoeHHbI anHamumk Be‘v‘],ARD
PIR ceHcop (III
Puc. 3.1

O6BbEeKTMB: Npu pasMbiTOM U300paKeHUNn HeoBXO4MMO HACTPOUTb (POKYC Kamepbl, Ans
3TOro BpallanTe KoNbLO HaACTpoMkm ¢hokyca, noka He gobbeTecb HeobGxoammon OKYCUPOBKU
(n3Ha4anbHO OOBHLEKTUB KaMepbl yKe CHOKYCMPOBaH M He TpebyeT AONONMHUTENTbHON HACTPOWKN).

MHaukaTop nuTaHmsa: 3aropaeTcsi Nocrne NoakmoYeHnst Kamepbl K UCTOYHUKY NUTaHUS.

e MHgmkaTtop NUTaHUMA ropuT KpacHbIM: K |P-kamepe nogknioyYeHo nuTaHue, uaet
3arpyska CUCTEMbI.

e WHpaukaTop NnUTaHMA ropuT CUHUM: 3arpyska |IP-kamepbl 3aBepLueHa, Kamepa rotosa K
pabore.

e WHpukaTtop nutaHma muraet ¢uoneTtoBbiM LBETOM: MaeT npouecc OBHOBNEeHus
NMPOLUMBKM Kamepbl, He OTKMYanTe NUTaHMe W He 3akpbiBalnTe OKHO Opaysepa Ao
3aBepPLUEHNS NPOLLMBKM M NOSTHOW 3arpy3kn kamepsbl.

e MHpukaTop nuTaHusa He ropuT: K IP-kamepe He NoAaKMYeHo NuTaHne NnMbo oTkYeHa
WMHOWKaLMA B HACTPOMKaxX KaMmepsbl.

MHgukaTtop coeAMHEHUs: MHOMKATOP 3aropaeTcs Npu MNOAKMYEHUN Kamepbl K CeTn U

MOKa3blBaET TEKYLLYO CETEBYIO aKTUBHOCTb.

e MHpgukaTop coegMHeHUs MUraeT CMHUM LBeTOM: |IP-kamepa noakniyeHa K ceTu C
MOMOLLIbIO MPOBOAHOMO COEANHEHUS.

e WHpukaTop coeauHeHus He ropuTt (He muraeT): IP-kamepa OTKMnoYeHa OT NPOBOAHOM

ceTun, Nnbo OTKNYEHA NHOMKALNSA B HaCTp0I7IKaX Kamepbl.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520 m
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BCTpoeHHbIVI MVIKpO(bOHI No3BOJIAET NOJIb3OBATESO CllblllaTb TO, YTO MPOUCXOAUT B

30HEe HabnogeHnsa Kamepbl.

BcTpoeHHbIM AMHAMUK: B COBOKYMHOCTM CO BCTPOEHHbIM MMKPO(OHOM Kamepbl AaHHas
onuusa JaeT BO3MOXHOCTb OpraHvM3oBaTb [ABYCTOPOHHUW ayguokaHam Mexay ornepaTopom,
ynpaBnsawwWmMM kamepon 4epe3 Beb-MHTEpdENC, M 4YENnoBEKOM, HaxogsAWMMCA B 30He
HabngeHus.

PIR ceHcop: no3eonsieT obHapyXnBaTb ABMXXEHWE B KOHTPONIMPYEMOW 30HE HE3aBUCKMMO

OT YPOBHA BHELWHEIO OCBELLEHNA, TaK KaK pearmpyeT Ha VIH(bpaKpaCHOG (TeI'IJ'IOBOG) nany4vyeHue.

3.2. Bug c3agu

Ha 3agHen naHenu kopnyca (Puc 3.2) kamepbl pacnosioXeHbl CrieayoLmne afieMeHTbl:

PasbeM nuTaHuA CeTeBoOl pa3bem

o le

o O 8 )
©

Cnot MicroSD

TpeBOXHbIN
BX0A/BbIX04

Cbpoc HacTpoek Nugukauma Wi-Fi

cl' TN
0
4321

Knonka WPS Pasbem Wi-Fi aHTeHHBI

Puc. 3.2

Pazbem nutaHua (DC5V): npegHasHadeH ansa nogkrnodeHunsa 6noka nutaduna 5B, 1A.

[nga koppekTHoM paboTbl KaMepbl PEKOMEHAYETCH UCMOMb30BaTh TONbKO MCTOYHMK NUTaHUSA
BXOAALLMI B KOMMIIEKT MOCTaBKM.

Cnot MicroSD: cnot gns kapTbl namaTtn popmata MicroSD/SDHC.

lMo3BonseT ncnonb3oBaTh KapTbl NAMATU A8 3anMcn MHPOPMaLMKN Kak B pexxume TpeBori,
Tak U B pexume MNOCTOAHHOW 3anucu. Takxe npegycMoTpeHa BO3MOXHOCTb aBTOMAaTUYECKOW
pe3epBHOM 3anncuK Ha KapTy BO BpeMSi OTCYTCTBUSA CETMW.

CeteBon pasbem (Ethernet): pasbem Ans nogknoyeHWss Kamepbl K cetun WHTepHer,
poyTepy Mnn KOMMyTaTopy npu nomoLum ctaHgapTHoro RJ-45 wrekepa.

TpeBoXHble BXoA/BbIXOA: BO3MOXHA HACTPOMKa akTMBaUMU Pasfn4HbIX COObITUIA Npu
onpeeneHHbIX COCTOAHMAX TPEBOXHOIO BXOAa, U HAacTporka COObITUA Npy akTUBaUMU KOTOPbIX,
TPEBOXHbIN BbIXOA4 M3MeHUT cocTosHue (bonee noopobHO cM. B nNyHKTe 4.5 [AaHHOro

PykoBoactsa).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520 n
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Cb6poc HacTpoek [Reset]: kHOMka npeaHasHadeHa Ans cbpoca HACTpPoeKk kamepbl B

3aBOACKME YCTAHOBKM.

[lns Bo3BpaTa napameTpoB YCTPOWCTBA K 3HAYEHUAM MO YMOMYaHWUIO yaepXuBamTe
OAHHYIO KHOMKY HaxxaTon B TeyeHue 10-15 cekyHn. Ecnv yaepkuBaTb KHOMKY HaxaTon meHee 10
CeKyH, Kamepa nepesarpysuTtcs 6e3 copoca napameTpoB B 3aBOACKNE YCTAHOBKM.

KHonka WPS (nonyaBTromaTuyeckoe nogknrouveHme no Wi-Fi): npu HaxaTum gaHHom
KHOMKM MPOUCXOAUT MOMNyyYeHne ceTeBblX HacTpoek no npoTokony WPS. [Ona nogknioyeHus
Kamepbl Kk 6ecnpoBogHon cetn ¢ nomowpbto WPS HeobxooMMo HaxaTb OaHHyH KHOMKy Ha IP-
Kamepe W Ha TOM YCTPOMCTBE, K KOTOpomy Tpebyetca nogknioumtbes (6onee noapobHyto
WHopMaLMIO CM. B NYHKTe 6.2 faHHoro PykoBoacTea).

MHpaukauma Wi-Fi  (6ecnpoBOgHOro noOAKMKOYEHUA): MHAWKATOP  MOOKIHYEHNS
3aropaeTca Npuy NOAKMYEHUM KaMepbl K CETU M NOKa3bIiBaeT TEKYLLYH CETEBYIO aKTUBHOCTb.

e MHpaukaTop NOAKNOYEeHUA MUraeT CMHUM: |IP-kamepa nogknioyeHa K ceTu ¢ NOMOLLbIO

©ecnpoBOAHOro coeguMHEHUS.

e WHaunkaTtop nopgknwyYeHUss He roput (He wmwuraet): IP-kamepa oOTKMA4YeHa OT

6ecnpoBoAHOM ceTu, NMBO OTKMYEHA MHOMKALUMS B HACTPOMKaX Kamepbl.

Pa3zbem Wi-Fi aHTeHHbl: RP-SMA KOHHEKTOp ANns NOAKMOYEHUS1 BXOASLLEN B KOMMIEKT
aHTeHHbI Ana 6ecnpoBOgHOMO MNOAKIHYEHMS.

CTuKep, HaKMNeeHHbIN Ha 3aQHEN NaHenn KaMmepbl, COOEPXKUT CNeayLLyo MHOPMaLnIo;

e SN: cepuinHbIn HOMep IP-KaMepbl;

e MAC: MAC-agpec IP-kamepbl B cetn LAN (MAC-agpec ycTponctBa npyv NpOBOAHOM

NOOKITHYEHUN);
e WMAC: MAC-agpec IP-kamepbl B cetn WLAN (MAC-agpec ycTpouctsa npu

©ecnpoBOAHOM NOOKITHOYEHNN).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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naBa 4. YctaHOoBKa 1 nogkniroyeHue |P-kamepbl

4.1. O6wue cBegeHnA o noaknoyeHum IP-kamepbl N520 k ceTun

IP-kamepa N520 mMoxeT nogkrtoyaTbCs K JlokanbHOM ceTn nubo cetu VIHTEpHET kak npu
nomown npoeogHoro coeanHenus (Ethernet), Tak n no 6ecnposogHomy (Wi-Fi) coeanHeHuio.
MogknovyeHne MOXeT OCyWecTBnATbCA Kak Hanpsamyo Kk [IK, Tak v npu nomowm

BCMomoraTtenbHOro ceTeBoro obopyaoBaHust (MapLLpyTU3aTopbl, KOMMYTaTopbl, TOYKM 4OCTYNA).

BEWARD
"
(

npoeo,qﬂoe coenHeHune
Internet

BecnpoBogHoe coeguHeHune

@

BeWARD
n

’/

Internet

Puc. 4.1

Kak npaBuno, B gomallHUX MaplipyTusaTopax npegycmoTpeH oauH WAN-nopt ans
nogknioYeHns kK cetu WHTepHeT M uyeTblpe BHYyTpeHHMX LAN-nopta pans noaknioyeHus
KOMMbloTepOoB, IP-kamep 1 Opyrux yCTPOWCTB AoMallHeln ceTn. Kpome aToro, Ans NoAaknioyYeHus

IP-kamep N520 npu nomowm Wi-Fi coegmHeHmna mapipyTtusatop gomkeH umetb Wi-Fi nHTepdenc.

4.2. PekomeHaauum no yctaHoBKe
B paHHOM pasgene npuBegeH KpaTKUMMA CMNUCOK PeKoMeHOauun, KoTopble Heobxoaumo

yuynTbIBaTb NPU MOHTaxe obopyaoeaHus IP-BugeoHabnogeHus.

PekomeHpaumm no npoknaake kabens Tuna «BuTas napa:

e B «Kopugopax nyyku OneKkTpuyeckux U crnaboTouyHbix Kabenew xemnaTenbHO
npoknagblBaTb NO pa3HbliM Kabernb-kaHanam, NpoXoAsinM Mo pasHbIM CTEHaM.

e B ogHOM kabenb-kaHane [onyckaeTcsi MpoknagbiBaTb BUTONApPHbIE W AneKTpudeckune
kabenu TONbko B Pa3HbIX OTCEKax WU CEeKUUSIX, UMEKLMX CMOLHblIE NPOAOSbHbIE
neperopogkn U3 Hecropaemoro matepuarna c npegenom orHecTomkocTu He meHee 0,25
4, U Tonbko B paboumx 30Hax Ha paccTosHum He 6Goree 15-Tm meTpoBs, ecnu

anekTpudeckas MoLHOCTb 6yaeTt He 6onee 5 kKBA.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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e QJnekTpuyeckme W cnaboToyHble kabenbHble Tpaccbl AOMyCcKaeTcs MpoKnaabiBaTh

napannenbHO Ha paccTosiHMM He MeHee 50 MM Opyr OT Apyra B pa3Hbix Kabenb-kaHanax
unu  cekumsax kabenb-kaHanoB. Ecnu  HanpsKeHHOCTb  3neKTpUYeckoro  nons,
obGpasytoLlerocss oT anektpudeckoro kabens, 6ygetr 6onee 3 B/m, To Heobxoanmo
YBENUYNTb PaCCTOAHME MEXAY 9SNEKTPUYECKMMM U CriaboTovHbIMKM Kabensamu unu
CHU3UTb YPOBEHb 3NIEKTPOMArHUTHbLIX NOMEX.

e ButonapHble n anekTpuyeckue kabenu OOMKHbI NepecekaTbCs TOMbKO NoA MpsiMbiM
Yrrom.

e HeaskpaHupoBaHHble BUTONApHble KabenbHble Tpaccbl [OOIMKHbI MPOXOAMTL  Ha
paccTosHUM He MeHee 125 MM OT rasopaspsigHblX famn  OHEBHOro cBeTa
(MOMUHECUEHTHBIX Nnamn) U ApYrux BbICOKOBOSbTHBLIX YCTPOMWCTB, coAepXalimnx
paspsaHUKN.

e HeakpaHupoBaHHble BUTONapHbIe Kabenun AOoMmKHbI NPOKNaablBaTbCA Ha PAcCTOSAHUN He
MeHee 1.5 MeTpOB OT MUCTOYHMKOB CUJIbHbIX 3NEKTPOMAarHUTHbIX NOMeX, obpasyoLmx
HaNPSYKEHHOCTb 3N1IEKTPUYECKOro noss cebiwe 3 B/m.

e PacnpepenutenbHble yCTpOMCTBa C 3agefNaHHbIMU HESKPAHMPOBAHHLIMU BUTONAPHbBIMU
kabensiMy OOMmKHbI pacnonaraTbCsl Ha PacCTOSAHUN HE MeHee 3-X METPOB OT MCTOYHWUKOB
CWMbHbIX 9NEKTPOMarHUTHbIX MOMEX, O00pasyloLWmMX HaNPSXKEHHOCTb 3NEKTPUYECKOro
nons cebiwe 3 B/m.

e [lpoknagka BUTOM napbl MeXay ToYKamMu NOAKMYEHNs AOMKHA NPON3BOANTLCS LienbiMy
Kyckamu, nNpy 3TOM HanpaBfieHWe Tpacchl crieqyeT 3apaHee npoaymaTtb Tak, YTobbl eé
NPOTSHKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e MuvHumanbHbIi paguyc msrmba ana kabens — 4yeTblpe AnameTtpa kabens (unum 1
AnM=2,5 CM), HO CyLIeCTBYIOT pekoMeHZauun pasmMewaTb kabenb Takum obpasom,
4yTobbl 06ecneumBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHasi AnuHa cermMeHTa gosmkHa obiTb He 6onee 100 meTpoB.

e [lpn wucnonesoBaHun 6GecnposogHoro Wi-Fi coeguHeHus cnegyeT yyuTbiBaTb, 4YTO
YPOBEHb/KA4eCTBO CUrHana CuribHO 3aBUCUT OT MHOXeCTBa (pakToOpOoB: yaaneHHOCTN OT

TOYKM OoCTyna, oT SHeKTDOMaFHMTHOVI ob6CcTaHoBKM, KOHd)MpraLI,I/II/I nomMeLweHna n 1.4.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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4.3. MoHTax ycTponcTBa

Lar 1: npukpenuTe KPOHLUTENH K MOBEPXHOCTU, UCMOSb3yA OTBEPCTUSA B OCHOBaHUM.

War 2: ocnabbTe BMHTOBOE coeauMHeHMe duKcaTopa KpOHLWTENHa, 4YTOObl WUMETb
BO3MOXXHOCTb NMOBOpayMBaTh Kamepy ans Bbibopa He06X0AMMOW 30HbI HAGMAEHUS.

War 3: 3akpenute Kamepy Ha KPOHLITEWHE, HACTPOMUTE Yron HakfoHa Kamepbl U

3admkenpyinte eé (Puc. 4.2).

Puc. 4.2

4.4. NMpoBoaHoe NoAKnto4YeHne Kamepbl K CeTU

Mcnonb3ys coeguHuTenbHbli Kabenb ¢ pasbemom RJ-45, nogkniounte |P-kamepy K
nokansHon cetu (k LAN-uHTepency mapLipytusatopa).

B cnyyae HeobGxoaMMOCTN COeanHUTENbHbIM Kabenb MOXHO NpMoBpecTn OTAENbHO UNu,
npy HanM4YnmM HeobXxo4MMbIX MaTepuanoB, MUHCTPYMEHTOB M OMbiTa, N3rOTOBUTb CAMOCTOATESBbHO.

BapuaHTt «npsimoro» kabens (UTP kateropum 5e) ¢ pazbemom RJ-45

C ogHoOro KoHLa C apyroro KoHua
1: beno-opaHxeBbIN 1: beno-opaHxeBbii
1 & 2: OpaHxeBbli 1 & 2: OpaHxeBbli
00 3: beno-3enéHbin [0 3: beno-3eneHsbin
CHM3Y. 4: CuHun CRUSY. 4: CuHun
5: beno-cuHuin 5: beno-cnHun
CMEPEAM: E% 6: 3enéHbin CMEPEMM: E% 6: 3enéHobin
16 7: Beno-Kopu4HeBHbIil 18 7: Beno-Kopu4HeBbIi
8: Kopu4yHeBbi 8: Kopun4yHeBbin

[na narotoBneHusa «npsmoro» kabensa Heobxoammbl: kabenb UTP (BuTas napa kateropum
5e unu ny4ywe), aBa pasbema RJ-45 n yctponcteo ans ooxuma pasbemoB RJ-45 (kpumnep).

Mpn Takom nopsiake nogknoyeHns nap (ykasaHHoMm B Tabnuvue) obecnedvBaroTcs
rapaHTMpoOBaHHbIE NPoOM3BOAUTENEM BENUMYMHA W pacnpedeneHve 3afepXek pacrnpocTpaHeHus

CuUrHana, a CoOOTBETCTBEHHO, U 3asBreHHas CKOPOCTb nepegaym gaHHbix 100 Moéut/c.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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4.5. MNoakno4vyeHne TPeBOXHbIX KOHTAaKTOB

IP-kamepa BEWARD N520 cHabxeHa TpPeBOXHbIM BXOOOM M TPEBOXHbIM BbIXOAOM AN
NOAKMOYEHNS BHELLHUX JATYMKOB Y TPEBOXHbIX YCTPOMWCTB.

e TpeBOXHbIN BXOA: CIYXUT ANSA MNOAKIOYEHUS BHELLHUX OATYMKOB (Hanpumep, AaTyuk
obbema). BO3HMKHOBEHME TPEBOXHOro cobbiTus OByCrnoBneHo 3aMblkaHneM nmMbo
pa3MmblkaHNeM (3aaeTcs HacTPOMKaMu KaMepbl) KOHTaKToB 3 (TPEBOXHbIN BXod) U 2
(GND) (Puc. 4.3).

e TpeBOXHbIA BbIXOA: CNY>XUT ONS MOAKMYEHUS TPEBOXHbLIX YCTPOUCTB (Hanpumep,
n3BeLLaTenb) 4vepes peTpaHcnaTopbl (Hanpumep, pene). B cnyvae Hactynnenus
TPEBOXHOIO COObITUSI KOHTAKT 4 (TPEBOXHbLIN BbIXOA) 3aMblkaeTcst MO0 pasmMbikaeTcs
(3agaeTca HacTponkamu kamepbl) ¢ kKoHTaktoM 2 (GND). 3To NpMBOANUT K M3MEHEHUIO
HanpsbkeHns mexgy koHTaktamu 1 (5V DC) n 4 (TpeBOXHbIN BbIXOA), YTO BbI3biBAET

N3MEHEHME COCTOSIHUSA pene, NOAKITIYEHHOro K 3TUM KOoHTakTam (Puc. 4.3).

POWER INPUT

5V DC ¢ 5V DC

GND ¢ GND

RELAY
5V DC % 1
] | ]
GND % 2 5\ W
N 3 I DIODE %g \“ DEVICE
TpepoMHbLIH BXOA ¢ D/C
TDEBOH{HbIﬁ BbIX0.0 < 4 SW
Puc. 4.3

NPUMEYAHUE!

Mpn Mcnonb3oBaHUM BHELLHEro peTpaHcnaTopa HeobxoaAMMO MOoAKMoYaTb AMOA MapaniefibHO Harpyske
Onsi 3alWnThl SMEKTPOHUKM KaMepbl OT CKa4ykoB HaMNpsKeHWs1 BO BPeEMSs MepexoHbIx npoueccoB (Puc. 4.3).
Mpn ncnonb3oBaHUM BHELLHUX AATYMKOB CriefyeT NOMHUTbL O TOM, YTO TPEBOXHbIE BXOS, BbIXOA KaMepbl —

norvyeckue, n gonyckaTb NpeBbILLeHne NpeaeribHO JONYCTUMbIX 3Ha4YeHn HanpsxkeHusa/Toka (5B/100MA)
SAMNPELLEHO!

BHUMAHMUE!

He pekomMmeHOyeTCA BbINOJTHATL NOAKMKYeHne yCTpOI7ICTB Nnpn BKMNKOYEHHOM NMUTaHUMN KamMmepbl.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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MnaBa 5. HacTtponka npoBogHoro coeanHeHus anst Windows 7

Ona Toro 4to6bl IP-kamepa N520 pabotana B Bawen nokanbHOM ceTM COBMECTHO C
Bawumn komnbtoTepamu, HoyTOykamu n gpyrum obopyaoBaHueMm, Heobxooumo BKMO4UMTbL |P-
Kamepy B CETb B COOTBETCTBMM C HAaCTpOMKamMu SAHHOW CETU, Ansi Yero HeobxoaMMo onpeaenvTb

TEKyLLne HaCTPOMKM.

NMPUMEYAHUE!
OnuncaHne yCcTaHOBKM W HacTpolku coeguHeHuss ans Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumanbHas. Ha3BaHue NyHKTOB MEHIO U HEKOTOPbIX PYHKLMIA MOXET oTnmnyaTbca oT Bawen sepcun

Windows, oagHako anropntm npmMBeaeHHbIX JeNCTBUI SIBNSETCH YHUBEPCArbHbIM.

5.1. OnpepeneHve napameTpoB JiOKaflbHOM CceTU Ans MNPOBOAHOIO
noaknoyeHus
Mpn nogknioyeHMn ¢ NoMoLbio kabensa nayT-kopg Heob6XOoAMMO onpedenvTb Tekylime
HacTpovikn kabenbHon ceTu. NMpu nogkntoyeHnn no Wi-Fi (6e3 ncnonb3oBaHua WPS) Heobxoammo
onpeaenuTb HAaCTPOWKM Kak BeCcnpoBO4HON CETU, TaK U NPOBOOHOWN CETW.
Onsa onpepeneHvs TeKywWMX HACTPOEK KOMMbiOTepa B JOKanbHOW MPOBOAHOM CeTU

HaxmuTe lMyck — lNaHenb ynpasneHus (Puc. 5.1).

fe Internet Explorer
C

Skype BEWARD

Microsoft Office Excel 2007 Aoy

W=zobpaeHnn
‘| Bnokrot
Mysbika
DVR Server
Wrpe
BRSController
Komnstotep
BEWARD IP Visor
Manens ynpasneHna
BEWARD Player
YcTpocTEa M NPUHTEpBI

58 . Cyxbel
-

Mporpammel No yMonuasuo

Cry#6el KOMNOHEHTOR
Cnpaska n nogaepxxa

Bce nporpammel

alimu npozpammel u gatine: | [Sascptiicrine paborar | > |

B oTkpbiBlIEMCA OManoroBoM OkHe BbiGepuTe NyHKT [[pOCMOTP cOCTOAIHUA ceTu U

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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Windows 7

HacTpolika napaMeTpoB KoMMbloTEpa

CucTema W De30MacHOCTE
Mposepka COCTORHWA KOMMBIOTEPS
ApXMEMPOBAHWE A3HHBIX KOMMBHITERE

Mownck n ncnpaeneHne

npobnem

| l!'lgocmcrrp COCTOAHUA CETH 1 3343y I
-

Bribop napameTpos goMaluHed rpynnel v ebuiero

ACCTYN3 K A3HHBIM

OBopyaosanne n

3BYK

MpocmoTp yoTpoiicte u npunTepos
[obBaenenne ycrpoiicrea

Mporpamme

¥,AaneHne nporpammel

Puc. 5.2

- H TMouck & naHeAU ynpasieHus

Mpocmotp: Kateropwa ~

YueTHble 3anucK NoaL30BaTenei u

CeMelH...

@ Jo6asnenne n yaaneHue yHeTHBIX 3anncei
nonbscsaTensi

'@' YcTanoska pogMTENsCKOro KOHTRONA ANA BCEX
nobsosaTenei

OdopmaeHne v nepcoHanmsauma
Mzmenermne Temol

Mzmenenune dona pabouero cTona
HacTpoiika paspelueHna skpana

L‘laChl, ASbIK W PETWOH

CreHa packnagku KNaenatypel Wi Apyrix
cnocoBos BEoga

WM3amenenne asbika nntepdeiica

CneunansHele BO3MOXHOCTH
Pexomengyembre Windows napamerpel
OnTUMU3aLMA M306PaKEHNA HA IKPAHE

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [loakntoyeHue no nokanbHon cetu] (Puc.

5.3).

Manens ynpasneqns -
ACMALUHAA CTpaHMLE

Mzmenenmne napamerpos
apanTepa

MzmennTe gononHuTensHble
napameTpsl obLLEMD AOCTyNa

WNzneren

&.

BEWARD

e
Heckoneko cetei

(3T0T KomMneoTER)

MpocMoTp aKTWEHBIX CeTEl

Cems 4
OBLecTEEHHEA CETE

WE CETEELIX N3PaMETROE

MpocMoTp OCHOBHLIX CBEIEHWIA O CETH M HACTPORKA NOAKIKUEHWIA

0 MpocvmoTp nonHoii KapTel

Wnteprer
MogknroYenne nnn oTKNOHEHE

Tun goctyna: WHTepHer

Moggnrovenna:

gl Hacrpoiika HoBOMD NOAKAMOHEHWA MAW CETH

=

Cha. Taicke
Bpanamayzp Windows
Aomalunan rpynna

CeoficTea cBospesatena

NMPUMEYAHMUE!

Hacrpoiika GecnposogHoro, LWMPOKONOAOCHOTS, MOgeMHOro, nparMore win VPN-nogenroqenna

WM 3KE HACTPOIIKA MApPLUPYTHIaTOpa N

MogniounTteca K ceTH

W TOHKK 4OCTyNa.

MeaknioyeHne WAW NOBTOPHOE NOAKMOYEHUE K BECNPOBOAHEMY, NPOBOAHOMY, MOAEMHOMY

CETEBOMY C WK NOAKr

kK VPN

Buifop AoMalLHER rpynnbl W napameTpos obLLero aoctyna

Joctyn k dalinam n NpUHTEPaM, PACNONOKEHHEIM H3 APYTUX CETEBBIX KOMMEHOTEPAX, MK
M3MEHEHWE N3PaMETPOE OBLLErD A0CTyNA.

YCI'DEHEHME HENON3Z0K
Jnarnoctuka u WCNPaBneHHE CETEBLIX N

Puc. 5.3

poBAEM WAKM NoAYHEHWE CEEIEHMA 0B nCnpaBneHnn,

I'Ipvl HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

PykoBoACTBO NO NOAKNIOYEHUIO

IP-kamepbl N520
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

I Cocroamue - Mogkmouenne no NokansHoii cetn ﬂ

Ofwme

MNoaxntoyeHe
IPV4-NOAKMHOYEHUE: WHTEPHET

IPvE-NOAKMOHEHME: Bes noctyna k MHTepHeTy
COCTOAHWE CPEflbl: MoAkmoYeHs
ANUTENEHOCTE: 04:47:33

CropocTb: 100.0 MéwT fc

AKTMBHOCTL
OTnpasneHo —— Lﬁ! = [puHATO

o
Baitr: 79188 140 I 805 509 770

[ @Csoﬁcrsa ][@OTmmuMTb] [,ﬂuarHochK.a ]

Puc. 5.4

B AavanoroBoM OKHe CBOWCTB CETEBOr0 MOAKMOYEHUS HeobXoaMMO BblGpaTh MyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

[ Mogkmouenve no Aokanstoi ceTi - ceoiicTea ﬂ

Cemw | Oocyn

Momrniouerne yepes:

L¥ Realtek RTL8139/810x Family Fast Ethemet ceTesoi an:

OTMENEHHBIE KOMMOHEHTEI MCTIONEZYOTCA 3THM NOOKMIOYEHNEM

1B Kaspersky Anti-Virus NDIS 6 Fitter -
gﬂnanpoBmum nakeTos QoS
Cryxfia gocTyna K eainam u HDHHTBDBM ceTei Micre—

paiiEep /8 TONONOra KaHaNkHOr o yPOBHA | 4
& Oemmni 0BHaPYXEHMA TONONOMM KaHaNLHoro YPoE =
| | 1

YeTaHosuT... Yoanum | CeolicTea I

Onucanne

MpoTokon TCP/IP - cTaHaapTHeIt NpoToKon rnoSansHen
CeTed, 06ECMNEYMBAIILMIA CEASE MEX Y PA3MM4HBIMIA
BSEMMODB“CTBWOLUMMM CeTAMA

Puc. 5.5

OTKpoeTCs OKHO, B KOTOpPOM OTobpaxaeTca WHGPOpMaUMs O HACTpPOWKax CeTeBOro
nogknoyeHns. BoamoxHbl ABa BapuaHTa HacTpovkn |IP-agpeca ceTeBoro nogknioveHms Balero
MK:

1. Nonyuutb IP-apgpec aBTOMaTu4vecku: IP-agpec HasHavaeTcs aBTomaTudeckn DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomaTtuyecku, Torga Aang

onpefeneHns napameTpoB NOKanbHOW ceTu nepenanTe kK nyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ———

Puc. 5.6

2. Ucnonb3oBaTb cnepyrowmn IP-agpec: IP-agpec 3agaetcs nonb3oBaTeneM BpPYYHYHO
(Puc. 5.7):

—
Ceoiicrea: Mpotokon WhrepHera eeparn 4 (TCP/IPvA) @u

Ofiwme

MapameTpe! IP MOrYT HA3HAYSTLCA SETOMATUUECKM, BCIM CETh
NOAAEMKMBAET 3TY BOSMOMHOCTE, B NPOTMBHOM CNYYae NapaMeT Pl
IP MOMHO NOMYYMTE ¥ CETEEOMD SAMMHWCTPETOPS,

() MonyunTe IP-agpec SETOMATHIECKM

Wnonesosate ciedyrowmi IP-agpec: I

[P-aapec: 192 . 168 . O .
Macka noaceTi: 255,255,255,

OcHoBHOI Whkos: 182,168 . 0O .

Mony4uTe aapec DNS-cepsepa aBToOMaTHHEOM

(@) Mcnonb30BaTE CNEAVHOWWE anpeca DNS—cepBepos:I
Mpeano4nTastsii DNS-cepsep: 192.168. 0 . 1

AnbTepHaTHBHEI DNS-cepeep:

[ NoaTEEpAMTE NapaMeTpE Npu BEIXORE

Puc. 5.7

3anomHuTe Nnbo 3anuwinTe KoHUrypauuo ceTeBbix HacTpoek agantepa Bawero MK (IP-

agpec, Macka nogceTn, ceteson w3, DNS-cepsep).

BHUAMAHUE!
Ecnun Bbl He 3anucanu faHHble TEKYLEero CeTeBoro MoakmtoYeHusl, TO Nocre HacTPoMKM kamepbl byaet
HEBO3MOXXHO BEPHYTb CETEBbIE HACTPOWKN KOMMbIOTEPA B NEpPBOHaYaribHOe COCTOsIHME A1 NMOAKIHOYEHNS

K nokanbHou cetn n/mnu cetn NHTepHeT!

PykoBoacTBOo no nogkntoyeHuto IP-kamepbl N520
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5.1.1. OnpepeneHue napameTpoB ceTu Npu auHamu4veckom IP-agpece

NMPUMEYAHME!
[aHHbIn NyHKT PykoBOACTBa NpefHasHadeH AOns onpefenieHns napameTpoB JiOKanbHOW cCeTu npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepeepom).

Mogkntounte komnbioTep (HOYTOYK) C¢ nomowbio kKabens k Bawen nokanbHoW cetn u
AOXONTECH OKOHYaHUSI NpoLecca NOAKITHYEHMS.
Mocne aToro Ana onpeaeneHns TEKYLUX HAaCTPOEK KOMMNbIOTEPA B fOKarbHOW NPOBOAHOM

cetn Haxmute lyck — NMaHenb ynpaeneHusi (Puc. 5.8).

@ Internet Explorer
C

@ Skype BEWARD

|23 Microsoft Office Excel 2007 -

-‘-"" BnokHoT

Mysbika
E DVR Server

Wrpsi
m BRSController

Komnetotep

@ BEWARD IP Visor
m BEWARD Player

i'(.. I':. CrysBel
a1t 'y

Manens ynpasnexns
YeTpoicTea w NpUHTEpPLI

porpammel No yMON4aHARD

@
0@, Cry#Bbl KOMNOHEHTOE
Cnpaska u nogaepxia

» Bce nporpammel

— - - — IS TTE————
‘ Halmu npozpamme u hatine Fe | 3aseplenne pabotel | + |

| | St sttt s |
T ® 8 & &
Puc. 5.8

B OTKpbIBWUEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

PykoBoacTBo no noaksrtoyeHuto IP-kamepbl N520
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[ e

- || [Mouck & narenu ynpasncHus

& » Manens ynpaenenma »

CucTeMa v Be30nacHocTL

HacTpoiika napameTpoe KoMneioTepa
MpoBepka COCTOAHNA KOMIMBIOTER
Ap)(lﬂ BUPOBAHWE A3HHbIX KOMMbHOTEDA

Mowck u ucnpasneqne npoGnem
| lHSOCMOTp COCTORKWA CETH M 33134 I

BolBop napamMeTpos 4oMALUHER rpynnsl n obuerc
ACCTYNa K A3HHBIM

OBopyaosaHue W 38YK
MpocMoTp YCTpoicTs M NpUHTEpOS
[JoBaeneHue ycTpoidcTea

MNporpammil

¥aaneHue nporpammbl

Puc. 5.9

Mpocmotp:  Kareropua

YueTHble 3anNUcK NOAL30BaTENed K

CEMEWH...

@,ﬂ,ofwaaﬂenhe 1 YARIEHUE YHETHBIX 3aNMCed
nonbseeaTenei

'@' ¥CTEHOBKA POAWTENBCKOD KOHTPONA ANA BCEX
nonkzoBaTenei

OdopmneHne W NepcoHaNnsaLmna
WMamererne Tembl

VameHenmne doHa paouero crona
Hacrpoiika paspeluema skpaqa

Yacel, A3LIK U pernoH

CreHa packnagkn KNaematypsl Mam 4pyri
cneceboe BECAA

VameHenmne asbika MHTEpdeiica

CI'IE‘LI,HBJIIJHIJIE‘ BO3MOXHOCTH
Pexomengyemere Windows napamerper
OnTrmmsaums n30Bpaxenna Ha IKpaHe

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [[loaknioyeHue no nokanbHon cetu] (Puc.

5.10).

GU

Manens ynpaenexns -
ACMALLHAA CTPaHMLE

3MeHEHNE NapameTpoR
apanTepa

&; I
u,

EEWARD
MzmennTe gonoaHuTenbHEIE (3707 KomnbtoTEp)

napameTpel obluero octyna MpoCMOTp aKTUBHBIX CETEH

Cets 4
CBuwecTeeHHaA CETE

MzMEHEHNE CETEBLIX NAPAMETPOE

Heckoneko cetefi

E=Nren

HTepHET b LlenTp ynpasnenna ceTAmn u oBLymm JocTynom - MMouck & narenu ynpasacHus 2

MNpocMoTp OCHOBHBIX CEEAEHWIA O CETH WM HACTPORKa NoAKAHYEHMA

0 MpocmoTp NonHo#R KapTel

WHTepHeT
HOAKJ'IK)NEHME WKW OTKNHOYEHWE

Tun goctyna: WHTEpHET

MogknoueHna:

@ Hactpoiika Hosoro nogkAMOHEHUA WA CETH

HacTpoiika BecnpoeogHore, WMpoKononocHoro, MogemHore, npamoere wan YPMN-nogeaouenna
WK 3KE HACTPOIKA MapLUPYTU3aTORa MW TOUKK 40CTyNa,

MogxntounTeca K cetH

MoAKNHYEHME WKW NOETOPHOE NOAKS

K Becnp

CETEEOMY COEA) WAN NogKS

K VPN,

BeiBop AcMaELUHER rpynnel n napameTpos obulere AocTyna

Cra. TaIOKE
Bpanamaysp Windows

fomalunas rpynna

@ YCTpaHEHHE HENCAZA0K

CeoiicTea obospesatena

Puc. 5.10

NMPUMEYAHMUE!

Joctyn k daitnam n NpuHTEPaM, PacNONOHKEHHBIM Ha APYTWX CETEBBIX KOMMNBFOTEDAX, MW
W3MEHEHWE NapaMeTpoE oBLLUErD A0CTYNE.

JMarHoCTHKE M MCNpPaBNEHNe ceTesbx Npobnem nnKn nonyHedne ceegennid of ncnpasnesnn,

I'Ip|/| HanM4nMM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl66pVITe TO, K KOTOPOMY nnaHUpyeTCA NOAKIH4YUTb

IP-kamepy.

PykoBoacTBOo no nogkntoyeHuto IP-kamepbl N520
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B oTkpbiBLIEMCA OKHE HaxmuTe kHomKy [CBeaeHus] (Puc. 5.11).

4 CocroaHue - MNogkaroueHne No NOKANLHORA ceTh

==

Obwne

MNoaknoYeHne
IPv4-noaKnoHeEHIe:
IPvE-noaktoHeHme:
CocToAHKME Cpedbil:

AnUTensHOCTE:

CKOpOCTE:

WHTEpHET

Bes poctyna k MHTEpHETY
Moarnioyero

04:47:33

100.0 MBuT fc

AKTMBHOCTL

OTnpasneHo — ;ﬁ!{ ——  MpuHATo
=4
7188140 |

BaiiT: 805 509 770

[ @'Csoﬁcrsa ] [@'Oﬂmmumb] [,CluarHocrnK.a ]

Puc. 5.11

B OTKpbIBLUEMCA OKHE MOXHO YBUOETb I/IHC*)OpMaLl,I/II'O O TeKywem ceTeBOM NOAKNHYEHUN
(Puc. 5.12).

CEEAEHMA O CETEEOM no,q,unoqenuul u

JononHuTensHbie cBENeHnA o CeTH:

CaolicTeo ZHaueHue

COnpegenenHeii ans no....
Onncanmne
Pusnyecrril agpec

HCFP srniover

cc |Pvd

Macka nopcem [Pvd
Lperina nonyuexa
Lperpna wctexkaeT
Wnios no ymonuaraio 1P
DHCP-cepeep [Pvd
DMNS-cepeep IPvd
WINS-cepeep [Pvd
CnyxGa NetBIOS yepes..
TNokaneHeli |PvE-agpec...
Wnies no ymonuaruio 1P
DNS-cepeep IPvE

Realtek RTLB168C(P)/8111C(P) Family P
(00-24-1D-57-45-30

Oa

152.168.0.14

255.255.255 0

11 pueapa 2011 r. 10:27:11

11 wespana 2011 r. 10:27:11
152.168.0.1

152.168.0.1

192.168.0.1

Oa
fe80:3126:2820:8112:163%11

4| 1

Puc. 5.12

Ecnu B oTkpbiBleMcst okHe Bbl yBuagenu cnepytowme ctpoku: [DHCP BknroveH] — [a,
[Aapec IPv4— xxXX.xxXX.XXX.XXX] (rge XXX.XXX.XXX.XXX — 3Ha4yeHuve |P-agpeca), 3Haunt Bawemy MK
AN NPOBOAHOrO coeAuHeHus Obin HasHadveH IP-agpec, 3HayeHWe KOTOpOro ykasaHo B CTpPOKe
[Appec IPv4], macka nogcetn ykasaHa B cTpoke [Macka noacetm IPv4], agpec ceTeBoro wwto3a -
B cTpoke [lUno3 no ymonuaHuto IPv4], agpec DNS-cepBepa - B ctpoke [DNS-cepsep].
3anomMHuTe Nnbo 3anuwmTe KOHdUrypaumio ceteBbiX HacTpoek agantepa Bawero MK (IP-agpec,
Macka nogcetun, CeteBon wnto3, DNS-cepsep).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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BHUMAHMUE!

Ecnun Bbl He 3anncanu gaHHble TEKyLlero ceTeBoro noAkr4YeHuna, 1o nocne HaCTpOVIKVI Kamepbl 6y,qu
HEBO3MOXXHO BEPHYTb CETEBbIE HaCTPOVIKVI KOMMNbOTEPA B NepBOHa4YalibHOE COCTOAHME OJ1A NOAKITIOYEeHUA

K nokanbHown cetn n/vnu cetn NHTepHeT!

BHUMAHUE!

Ecnn B oTkpbiBwemcs AuanoroBom okHe [CBepmeHuss o ceTeBOM nopgkntoyeHuun] Bol yBuaenu
cneaytowme ctpokn: [DHCP BknroueH] — [a, [IPv4-agpec aBTOHACTPOMKU — XXX.XXX.XXX.XXX] (rae
XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca), 3HaunT Bam He yganocb MOAKMHYMTbCS K CeTUM MO kabenbHomy
coeanHeHuto (DHCP-cepBep He npucBoun IP-agpec Bawemy [1K). [MpoBepbTe nNpaBUIibHOCTb

NOAOKITKYEeHNA K I'IpOBOﬂ,HOVI cetm wn B Cliydae HeobxoaumMocTu 06paTVITer K CUCTEMHOMY

agMuHucTpartopy Bawen cetn.

5.2. \3ameHeHMe napamMeTpoOB FfI0OKaribHOW CeTU AN NPOBOAHOIO NOAKMIYeHUs
IP-kamep

Mo ymonuaHuto I[P-kamepa N520 umeet IP-agpec 192.168.0.99. [Ons TOro 4tobbl

MOAKIIOYMTBCA K Kamepe A1 NepBOHaYanbHOM HACTPOVikn Heobxoaumo, 4Tobbl Baw komnbloTep

Haxoauncs B TOM Xe noaceTtu, 4To u kamepa. NMpu atom IP-agpeca kamep, KOMMbLIOTEPOB U NHOObLIX

ceTeBbIX yCTpOI‘/‘ICTB B CeTn He OO0JPKHbl CoBMaaaTh.

BHUMAHUE!
IP-kamepbl BEWARD N520 no ymonuaHuto umetoT IP-agpec 192.168.0.99! Ecnn Bbl nnaHupyete
nogkrtoyaTb HeCKosbKo IP-kamep, To Ansa UckroyeHus KoHdnukra IP-agpecoB nogkntoyante kamepbl No

OAIHOW 1 n3meHsnTe nx IP-agpeca Ha nobble cBoOOAHbIE M3 Baluen nokanbHom ceTu!

BHUMAHUE!
Ecnun Bbl yBepeHbl, 4To ceTeBon agantep Bawero NK, noakntoveHHbI B NPOBOAHYO ceTb ¢ IP-kamepon
nmbo Hanpsamyto k IP-kamepe, HaxoguTca B ogHouM noacetu ¢ IP-kamepon, Toraa Bel MmoxeTe nepentu K

nyHkTy 5.3 naHHoro PykoBoacTea.

,D,J'IFI M3MEeHEHNA TeKyLMX HaCTpOEeK KOMNbTEpPa B nokarnbHomn I'IpOBO,El,HOIZ CeThn HaXXMute

Tyck — Manenb ynpaenerHus (Puc. 5.13).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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| X5/ Microsoft Office Excel 2007

4
'd"‘ Bnoknot

@ DVR Server
m BR5Controller
m BEWARD IP Visor
Q EEWARD Player

_% CrnyBe

a
9‘, Crny#Bbl KOMNOHEHTOE

> Bee nporpammae

| Halmu npozpammsi u ghailabi

Puc. 5.13

obpaxeHnsa
VIy3blka

Wrpei

Komnetotep

MaHens ynpaeneHna
Ycrpoiicrsa n npuHTEpDI
Mporpamme! no ymon4aHno
Crpaska n nogaepxka

»

3aBepLUeHNe paboThl

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

QU

@ » [laHens ynpaeneqna b

HacTpolika napameTpoB KOMMbloTEpa

Ceth i MHTepHeT

&h [Mpocmorp cocroting cew v sanay]
=3

Buibop napameTpos ACMALUHER rpynnel n oBuiero
ACCTYNA K A3HHBIM

Cuctema v BE30NACHOCTb
I'Ipoﬁepka COCTOAHWA KOMNBHOTEPA
ApXV‘EMpUEEHIﬂE AdHHBIX KOMNBHOTEPA
Mowck 1 ncnpasneHne npoGnem

O6opyaosaHe 1 38yK
MpocroTp yCTpoicTe U NpUHTERCE
JloBasneHue yeTpoiictea

Mporpammeo

¥aanenne nporpammel

Puc. 5.14

o
_— )

Mpocmotp:  Kareropua

YueTHble 3anucK NoaL3oBeaTenei u

CEMEFH...

'@' JloBaenenue n yaaneHne yueTHEIX 3annceil
noAL30EaTENEd

'@' YcTaHoBKa POAMTENECKOTO KOHTPONA ANA BCEX
noL30BaTenei

OgopmneHne W NepcoHannsaLma
Mzmererme Teme

Wsmernenne dona paboyero crona
Hacrpoiika paspelenna 3kpana

Yacel, A3bIK U PETMOH

CMEHa packnagkm KNasnaTypol WK Apyrix
cnoceBos secga
MzmeHeHmne A3bika nHTEpdEca

CI'IE.‘LLI"IaJ'IthIE.‘ BOZMOXHOCTH
Pexkomengyenbie Windows napamerpel
OI'ITMMI/L’-ELI'ME M,’-DSFIE)KEHME Ha 3KpaHe

B oTkpbiBLIEMCA OKHE HaxmuTe «lloaknovyeHne no nokanbHomn cetn» (Puc. 5.15).

PykoBoacTBOo no nogkntoyeHuto IP-kamepbl N520
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Marens ynpasneqna -
AOMALUHAA CTPaHMLa

zmerenmne napameTpos
ajanTepa

MamennTe goncaHuTentHble
napameTpel obLyere goctyna

Cra. TaroKe
bpanamaysp Windows
HomawHan rpynna

CeoiicTea oBospesarenn

NMPUMEYAHMUE!

I'Ipvl HanM4MM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl6epVITe TO, K KOTOPOMY njiaHNpyeTCA NOAKIOYUTb

IP-kamepy.

BRI

% LY <« CeTh u VIHTEPHET b LLEHTP YNPAaBNEHUA CETAMN M OBLIMM AOCTYNOM - || [Mouck 8 naHeau ynpasneHua »

MpocmMoTp OCHOBHBIX CBEAEHWA O CETM M HAaCTPOMKa NOAKNMOUYEHWA

&; S i. 0 Mpecmotp nonHoii kapTel
» R —

BEWARD Heckoneko cetei Wrreprer
(3T0T KomnstoTER)

MpocMoTp aKTneHBN: CETER MogKntoyerne nan oTKIOYEHNE

Cems 4 Tun goctyna: IHTERHET
OBLUECTEEHHEA CETE MNogknoyeHna:

Wzmenenune ceTeBbix napameTpoe

@l HECTpDﬁKE HOBOTC NOAKNHOYEHHA MAK CETH

Hacrpoiika BecnposogHoro, WMpokonoaocHero, MogdemHors, npamoro unn VPN-nogkntouerua
WK 2KE HACTPOHKE MApPLUPYTU3aTopa AN TOYKN JocTyna.

‘5. MNogKnHYKUTECA K CETH

MeakaroueHne nan NOETOpHOE NOAKS K Becnpoeog) y, NPoBOA) Y, MOA
CETEBOMY COEIMHEHUHY MAKW NogkntodeHme Kk VPN,

Buifop AomMalLHed rpynnbl W NapaMeTpos obLUero AocTyna
Joctyn k daiinam u NpUHTEPaNM, PaCNONONEHHEIM HA APYTHX CETEBBIX KOMMBHOTEPAY, MAKN

W3MEHEHWE NAPAMETPOE obLyere AocCTyna.

YcTpaHeHne HENONAA0K

JuarHocTuka n NCnNpasneHne ceTeekix Npob. CEEAEHMI 0B McnpaBneHum,

Puc. 5.15

B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

I Cocr - Mok

Ofiume

MoaknmoqeHe

IPv4-nogknioyeHme: WHTepHeT

IPvE-NoAKNIOYEHHE: Bes nocTyna k MHTepHeTY

MoaknioueHo
04:47:33

CocToaHue cpeasl:

AnuTensHoCTb:

CKOpOCTE: 100.0 MauT/fc

AKTUBHOCTE

y
OTnpaeneHo — &! ——  [MpuHATO

BaiT: 79 188 140 I 805 509 770

[@O‘rmouwrh] [ﬂuarHocrnKa ]

Puc. 5.16

PykoBoacTBOo no nogkntoyeHuto IP-kamepbl N520
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B OTKpbIBLLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoommo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa g

Cem | Ooctyn

MoaknioveHne yepes:

l_-?‘ Realtele RTL2133/810¢ Family Fast Ethemet ceTeson ag:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
QCnyxﬁa ADCTYNE K $aiinam W npuHTepam ceTel Micri—

=i ] HTeoHETE Bepci & (11 PyE)
-& MpoTtokon WHTepHeTa sepcim 4 (TCP/IPv4) .

=& [lpaiisep 6/B ToNonora KaHaneHoro YpoBHA

m

& OTBETUMK 0GHAPYXEHWA TONONOMMK KEHANEHOr 0 YDOE ~

] |
| )
Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

[ oK ] [ Ommena

Puc. 5.17

OTKpoeTCs MeHI, B KOTOPOM HeobxoauMo YCTaHOBUTbL 3HayveHusa IP-agpeca u macku
noacetn. Boibepute nyHkT [Mcnonb3oBaTtb cnepyrwowmn IP-agpec] v Beeante csoboaHbin [IP-
appec] n3 noacetM kamepbl, Hanpumep 192.168.0.20, [Macky noacetun] 255.255.255.0,

ocTanbHble 3Ha4YeHns BBOAUTb HEeT HeobxoanmocTn (Puc. 5.18).

Ceoiictea: [Npotokon WktepHeta sepann 4 (TCP/TPvd) @g

Ofiwme

MapameTpel IP MOMYT HA3HEHATECA AETOMATUHECKM, ECIN CETh
NOAASPHUBEET STY BOSMOMHOCTE. B NPOTMBHOM Clydae napaMeTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHNCTPATOPE,

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:
IP-appec: 192 .168. 0 . 20

Macxka noaceti: 255.255.235. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM

@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:

Mpeano4nTaeMkIid DNS-Cepeep:

AnbTepHaTHEHbIR DNS-cepeen:

|7 NoaTeepAMTE NapameTpel Npu BexonE
Comes

Puc. 5.18

[na npyuMmeHeHnsa nameHeHun HacTpoek Haxkmute kHonky [OK] anst Bcex OTKpbITbIX OKOH.

PykoBoacTBo no noaksrtoyeHuto IP-kamepbl N520
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5.3. Nony4yeHue pocrtyna K IP-kamepe

MonyunTb gocTyn K IP-kamepe Bbl MmoxeTe cnegyrowmnmm cnocobamu:
e c nomotlbto MO «BEWARD IP Installer».
e c nomouubto MmeHto [CeTb] OC Windows 7.

e C nomoLubio 6paysepa Internet Explorer.

BHUMAHUE!
Mpn nogknoyeHnn IP-kamepbl K NOKanbHOM ceTu HEOBXOOUMO Y4UTbIBATb, YTO NO ymonyaHuto IP-kamepa

nmeet ceTeBou agpec: 192.168.0.99.

5.3.1. YctaHoBka «BEWARD IP Installer»

BcraBbTe anck ¢ nporpammHbiM obecneveHnem B npusog CD-ROM. Ha akpaHe nosiButcs
MeHI0 ycTaHoBkU (Puc.5.19).

Ona ycTtaHoBkn nporpammHoro obecneveHus Bblibepute [BEWARD IP Installer] u
BbINOMHUTE NPOLIECC YCTaHOBKM (NOAPOGHO npouecc yctaHoBku onucaH B «PykoBopacTteBe no
akcnnyaTtauum MO BEWARD IP Installer»).

BeWﬁRD NOCETWUTb CAMT | HA3AL | CBEPHYTb | BBIATW | ENZE

BEWARD IPS
lNpodeccroHansHoe NporpaMMHoe obecrneyeHmne
AnA NocTpoeHWA CUCTEMBI BesonacHocTK

BEWARD IP INSTALLER
MporpamMMHoe ofecnedeHne OnA NOMCKa
W HAcTpoKK IP-Kamep B ceTH

OOKYMEHTALUA

JoKyMeHTauMA ANA YCTaHOBHKKW W HACTPOMKW KaMep cepun N

PDF READER
MporpamMma gnA YTeHKAa JoKyMeHToB B popmate PDF

Puc. 5.19

5.3.2. Nony4yeHune poctyna Kk IP-kamepe ¢ nomowbro MO «BEWARD IP Installer»

BHUMAHUE!
IOna nowucka IP-kamep ¢ nomowbto MO «BEWARD IP Installer» gomkHa 6biTb BKAOYEHaA nogaepkka
TexHonorun UPnP gnsa Bawero MK n ans IP-kamepel. g OC Windows 7 nogaepxka UPnP BkntoyeHa no

YMOYaHuHo.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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NMPUMEYAHME!
Ons IP-kamep BEWARD N520 ncnonb3oBaHne nogaepxkm texHonornm UPnP BkntoYeHO Mo yMOn4aHuto.

Onsa noncka kamepbl ¢ nomowbto MO «BEWARD IP Installer» 3anyctute nporpammy npu

NnOMOLLUKN Apnblka Ha pa6oqu ctone. B OTKPbIBLLEMCA OKHE NOABUTCA CMUCOK BCEX aKTUBHbIX

Kamep u BuaeocepsepoB. Beibepute Tpebyemyto IP-kamepy n Haxmute [OTKpbITh B IE] (Puc.

- B
KoHdwmrypmposanue IP Bupeokamep / IP BuaeocepsepoBs BE@\VARD
O Kamepa |D. O nporpamme |
— CNMCOK HalgeHHbIX YCTPORCTE
YerpoicTED | IP-anpec | tMAC-aapec | [M0AHOE HAUMEHDESHWE | togent | ‘5 HacTpoiiku '
E Metwork. Camera 192168093 004810034704  H.2641080F Wireless IP Cube Camera  W520
T OtHoEnTe '
ahe
%+ COpocHacTpoek '
U Mepeaarpyaka I
d nouck || @  ompumeslE _J
- CoBeT
BrifepuTe cpegn HaMZeHHbIX HEOTX0gUMYID KAMEDY, @ 3aTEM HEXMUTE HeoXoguMyH EHONKY MeHw. HaxmuTe Monck
ANA Ha34ana HOBOro NoOWCKA.
Puc. 5.20
BHUMAHUE!

l'lpVIJ'IO)KGHVIVI Bawero aHTUBUPYCa N CETEBOIO 3KpaHa.

NMPUMEYAHMUE!
B Windows 7 gnsa koppekTHon paboTbl nporpaMmmbl MoxeT notpeboBatbes 3anyck BEWARD IP Installer

NMPUMEYAHME!
Ecnun IP-ycTponcTBO (MnKM yCTPOMCTBA) HE MOSIBUNNCL B OKHE MOMCKA, TO HaXxXmuTe KHonKy [Mouck] ans

obHoBneHus cnucka (Puc. 5.20).

nosasuBLLEMCA KOHTEKCTHOM MEHIO Bbl6epV|Te NYHKT [3anycx OT UME€HMU aAMMHMCTpaTOPa].

Onsa koppektHor pabotel BEWARD IP Installer Heobxoaumo [o6aBuTb €ro B CMUCOK OOBEPEHHbIX

OT MUMEeHN agMUHUCTpaTopa. D,J'IFI 3TOro0 HaXMUTe Ha ApJibike nporpamMmmbl HpaBOVI KMaBULLEN MbIWLK U B

PykoBoacTBo no noaksrtoyeHuto IP-kamepbl N520
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5.3.3. NMonyueHune poctyna K IP-kamepe ¢ nomoubo MmeHio [CeTb] OC Windows 7

NMPUMEYAHMUE!

Ons IP-kamep BEWARD N520 ncnonb3oBaHne nogaepxkm texHonornm UPnP Bknto4YeHO Mo yMOn4aHuto.

Onsa noucka kamepbl ¢ nomowbio MeHo [CeTb] OC Windows 7 oTtkponte okHO [Mow

komnbloTep] 1 BoibepuTe nyHKT [CeTb] (Puc. 5.21).

¥nopagouute ¥ CeoiicTea cucTembl ¥aanuTe WA MSMEHWTE Nporpammy >

b 50 WsBpantoe 4 XKectkwe auckm (3)

Noxanexei guek ()

1[5 BuBnuoTern e'f,'-, — —
14,0 T ceoBoaHo 3 39,9 TB

| &> 1M Komnstotep | TNoxaneHei guex (D:)

= |
- S0 10815 coobogmo 109 16
I CeTb
Tranzcend (F)
P
== 161 I'E ceoBogto n3 232 Th

4 YCTpOWCTBa CO CheMHBIMKM HocuTenAMHA (1)

‘$ Nuckosog (A)

. |{ CONTENTMGR PaGowuan rpynna: BEWARD MamaTe: 4,00 6
‘ I Mpoueccop: Intel(R) Celeron(R) CPU ...

Puc 5.21

B nosiBuBLLEMCA MEHIO HaWaUTe MHTepecylolee Bac yCTpOMCTBO U HaXMUTe Ha HeM OBa
pa3a NneBown KHOMKOW Mblln (Puc. 5.22).

Mocne atoro IP-kamepa N520 oTkpoeTca B 6Opay3epe, KOTOpPbIA YCTaHOBMEH MO

YMOJT4aHUIO.
-
ool s S
Ynopagounte ¥ LlenTp ynpasneqna cetamm n ofiinm AocTynom Eed @‘:: > [ @
4 (DoToKamepk! (6) -
0 WsBpanHoe -
|"g‘lﬂ M13201 Megapixel IP Camera -
L I ovsr0006404

) BuBnnoTeku

—
¥ M520 H.264 Wireless IP Camera -
18 Komnetotep Ig l
004E10045AA5
L) |
[+ =
M Cete | \i M37210 2M Bullet IP Camera -
G| coser00073

I"';f'“ N500 H.264 PoE Cube Camera -
Hﬁ_‘)%l 001BLECSABAB

" sy N520 H.264 Wireless IP Camera - 004810... Kateropun: QoTokamepo
|%}“ CeTeBoE pasMeLLE... Heono3HaHHaA CETh

Puc 5.22
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5.3.4. Nony4yeHune poctyna k IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

IOns poctyna k kamepe ¢ nomoulbto 6paysepa Internet Explorer HeoGxogumo 3anyctutb
Gpay3ep 1 B agpecHon CTpoke BBecCTu 3anpoc: http://<IP>:<port>/;, rae <IP> — IP-agpec kamepbl,

a <port> — 3HayeHue http-nopTta), nocne 4ero Haxatb [[epenTun] nuéo [Beoa] (Puc. 5.23).

BHUMAHUE!
IP-kamepa BEWARD N520 no ymon4aHuto umeet ceteBon agpec 192.168.0.99, http-nopt 80.

NMPUMEYAHMUE!

Ecnu gns http-nopTta ucnonbsyetcsa 3HaveHve 80, Torga ans AocTyna k kKamepe B Gpaysepe A0OCTaTOYHO

BBECTM CTpoKy http://<IP>/, roe <IP> — |IP-agpec kamepbl.

' EI EE B
—
a'\_\/) = http://192.168.0.99/ P~aXx (2 MycTan cTpannua i * E?s’

Puc. 5.23

5.4. Nony4yeHue aoctyna K Be6-nHtepcency IP-kamepbl
Mocne Toro kak Bel nony4nnu goctyn k IP-kamepe nobbiM n3 cnocoboB, paCCMOTPEHHbIX B
nyHkTax 5.3.2, 5.3.3, 5.3.4 gaHHoro PykoBoacTsa, byaet 3anyweH 6paysep Internet Explorer, rae

OTKPOEeTCA OKHO aBTOpu3aunn and nonyyvyeHmda gocrtyna K Be6-MHTepcbe|710y yCTpOVICTBa.

NMPUMEYAHUE!

[na koppekTHon paboTel Beb-uHTepdpeiica IP-kamepbl Heobxoauma Bepcus Gpaysepa Internet Explorer

He Huxe 9.0.

BeeanTte nmsa nonb3oBartens un naponb, nocne yero Haxmute [OK] (Puc. 5.24).

BHUMAHMUE!
Vima nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuo: admin.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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-
Bezonackocts Windows @

[na exoga Ha cepeep 192.168.0.99 no agpecy N520 H.264 Wireless IP
Camera HyHEI MMA NONE30EATENA W NAPCIE,

Mpegynpeskaenne: Cepeep Tpebyer Nepeadn MMEHW NONL30BATENA N
napons yepes HebesonacHoe coeguHeHne (Byaet eeinonHena oBeiyHan
NpoBEpKa NOAMUHHOCTH).

| admin ‘

[] 3anomHuTe yueTHbIE gaHHbIE

Puc. 5.24
Mocne ypayHon aBTOopm3aumm npu nepsoM nogkrodeHnn OC Windows 7 6yget
6rnokvpoBaTb ycTaHOBKY npunoxeHusa ActiveX (Heobxogumo Ansi npocMoTpa K3obpaxeHus c
Kamepbl), 0 Yyem OydeT CBMAETENbCTBOBATb CUCTEMHOE YBEAOMSIEHME B HUXKHEW 4acTu OKHa
Internet Explorer: «3ToT Be6-caWT nNbITaeTCA YCTAaHOBUTb Creaylolyd HaaCTPOWKY:
«AxMediaControl.cab» ot «BEWARD Co., Ltd». Haxmute Ha kHOnky [YcTaHoBuTb] Ans

nNpogoskKeHnst yctaHoBku (Puc. 5.25).

BHUMAHUE!

YcTaHoBKa KOMMNOHEHTOB ActiveX BO3MOXHa TomnbKo Ha 32-0UTHYO Bepcuio Bpaysepa Internet Explorer.

NMPUMEYAHUE!
B onepauuoHHon cucteme, otnmnyHon ot Windows 7, nnmn B 6paysepe, otnu4Hom ot Internet Explorer 9.0,
Ha3BaHWUS MEHI0 WM CUCTEMHbIE COOOLLEHWS MOryT OTfMYaThCA OT Ha3BaHWMA MEHK W CUCTEMHbIX

coobweHun B gpyrnx OC cemenctea Windows munu B apyrmux 6paysepax.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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‘Q |UJ http://192.168.0.99/ p-BIX H \Y 192168099 L |

N520 H.264 Wireless IP Camera

* X (npOCMOTp] Hacrpoikmn ]

(OO0 |0 O 05-06-2012 11:32:43 | —e= D @ @ )

COPYRIGHT & 2012 BEWARD Co., Ltd.Bee npasa ssuwmminm:.

3T0T BeG-CaliT NBITAETCA YCTAHOBUTE CRESYHILLYH HaacTpoiky: "AxMediaControl.cab” o1
"BEWARD Co,, Ltd".
DakTopel pucka

YcTanosnTe

Puc. 5.25

Cuctema 6esonacHoctn Opaysepa Internet Explorer Takke OygoeT aBToOMaTU4eCKU

6rnokupoBaTb ycTaHoBKy ActiveX. [Ins NpOAOMKEeHNsa YCTaHOBKN HaXMUTE KHOMNKy [YcTaHOBUTL] B

OKHe noaTBepXxaeHus yctaHoBku (Puc. 5.26).

Internet Explorer - Mpegynpexgaerne cncrembl GE30NACHOCTI [i:h,l

YCTaHOBWT b 3TO NporpammHoe obecneuenne?

Wma: AxMediaControl.cab

Wspatens: BEWARD Co., Ltd.

|i| JononHuTensHo | ¥CTEHOBMTE | [Ha YCTEHAENWEATE

o Dalinsl U3 MHTEPHETa MOryT BbITe NONE3HEI, HO 3TOT TWN GaEANa MOKET
\ ! ) MOBPEANTL KOMMbKoTEP, CREAYET YCTEHAEMMBATE NPOrPaMMal, NONYYEHHBIE
=" TonbKo oT QoBEpEHHOro WAATENs, PaKTODE PUCKE

Puc. 5.26

NMPUMEYAHUE!
Mpu ycraHoBke ActiveX gna OC Windows 7 npu BKIIOYEHHOM KOHTpOME Yy4YeTHbIX 3anucen Oyaet

OOMNOJNTHUTENbHO NMPOn3BOAUTLCA 6J'IOKVIpOBKa YCTaHOBKK, O 4eM nosb3oBaTtesiio 6y,u,eT BblOaBaTbCA

[OMONHMTENBbHOE onoBeleHne. OAns paspelieHna yCTaHOBKU Heob6XoauMO MONOXUTENIbHO OTBETUTL B

nodaBuBLLEMCA OMNANoroBomM OKHe.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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Mpy npaBunbHO BbIMNOSIHEHHBLIX OEUCTBUSX Bbl cMoxeTe yBuaeTb nsobpaxeHue ¢ Bawen

IP-kamepbl yepes Beb-6paysep (Puc. 5.27).

WY http://192.168.0.99/ £~ B X || 192168099

BE\VARD N520 H.264 Wireless IP Camera

Li_l \E rl'lpocnorp‘[ Hacrpoiku

| 2013-03-26 12:14:51 l D= O l ©® ® ]

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 5.27

5.5. UameHeHMe HacTpoek noakno4veHus |IP-kamepbl Yepe3 Be6-nHTepdenc
Mocne nogkntodeHus k IP-kamepe N520 no npoBogHOM ceTM HeobXxoauMo W3MEHWUTb
HaCTPOMKM Kamepbl Takum obpasom, 4Tobbl OHa Haxogunacb B OAHOM MOACETU C ocTarbHbIM

o6opynosaHunem (Hanpumep, Bawum [MK).

BHUMAHMUE!

Ons pabotbl IP-kamepbl 1 Bawero MK Heobxogmmo, 4tobbl coBmaganu Tpu 4Yactu |IP-agpeca, 3a
NCKMIOYEeHMeM YeTBEPTOM YacTu, U YTOObI NOMHOCTLIO COBNaaana Macka noaceTu.

Hanpumep, IP-agpec Bawero lNK: 192.168.50.40. IP-agpec pasgenieH TodykaMy Ha 4deTbipe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTteT — 50, 4 okTeT — 40. Bam He0OX0ONUMO N3MEHUTL
IP-agpec kamephbl Tak, YTOObI MX NepBble TPU OKTETa COBMaganu, To ecTb, YToObI IP-agpeca nvenu Bug

192.168.50.XX. YeTBepThIn OKTET 00s13aTENbHO AOMMKEH ObITb OTNIMYHBLIM OT 3Ha4eHus |IP-agpeca Bawwero

MK, a Tarke noboro gpyroro obopynoBaHus B Baluer cetu (ecnu TakoBoe nmeeTcs).

[ns nsmeHeHuns ceteBbIX HaCTpOeEK B Be6-VIHTepCbel7ICG HaXMuUTe B rMaBHOM MEHIO KaMepbl

KHOMKY X [HacTponku] n nepengnte B meHio Cemb — OcHogHbIe (Puc. 5.28).

PykoBoacTBOo no nogkntoyeHuto IP-kamepbl N520
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BE\VARD N520 H.264 Wireless IP Camera
L&”i' 'WT PPPoE | Wi-Fi | wps |

Hudopmaymn

CUCTeMHBIE MpoTokon WHTepHeTa Bepcun 4 (TCP/IPv4)
¥ CeTb MAC-agpec

OCHOBHBbIE

™ Monyuwnts IP-agpec asTomaTtvuecky (DHCP)

[ononHWTENbHble _ ~
@ Wcnone3oeaTe cnegyowui IP-agpec

NpocMoTp

BocnpouzBefeHue IP-appec 192 . 168 . 0O . 99

CoObiThe Macka noacetn 255 . 255 . 255 . 0
OCHOBHOM LWN03 192 . 168 . 0 . 1

@ WcnonszoeaTe cnegyowuwe agpeca DNS-cepeepoe

DNS-cepeep 1 152 . 168 . 0 . 1
DNS-cepeep 2 o . o . 0o . 0
HTTP
HTTP-nopT @ 80 @ (1124 ~ 65534)
CoxpaHnTe ] [ OTMEHWTE
COPYRIGHT © 2013, Beward RED Co., Lid. Bee npasa saupmuyeno.
Puc. 5.28

Bo Bknagke [TCP/IP] HyxHO BBecTu TakuMe 3HayeHus |P-agpeca n gpyrmx ceTeBbiX
napametpoB pAns |IP-kamepbl, 4TOObI OHa Haxogunacb B OAHOM MNOACETM C  OCTalNbHbIM

obopyaoBaHuem.

NMPUMEYAHUE!
B cnyyae HeobxoaMMOCTM ONsi Ha3HauyeHWst CETEBbIX HACTPOEK ycTpowcTBaM obpatutech k Bawemy

CEeTeBOMY aAMUHUCTPATOPY.

[na coxpaHeHns N3MEHEHUI CETEBbLIX HACTPOEK MPOBOAHOIO COEANHEHMA HAXXMUTE KHOMKY
[CoxpaHuTb], Nocne Yyero B NOSABMBLLMXCA OKHaX Heobxoanumo HaxaTtb KHonky [OK].

Ha atom HaCTpOIZKa npoBOAHOIro coeanHeHuna and |P-KaMepr 3aBepLieHa.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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5.6. Bo3Bpart ceTeBbix HacTpoek MK k nepBoHaYyanbHbIM 3HaYEHUSAM

Ytobbl BEPHYTb HaCTpOIZKM ceTeBoro nogkniyeHna K npexHmm 3Ha4vYeHusAM, BbINOJIHUTE

cnefylowine aencTeus.

Haxwuute lyck — lMaHenb ynpaeneHus (Puc. 5.29).

9. Internet Explorer
ST

| X

"ﬂ Enoknot

@ DVR Server
@ ERSController
@ EEWARD IP Visor
m BEWARD Player

S5
g, CnyxBol

L

9‘, CryBel KOMNOHEHTOB

» Bce nporpammel

Microsoft Office Excel 2007

| Hatimu npozpamme u dhaiine

[NokymeHTbi

Vsobpaxenna

Myseika

Wrpei

Komnerotep

Manens ynpasnenna

Yerpoiictaa n npuHTEpBIl

Mporpamme! No yMonuaHuo

Cnpaska n noanepxKa
Maseniienme oaboter |

3asepuieHne paboTel

e

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apayv] B pasgene [CeTb n UHTepHeT] (Puc. 5.30).

@ v [Manens ynpasnexus »

HacTpoiika napaMeTpos KOMMetoTepa

CUCTEMA W DE30MACHOCTh
HpDEEpKE COCTOAHWMA KOMNBHOTERS
ApXMEMpDEEHIﬂE AGHHBIX KOMNBHOTEPS
Mowuck n ncnpaenedne npoénem

Cerhn WVHTepHeT
|HéDCMDTp COCTOAHKWA CETH M 33434 I

Buibop NapaMeTpos AomMaluHel rpynnel v obuiero

ACCTYN3 K S3aHHBIM

OBGopyaosanmne v 38K
MpocmoTp yeTpoiicTe u npuHTepos
[oBasnenue ycTpoiicTtea

Mporpammbl

YaaneHne nporpammel

Mpocmotp:  Kateropua +

YueTHble 3anucK Nonb3oBsatenei n

CEMERH...

'@' JloBaeneHne n yaaneHne yUETHBIX 2aNUCEd
noab3osaTenei

'@' YcTaHoBKa pOAMTENECKOTO KOHTPONA ANA BCEX
nofssosatenci

OgopmaeHre M NepcoHanMsaLma
MzmeneHune Temsl

HMzmenenne dona pabouero crona
HacTpoiika paspelueHma 3kpada

Yacol, A3bIK 1 PErMoH

CMEHE packnadky KNaBnatypbl WK Apyrix
cnocoBos BE04E
MameHeHne azeika nHTepdelica

CI_IE“I_I'Iv‘|134"II:|HI:\IE‘l BO3MOXHOCTH
Pekomengyemere Windows napamerper
OnTumusauma n30Bpaenna Ha IKpaHe

B oTkpbIBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.31).
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GU

Manens ynpaenexma -
ACMELUHARA CTpaHNUE

&' — h-j R MpecMoTp NonHo KapTel
Mamenenne napametpos | ——— -

=EmEE BEWARD Heckoneko cetei WHTepHeT
IZMEHNTE ZONOAHWTENEHEIE (70T KoMABIOTE)

MpocMOTP OCHOBHBIX CBEAEHWA O CETH M HACTPORKa NOAKNHOUEHWA

napamMeTpel ofLLErD 4oCTyna MpocmoTtp akTuBHB ceTeil MoaknioueHne AN oTKAHOYEHNE

Cemn 4 Tun gocTyna: WNuTepHer
OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika BecnpoBcdHoro, LWMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogentodeHns
WM KE HACTPOIKE MAPLUPYTUIaTOPa MK TOYKN AoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos oblero aoctyna
Cha. TakoKe Aoctyn k daiinam u npUHTERaM, PacnonomeHHBIM H3 ADYTUX CETEBRX KOMMNBHITEREX, WAN
; W3MEHEHKE NapamMeTpoe oBlero gocTyna.
Bpanamaysp Windows s P !
JowmaluHas rpynna ¥cTpaHeHne Henonagok

Ceoiictea obospesatens AnarHocTika U NCNpasneHne ceTesbix NpoBRen WAN NoAyYeHUe CBEAEHNA 06 ncnpasneHn,

Puc. 5.31

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.32).

@ CocroaHue - MogknoueHne No NOKaNLHOR CeTi i u

Ofume

MNoaknoyeH1e

IPv4-NoaKIOHERre: WHTepHeT
IPvE-NOAKIIOYEHME: Bes aoctyna K MHTepHeTY
COCTOAHWE cPedbl: MoprnoYeHo
JNUTENBHOCTE: 04:47:33
CKOpOCTb! 100.0 MéuT fc

AKTHBHOCTE

|
OTnpaBneHo —— %g ——  TpuHATO
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[ @Cﬁoﬁnaa ][@D‘rmﬂl—m‘rb] [ﬂmarHocrw(a ]

Puc. 5.32

B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHonky [CBoncTBa] (Puc. 5.33).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve
Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.33
OTKpoeTCcs MeHl, B KOTOPOM HeobxoouMo 3adaTb 3HAYEHUS CeTeBbIX HACTPOEK,
YCTaHOBIIEHHbIX M3Ha4anbHO (CM. NyHKTbI 5.1, 5.1.1 aaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawewmy MK HasHauyancs aBTomaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] wn [[onyunts appec DNS-cepsepa

aBToOMaTM4ecKku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbiX OKOH (Puc. 5.34).

Ceoitcrea: Mpotokon Mutepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHAA KOHQHI YpaLma ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

IP-aapec:
Macka noareTH:

QCHOBHOA WK

| (@ Monysntb anpec DNS-CepEEpa SETOMETUHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemeR DHS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

MNoATSEpANTE NEPEMETPEI NP BhIX0AE ——

Puc. 5.34

Ecnn mnsHavanebHo IP-agpec Bawemy MK 6bin 3agaH BpyyHylo, Torga BblbepuTe MyHKT
[Mcnonb3oBaTb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbIThbiX OKOH (Puc. 5.35).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapaMeTpl IP MOTYT HE3HEHATECA AETOMATUHECKM, BCIW CETh
NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() MonyuuTe IP-aapec aBTOMaTUUECKM

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNSﬂpBEmBlI
MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[FInoaTeepanTs napameTpe npu seixone

Puc. 5.35

5.7. TlpoBepka npaBUNBLHOCTM HACTpPOeK Mnoakn4vyeHusa IP-kamepbl K
NnoKarnbHOW ceTu
[na KOHTpoNns npaBWNbHOCTM CETeBbIX HAaCTPOEK KaMepbl W KOMMNbIOTEPA HYXXHO
NOAKMYNTBECS K Kamepe Yepes 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lpoepaMmbi v

BblbepuTe cTpoky [Internet Explorer].

Beeante B agpecHonm cTpoke |IP-agpec, nNpUCBOEHHbLIN Kamepe (Hanpumep:
http://192.168.0.99) (Puc. 5.36).

[ L= Ehg1
e@ @ hitp://192.168.0.99/ 0 + > % || @ nycras crpannua = AL

-

Puc. 5.36

Mpn npaBunbHBIX HACTPOMKaxX OTKPOETCA MEHI0 aBTopusaumn. [Ina aBTopmsaumm BBeauTe
UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.37).
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BHUMAHMUE!

Mms nonb3osaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

[na exoga na cepeep 192.168.0.99 no agpecy N520 H.264 Wireless IP
Camera Hy:Hbl MMA NCNB30BATENA W NADCAE.

Mpegynpesaenne: Cepeep Tpebyer Nepesaqn MMEHN NONL30BATENA 0
napenas Hepes HebesonacHoe coeguHenmne (GyaeT BbinoaHeHa obbiuHan
NpCEEpKa NOAMAHHOCTH].

e

[ 3anomMHUTE yHETHBIE AaHHBIE

Puc. 5.37
Mpn npaBWbHO BbLINOMHEHHbLIX AEUCTBUAX Bbl cMOXeTe 3anTn B BeG-uHTEpdenc yepes
Gpaysep v yBnaeTb nsobpaxeHue ¢ Bawewn IP-kamepbl (Puc. 5.38).

ol o e
WY http://192.168.0.99/ £~ B X ||Y192168099 X

I” BE\VARD N520 H.264 Wireless IP Camera

L‘_,l L‘,XJ MpocmoTtp I Hacrponku

| 2013-03-26 12:14:51 | —e= l e e )

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 5.38
NMPUMEYAHUE!
B cnyyae HeyOoayHoro coegvHEHUs C KaMepoW MpoBepbTe MPaBWUNbHOCTb MOAKMIOYEHUS K MPOBOAHOM
CeTu, BEpHUTEChb B Ha4ano JaHHOW rnaBbl U NOBTOPUTE HAcTPOWiKy. B cnyyae Heo6xoaMmocTu obpaTuTech
K CMUCTeMHOMY agMUHUCTpaTopy Baluer ceTu.
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MnaBa 6. HacTtpounka Wi-Fi-coeguHeHus

6.1. O6wue cBegeHnsa o 6ecnpoBogHom Wi-Fi nogknioyeHumn |P-kamepbl N520
[nsa toro utobbl IP-kamepa BEWARD N520 pa6otana B Bawen 6ecnposogHon Wi-Fi cetun
COBMECTHO C Bawwumu komnbroTepamu, HoyTOykamy u apyrum obopyaoBaHueMm, Heobxoanmo
BKMNOUNTb IP-kamepy B ceTb B COOTBETCTBMM C TEKYLLMMU HACTpoOWMKamMu gaHHOW GecnpoBOLHOM
ceTu. MNoaknoyeHe MOXHO BbIMOMHUTL creayLwmMmmn cnocobamm:
o [logkniounte IP-kamepy, wucnonb3ys TexHonormwo WPS, «koTopas nossondeTr
aBTOMaTUYECKM NOMYYNTb AaHHble, Tpebyemble cuctemon 3awmuTbl 6€CNpoBOAHON CeTH

(Mpwn ycnoBuu, 4YTO CeTb ABNAETCSH 3aLUULLEHHON).

BHUMAHUE!
HacTtporika IP-kamepbl ¢ nomoLbto pyHkumMm WPS BO3MOXHa TOMNbKO MPUW YCMOBMKM, YTO MapLUpyTM3aTop,

K koTopomy Bbl xoTuTte nogkntountbes no Wi-Fi, nogaepxnBaeTt gaHHY QyHKLUMIO.

o [logkntountcsa k kamepe 6e3 ncnonb3oBanus TexHonorum WPS. [Ina storo HeobxogmMmo
CHa4yana onpegenuTb HacTponkn Tpebyemoro Wi-Fi coegmuHeHns npu nomowu:
MEHI0 HacTpoek Balwlero mapwpyTtunsatopa (CM. MHCTPYKLUMIO NO 3KkcnnyaTaumm Bawero
MapLupyTM3aTopa) unuM npu nNomoLiM Apyroro obopynoBaHusi, NOOKMIOYEHHOTO K HEeMy

(Hanpumep, HOyTOYKA).

6.2. Noaknro4veHne kK 6ecnposoaHoun Wi-Fi cetn ¢ nomouwbio WPS
Cnocobbl nogkntoveHusa k 6ecnposogHon Wi-Fi cetn ¢ nomowbto WPS MOXHO yCnoOBHO
pasgennTb Ha ABa Tuna:

e Cnocob HacTponku, Npn KOTOPOM HeobxoanMo caenaTtb COOTBETCTBYHOLLUME U3MEHEHUS
B BeO-mHTepdpence IP-kamepbl, a Takke B Beb-uHTepdenice Toro Wi-Fi
MapLupyTM3aTopa, K KoTopoMy Bbl cobrpaeTechb NogKNIOYNUTLCS.

e Cnocob HacTponkm GecrnpoBOAHOrO COEOMHEHMUs, MPU KOTOPOM HET HeobXxoaumMocTu
3axoauTb B Beb-mHTepdenc Wi-Fi yCTponcTs, a 4OCTAaTOYHO NYLLb NOOYEPESHO HaxaTb
kHonkn WPS Ha kopnycax Wi-Fi ycTponcTs.

O6a cnocoba nogkntoveHnsa 6onee NogpobHO ONUCaHbI HUXE.

6.2.1 MNogkniovueHne ¢ ucnonb3oBaHuem Beb-uHTepdenca IP-kamepsbl
Monyunte poctyn k BebG-uHTepdency IP-kamepbl nobbiM 13 cnocoboB MNpPOBOAHOMO
coefMHeHUs, OnNncaHHbIX B NyHKTe 5.3 gaHHoro PykoBoacTea.

B oTkpbiBLIEMCA OKHE BBeAMTe UMSA nonb3oBatens u naposnb (Puc. 6.1).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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Mms nonb3osaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

Jlna exoga Ha cepeep 192,168,099 no agpecy N520 H.264 Wireless IP
Carmera Hy:HbI IMA NO/B30BATENA W NAPONk,

Mpegynpexgenve: Cepsep TpebyeT nepegadn MMEHN NONL30BATENA U
napona Yepes HeBesonacHoe coeguienne (ByaeT seinonHeda oBoidHan
npoBepKa No4NMHHOCTI).

[eese

‘ ‘I- [ admin

33NOMHWTE YHETHBIE AHHBIE

Puc. 6.1

lMocne ycnewHon aBTopmnsaumm B 6paysepe nosiBUTCA rnaBHoe MeHo Beb-nHTepdenca IP-

Kamepbl. Haxxmnte B 3TOM MEHIO KHOTMKY X [HacTpowuku] (Puc. 6.2).

w BC\VARD N520 H.264 Wireless IP Camera

WY http://192.168.0.99/ £~ B X ||WY192168099

rnpocnorp1 HacTpoiiku

(OO0 O | 2013032612:1451. | () —a— & | @ @

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 6.2
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3artem nepengute B MeHio Cemb — OcHoeHble — \WPS. [Inga BkntoyeHnsa dpyHkumm WPS B

OJaHHOM MEeHIo Bbl6epI/ITe onuuko

nokasaHHble Ha PucyHke 6.3.

«BKknyeHo», nocrne 4ero CTaHyT [OOCTYMHbI

~

BE\VARD N520 H.264 Wireless IP Camera
‘ X TCP/IP ]’ PPPOE T Wi-Fi WPS
WudropMauna
CHUCTEMHble WLAN
= CeTb WPS BrYeHo |Z|
JononuutensHble
IP-agpec
MpocMmoTp
Bocnpon3BefieHue MeToq @ PBC © PIN
CobbiTne OBHapyeHHsIe BecrpoBogHLIE CETH
ESSID CHraan Permm
MogKnNKYMTECA ] [ OTKNIOYMTE ] [ OOHOBWTE
COPYRIGHT & 2013, Beward R&D Co., Ltd. Bee npasa sswmmwene.
Puc. 6.3

NYHKTbI,

Mone [O6OHapyXeHHble OGecnpoBoAHble CeTU]| npegHasHayeHo Ans oTobpaxeHus

AOCTYMHbIX K NOAKMIOYEHMI0 6ecnpoBOAHbIX CETEN C MOMOLLLI YHKUM WPS.

BHUMAHUE!

HEeMY MHCTPYKLUK.

B nyHkTe meHio [MeTopa] Ans Beibopa AOCTYNHbI ABa METOAA HACTPOMKMN:

BecnpoBoaHble cetn ¢ dyHkunen WPS oTobpaxalTca B OaHHOM MNorie TOMbKO Torga, Korda AaHHasi
YHKUMS BKIIOYEHA HaA MapLUpyTM3aToOpe U HaxoAUTCS B OAHHbIA MOMEHT B aKTMBHOM COCTOSIHMKM. Ha
HEKOTOPbIX MOAENAX MapLlpyTM3aToOpoB akTMBHOe cocTosiHne WPS gnutcs 2 MuHyThl. NogpobHoe

onucaHue paboTtbl yHkuun WPS ons Bawero maplupytmMsaTopa OOSPKHO HaXOAUTbCSA B MpunaraemMon K

e [PBC]: ato cnocob HacTponkm OGecnpoBogHoOro coeguHeHuss vepe3 WPS nytem

nooyepeaHoro Haxatus kHornkn WPS Ha oboux yctpouncteax. [locne HaxaTusi KHOMKK

HeobXoaMMO MoaoXOaTb HEKOTOpOoe BpeMsl, MoKa 3aBepLUMTCA MNpolecc nepenayn

HaCTpOeK Mexay MappyTtnsatopom u IP-kamepon. Kak npasuno, y 6onbimHcTea Wi-Fi

YCTPOUCTB C nopaepxkon TexHonormm WPS npouefypa nepefadm v npuMeHeHUs

ceTeBbIX HACTPOEK ANNTCA nNpnmMmepHoO 2 MUWHYTbI.

o [PIN]: paHHbIn cnocob oTnuyaeTca oT cnocoba [PBC] Tem, 4to Onsi HacTpOKKu

©ecnpoBogHoro coeauHeHust Heobxogumo BBecTU PIN-kog, creHepupoBaHHbIN |P-

KamepoKn, B COOTBETCTBYKOLIME HacTporkn WPS Ha maplpytusatope, Mocrne 4ero

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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HacTporku 6ecnpoBogHOroO coeguHeHus byayT nepenaHbl He nobdomy Wi-Fi ycTponcTBy

c nogaepxkon WPS, a tonbko Bawen IP-kamepe, Ha koTopon 6bin creHepupoBaH PIN-
kog. PIN-kog oToGpaxxaeTcsa B HEOOMbLLIOM Nosie psiAoM C NOSIOKEHMEM NepeKmovaTens
[PIN]. Ons co3pgaHuns HoBoro PIN-koga ucnonb3ynte kHonky [HoBwbin PIN-koa] (Puc
6.3).

NMPUMEYAHUE!
MNpn 3anycke npouecca noucka W HacTPOWKM noakmoveHus IP-kamepbl MHOMKATOP MUTAHMSA Kamepbl

MUraeT po3oBbiM LIBETOM.

BHUMAHUE!
Moaopo6Hoe onucaHve BBoda PIN-koda ONsi KOHKPETHOW MOAENnV maplupyTusaTopa B pamkax AaHHOro
PykoBoacTBa He paccmaTpuBaeTcsl, TakK Kak npeanonaraetcsl, YTO OHO OMUCaHO B WHCTPYKUMKU K

MapLlpyTMsaTopy. Takasi WHCTPYKUMSI MOXeT HaxoouTbCsl Ha calte npousBoauTens Bawero

MapLwpyTudaTtopa unnm natn B ero Komnnekraumu.

Ecnn BbiOpaH meTog HacTpornku [PBC], TO Ona yCTaHOBKM COeOMHEHUst cnegyet
BbIMOMHUTE cnegytoLlume waru:

War 1. skntounte dyHkumo WPS Ha Bawem mapwpyTtusatope. [ns atoro ecTtb ABa
cnocoba:

o duandeckn HaxaTb kHonky WPS Ha koprnyce Bawero mapuwpyTtusaTopa.

e HaxaTb KHOIMKY B HacTporkax Beb-uHTepdenca Bawero mapwpyTtmsartopa.

Bbibop cnocoba BKITHOYEHUSA aKTMBHOrO cocTosiHuss WPS He umeeT 3HadveHus. [locne
BbINOSIHEHWNST AQHHOrO LWara ANUTEenbHOCTb akTUBHOro coctosHua WPS 6ygeT npogosmkaTbCa
OrpaHNYEHHbI MPOMEXYTOK BpemeHn, n Bam OygeTr Heob6xoouMmo 3a 9TO Bpems BbIMNOMHUTH
ocTanbHble warn (06bI4HO Ha 3TO OTBOAUTCH AOCTAaTOYHO BPEMEHU — OKOMO 2-X MUHYT).

War 2: Haxmute kHorky [O6HOBUTBL] B MeHI0 HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS, 3atem goxagutecb nosiBNneHus B cnucke Bawewn 6ecnpoeogHon cetn (Puc. 6.4).

LWar 3: BbibepuTe B cnncke Bawy 6ecnpoBogHyto ceTb, B AaHHOM npumepe 3to BEWARD.

War 4: HaxmuTe kHONKy [[MogknounUTbLCA], nocne 4Yero Ha 3KpaHe MOABUTCHA OKHO

OXMAAHMA HACTPOVKKN noaknoyenns (Puc.6.4).

=) http://192.168.0.99/progress.htm - Internet Explorer, optimized for Bi.. L =1L é]

|“‘J http://192.168.0.99/progress.htm 2 |

-

MNoxanyicTa, nogoxauTe

Puc 6.4
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War 5: nogoxaute okoso OBYX MUHYT ONA 3aBeplueHuna onepaunmn HaCTpOIZKM.

Mocne BbinonHeHus WWara 4 nosasuTca OkHO, oToBpaxatowee xo4 noakntoyeHus (Puc 6.4).
[Moka gaHHOEe OKHO OTKPbITO, MeXOy MapLupyTusatopom K IP-kamepon npoucxoguT yCTaHOBKa
OecnpoBoagHoOro coeamHeHnsi. B cnyyae ycnewHoro 3aBepLUEHMS HACTPOMKM COEAMHEHUST B OKHE
nosBuTCcA Hagnucb Buaga: «Connecting to AP(BEWARD)...success!» (Puc 6.5). B ckobkax
yKasaHo nmsi MapLupyTmusatopa (TOYKM JOCTyna), K KOTOPOMY NPOU3OLLIIO NOAKMYeHMe, B AaHHOM

npumepe ato BEWARD.

& hitp:/7192.168.0.99/progress.htm - Windows Internet Explorer = i

|£__ http://192.168.0.99/ progress.htm |E|

Connecting to AP(BEWARD)...

| 3aKpLITE |

@ WHTEpHET | 3aLLMLLIEHHEIT pEXMM: BRIKA, 4 v ®100% -

Puc 6.5
Ecnv nogknoyeHve npowrio HeygadHo, TO MO OKOHYaHWW onepaumv B OaHHOM OKHe
nosiButTca Hagnuck: «Faill» (Puc 6.6). B aTom cnyyae nonpobynTe NOBTOPHO MPOBECTN HACTPOWIKY,

npegBapuTeNbHO 3aKpbIB OKHO 06 oLwmnoke.

/@ hitp:/7192.168.0.99/progress.htm - Windows Internet Explorer = ot S

‘E;_ http://192.168.0.99/progress.htm | ] |

3akphiTe

@ KiHTepHeT | 3alLMLLEHHBIR PEXGM: BBIKA, fa v ®100% v

Puc 6.6
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[na NOBTOPHOW HaCTPOMKMN NOBTOPUTE Larn ans nogknoveHnsa metogom [PBC] (c 1 no 5).

Ecnn no kakum-tTo npuymHam Bam He ypaeTca HacTpouTb GecrnpoBoAHOE coeauHEeHUe,

obpaTuTech 3a NoMoLLbIO K Baluemy cucteMHOMY aaMUHUCTpaTopYy.

Ecnu BbI6paH meTog HacTponku [PIN], To AN yCTaHOBKW coeQUHEHWs cneayeT BbINONHUTb
cnegyoLime waru:

LWar 1: creHepupyiite u 3anomHmte PIN-kog ¢ IP-kamepbl, npy HEOGXOANMMOCTM 3anuLINTe
ero unun ckonupymnTe.

War 2. 3angute B BeG-uHTepdenc mapwpyTtmsatopa (ToukuM [OcTyna) M Ha
cooTBeTCTBYOWeEN cTpaHuue Hactpoek (WPS) Beeante PIN-kog IP-kamepbl B none PIN-kop
KnueHTa (CM. pyKOBOACTBO MOMb3oBaTens Ansa maplpyrtusaropa).

War 3: HaXmuTe B 3TOM >XE€ MEHI0 MapLpyTusatopa COOTBETCTBYIOLLYIO KHOMKY OIS
3anycka HacTponkn WPS (cMm. pyKoBOACTBO NONb30BaTENs Ans MapLipyTmu3aTtopa).

War 4: Haxmute kHonky [OBGHOBUTBL] B MeHIO HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS 1 goxgutecb nosiBfieHns B cnucke Bawwen 6ecnpoBogHon cetu (Puc. 6.3).

LWar 5: BbiGepute B cnucke Bawy 6ecnpoBogHyto ceTb, B AaHHOM npumepe ato BEWARD
(Puc. 6.3).

War 6: HaxmuTe kHOMky [MMoAknYUTBLCA], NOcne 4Yero Ha 3KpaHe MNOSABUTCH OKHO C
OXMAaHMeM HaCTPOWMKM NOOKIIOYEHUS.

War 7: oxugante 3aBepLUeHUs onepauun HacTPOWKM NPUONN3NTENbHO B TeYeHWe OBYX
MUHYT.

Ecnu Bbl npaBunbHo BBenu PIN-koA, onepauunsa nogknoyeHns NnpormaeT YCneLwHo, U B OKHe
oXugaHus  noaknoyeHust  IP-kamepbl  nosiBuTcss Hagnuck  Buaga:  «Connecting  to
AP(BEWARD)...success!» (Puc 6.5). Ecnu kamepe He yaacTcsa yCTaHOBUTb COeANHEHME C TOYKON
AocTyna, TO B Aa@HHOM OKHe nosiButca Hagnuck: «Faill» (Puc 6.6). B atom cnyvae nonpobynTe
nosTopuTh Warmn (¢ 1 no 7) gna nogkntoyeHns metogom [PIN]. Ecnv Bam He ygaetca HacTpouTb
becnpoBogHOe coedvHeHwe, TO obpatutecb 3a nomowpbld K Bawemy cuctemHomy

agMUHUCTpAaTopy.

BHUMAHUE!
MoppobHasa HacTporika yHkuum WPS Ons KOHKPETHOM MOAEeNnu MapLupyTu3aTopa B pamkax AaHHOro

PyKOBOD,CTBa HEe paccMaTpuBaeTCd N OOJDKHa ObITb OnncaHa B MHCTPYKLUUN K MapLIpyTU3aTopy.

6.2.2 NMogkniovyeHne 6e3 ucnonb3oBaHNA Beb-uHTepdenca IP-kamepsbl
TexHonorns WPS nossonseTt Takke OCyLLeCTBUTbL NOAKIoYeHne K becnposogHon cetn 6e3
OOMOMHUTENbHOM  HacTponkm IP-kamepbl  unuM  MapupyTtusatopa 4epe3 Beb-uHTepdeMnc.

Monb3oBaTento HeobxoaMMo HaxaTb kHomku WPS noovepefHo Ha maplupyTtusatope n Ha IP-
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Kamepe B Te4dYeHune oTBedeHHOro And 3TOoro BpeMeHHOro wuHtepsana, KOTOprVI cocCTaBn4deT,

NPUMEPHO, 2 MUHYTHI.

[na ocywecTBneHns HacTponku GecnpoBOAHOrO coeauHeHus 6e3 MCnonb3oBaHus BeO-
WMHTepenca BuINOMHUTE cneayloLme warn:

War 1: HaxmuTe kHonky [WPS] Ha IP-kamepe (KHOMka HaxoguTCsA Ha 3adHEen CTOpPOHe
kopnyca).

LWar 2: B Te4eHne ABYX MUHYT HaxxmuTe kHonky [WPS] Ha maplipyTtusaTope.

LWar 3: oxngante 3aBepLUEHUS HACTPOWKN NPUGNN3NTENBHO B TEYEHUE OBYX MUHYT.

NMPUMEYAHUE!
Mpu 3anycke npouecca MouMCKka M HaCTPOMKU noaknioveHus IP-kamepbl MHAWKATOP NUTAHUA Kamepsbl

Muraet (*)I/IOJ'IeTOBbIM LuBETOM.

War 4: npoeepbTe AOCTYNHOCTb KaMepbl NoO 6eCI'IpOBO,EI,HOMy coeanHEHUIO.

6.2.3. NpoBepka goctynHoctu IP-kamepbl

lMocne 3aBeplieHus npoueaypbl noakntodeHus |IP-kamepbl K ©GecnpoBOAHOM  CETU
HeobxoauMO onpefenuTb KOPPEKTHOCTb NoAKMYeHus. Mpy NpaBuIibHO BbIMOSTHEHHbIX LUarax u
noaaepxkn TexHonornn UPNnP kamepa gomkHa ObiTb gocTynHa B «CeTeBOM okpyxeHun» B OC
Windows unu ¢ nomousto MO «BEWARD IP Installer» (cm. nyHkT 5.3 gaHHoro PykoBoacTsa).

Ecnu xe nogaepxka TexHonorun UPnP Ha IP-kamepe oTknoyeHa, To HeobxoamMmo y3HaTb
IP-agpec Kamepbl, KOTOPbIA €W Ha3Hayun MaplpyTmsatop no 0OecnpoBOAHOMY CeTEeBOMY
NnoaknyeHnto. [nsa 3Toro nogkmntoumTe Kamepy npy NomoLM npoBogHoOro coeguHeHuss LAN um
nocmoTtpute IP-agpec kamepbl ans 6ecnpoBogHOro coeguHeHust B MeHio: Cemb — OCHOBHbIE —
Wi-Fi (Puc 6.7). Janee Heobxoammo 3anTh Ha Kamepy Mo ykasaHHomy IP-agpecy. Npouenypa
nony4yeHms gocrtyna K Beb-vHTepderncy kamepbl NogpobHO pacnucaHa B NyHKTe 5.3 gaHHoro
PykoBoactBa.

Ecnu Bce HacTpowikn caenaHbl BepHO, TO Bbl cMOXeTe nony4mTb JOCTYN K BeG-nHTEpdency

IP-kamepsbl no IP-agpecy 6ecnpoBogHOro CoeanHEHUS.
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N
D N520 H.264 Wireless IP Camera
‘ x TCP/IP PPPoE Wi-Fi WPS
WHdopMauna
CUCTEMHbBIE Wi-Fi
¥ CeTh Wi-Fi BrtoHEHD |Z|
OcHoBHBIE MAC-agpec
[lononHUTeNbHbIE B
IP-agpec
MpocMoTp
Bocnpowsseenme OBHapyxeHHble becnpoBoaHbIe ceTH
CobbiTne ESSID CurHAT BesonacHoCTh Pexmm
LE7S good WBLZ-PSK/LAES 11b/g/n
v Beward_RD good WER-PSK/TKIP 11b/g/n
BpyuHyio ] [ O0HOBMTL
COPYRIGHT © 2013, Beward R&D Co., Lid. Bee npasa saumuens.
Puc 6.7

Ha atom HacTpownika ©GecnpoBogHoro Wi-Fi coeamHeHus yvepe3 WPS ansa IP-kamepbl

3aBeplueHa.

6.3. NMogknioyeHune Kk 6ecnpoBogHon Wi-Fi cetn 6e3 ncnonb3oBaHusa WPS

Ha cerogHswHUn geHb OOMbLUIMHCTBO MapLlipyTM3aTopoB ¢ nogaepxkonm Wi-Fi Takke
nognepxmsarot n texHonornto WPS, HO, HECMOTPSA Ha 3TO, MHOIME MapLUpyTU3aTopbl HE UMEIT
AaHHon dyHKUMK. B aToM cnydyae Heobxogumo cHavana onpedenuTb HacTporiku 6ecnpoBogHON
cetn. Onpegenutb HacTpowkn 6ecnposoagHoro Wi-Fi noakntoyeHns MoxHO ABymMs cnocobamu:

e 3antm uyepe3 Beb-uHTepdenc B MeHW HacTpoek Bawero wmapwpyTtusatopa u
onpeaennTb HaCTPOWMKM CETEBOro MOAKIIYEHMS MapLUpyTM3aTopa (CM. MHCTPYKLMIO NO
akcnnyataumn Bawero maplipyTtusatopa).

o Onpegenutb HacTtponkm Wi-Fi nogkniodeHna npu nomowm gpyroro obopynoBaHus,
NOAKMOYEHHOro K MapLupyTusatopy (Hanpumep, HoyToyka).

Hwxe npuBeneH npumep onpeaenieHns HacTpoek Tpebyemon 6ecnpoBOAHON CETU, a TakKe

paccMoTpeH MeToA HacTponkmn becnpoBoaHOro noakntoyveHmnsa Bawen IP-kamepsbl.

6.3.1. Onpenenenue Tekywmx Hactpoek Wi-Fi cetn ana OC Windows 7

NMPUMEYAHUE!
OnucaHne ycTaHOBKM M HacTpowku coeguHeHusa ana Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumanbHas. HassaHue nMyHKTOB MEHIO U HEKOTOPbIX (PYHKLMI MOXeT oTnuyaTbes oT Bawen Bepcun

Windows, ogHako anropntm npusefeHHbIX 4eNCTBU SBNAETCA YHUBEPCarbHbIM.
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Ecnn HacTtponkn 6ecnpoBogHon ceTu Bam m3BecTHbl, Toraa Bbl MoXeTe nponycTUTb AaHHbLIA MYHKT

WHCTPYKLUUK U nepenamn K nyHKTy 6.3.2 gaHHoro PykosoacTtea.

PaccmoTpum npouecc onpeaenenns Hactpoek 6ecnpoeogHon Wi-Fi cetm ¢ nomousto
NOAOKITHOYEHHOrO K HEl HOyTOyKa.

[ns onpegenenuns Tekywmux HacTpoek GecnposogHon Wi-Fi cetn HoyTOyka oTkmoumTe OT
Hero kabenb Ethernet n nogknounTteck k Bawen 6ecnposogHon Wi-Fi ceTn.

Mocne noakntoyeHus Kk Wi-Fi cetn Haxmute lMyck — lNaHens ynpaeneHus (Puc. 6.8).

9 Internet Explorer ’
. »
|3 Microsoft Office Excel 2007 »
.Jj Bnokrot 3
@ DVR Server

Wirpos
m BRSController

Komnbrotep
m BEWARD IP Visor

m BEWARD Player

L Coyen

BEWARD

Hokymentel

Manent ynpasneHua
YcrpoiicTaa u npuHTEpbI

Mporpatsi no yuonsarnmio

)
D CryxBe kamnorenTos
Cnpaska n nopaepxxa

> Beenporpams

P TTT——
3asepLueHne paboTel ||

[l

‘ Hatmu npozpawmmbi u gadas 0 |

O
Puc. 6.8

N
G

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTu "

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 6.9).

7[5 » Mawens ynpaenesua » - Mouck & narenu ynpasaerus

Hacrpoﬁl(a napaMeTpOB KOMNbHOTEPa MpocmoTp:  Kateropua ¥

YueTHble 2anvcKk NoaL30BaTenci n

CEMEWH...

'@' HobaeneHne W yAaNEHWE YUETHBIX JanUced
nonesosaTenei

@J YCTaHOBKa POAWTENLCKONC KOHTPONA ANA BCEX

CucTeMa M Be30NacHoCTL
Mposepka COCTOAHMA KOMMNBIOTEP3
ApxuBMpPOBaHNE A3HHEIX KOMMNBHOTERE
Mouck u ucnpasneqne npoénem

||-|SDCMUTFI COCTORHWA CETW W 33434 I

BuiBop napameTpos AomMaluHei rpynnsl v oBuwero

ACCTYNa K A3HHBIM

OBopyaoBaHKe 1 3ByK
MpocmoTp yCTpoilcTe n NpuHTEPCE
Jo6asnenne ycrpoiictsa

Mporpammel

YaaneHue nporpammol

Puc. 6.9

nofb3oBaTENEi

OgopmMaeHue W NepcoHanusaLma
Msmenerme Teml

Mzmenenne dona pabovere crona
Hactpeiika paspewenns skpaHa

Yacol, A3bIK M PeErvoH

CMeHa packnageu KNaenaTypel Win gpyrix
cnocofos BBOAA

Wamerenme aseika uHtepdeiica

CrneuManbHble BO3MOXHOCTH
Pexomengyenbre Windows napamerpe
ONTUMKUZELMA M30BPEKEHNA Ha 3KpaHE

PykoBoacTBOo no nogkntoyeHuto IP-kamepbl N520



BC\VARD I'nasa 6 Hacmpotixa 6becnposoonozo Wi-Fi coeounenus

B oTkpbiBLUEMCA OKHE HaxxmuTe [BecnpoBoaHoe ceTeBoe coeanHeHue] (Puc. 6.10).

@@v '-'.,: <« Cete n VIHTepHer » LleHTp yNpaBneHna CETRMKM W 0BLLMM A0CTYNOM v || [ouck & naHeAU yNPaeneHuR

Manens ynpasneqma -

e MpocMOTP OCHOBHLIX CBEAEHUA O CETH M HACTPOWKE NOAKAUEHWA

| ' Mpecmotp nonHoi KapTel
WzmeHenune napameTpos @-ﬁ 5

e COMPUTER BEWARD Whreprer
M3meHuTs gonNoAHUTENBHBIE (3T0T KoMNBHOTER)

napameTpel obLErD 40CTyNa MpocmoTp aKTHEHENX CETEl MoakntoueHne waw oTKAKUEHNE

% BEWARD Tun goctyna: nTepHer
Patouan cets MoaknroueHua: -1# BecnpoecaHoe
CETEBOE COEQMHEHME
(BEWARD)

MsmeneHne ceTesbix NnapameTpos

ﬁ- Hactpoiika HeBOro NogKNOYEHUA WK CETH
-

Hactpoiika GecnposogHoro, WUMpoKONONOCHOD, MogemHore, npamoro wan VPN-nogknmodenna
WM 3Ke HACTPOMKa MapLUPYTUIaToOPa UK TOUKKM JOCTYNE.

‘s. MoaknounTeea K CeTH

MogkntoueHne naw NOBTopHOE NoAKS k Becnposog) 'y, NPOECA Y, MOA
CETEBOMY COEIMHEHUHD AW nogkntoyerne Kk VPN,

Brifop aoMaluHed rpynnel v napamMeTpos cblere joctyna

focTyn k daiinam n NpUHTEPaM, PACNONOMKEHHBIM H3 APYTUX CETEBBIX KOMMBHOTEPAX, MM
W3MEHEHWE NAPAMETPOE 0BLLErD 4OCTYNa.

Cra, Taroke
BEpanamaysp Windows
JomaluHan rpynna @ ¥cTpanenue Henenagok

CeoicTea OGOBPEBETEJ'IR Anardoctuka u WCNPaBneHNE CETEEDIX I'IpOﬁ.ﬂEM WKW NoAy4YeHne CEEAEHNI b WCNPaBneHnn.

Puc. 6.10

NMPUMEYAHME!
Mpn HanNMuMn HECKOMNMbKUX CETEBbIX MOAKIYEHUI BblbepuTe BecnpoBOaHOE NOAKMOYEHME, K KOTOPOMY

nraHnpyeTcd NnoAKMYnNTb | P—Kamepy.

BHUMAHMUE!
Ecnu y Bac HeT Takoro nyHkTa mMeHo, ybeautech, 4to Baw HoyTOyk nogkntoveH k cetn Wi-Fi: oTknioumTe
ceTeBol kabenb OT HoyTOyka, Bkntounte agantep Wi-Fi, nocne 4yero AaHHbIA MYHKT MEHK [AOMKEH

NoABUTBLCA.

B oTkpbiBLLIEMCS OKHE yka3aHo ums Bawwen 6ecnposogHoun cetn [SSID]. 3anomHuTte nubo
3anuInMTe HasBaHWe ceTun, OHO MoHagobutca npu nogknoveHun kamepbl kK Wi-Fi cetn. Haxmute

kHonky [CBeaeHusn] (Puc. 6.11).
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il Cocroanme - BEcNpoEoAHOE CETEEOE COBAMHENNE g

Ofwme

MoaxntoyeHe

IPv4-NOAKIONEHME: WHTEpHET
IPvO-NOAKAKOHERME: Bes noctyna K MHTEpHeTY
CoCToAHME Cpedbl: MNooknoYeHo
5SID wireless

ANATENBHOCT: 00:30:42

CKOpOCTh! 54.0 MBuTfc

Kauecrso curnana: ,ﬂ!

AKTMBHOCTL

= [puHATO

il

805 509 770

[ @Csoﬁcrsa ] [@Om.moumb] [ﬂMarHochK.a ]

Puc. 6.11

B oTkpbIBLLUEMCSI OKHE MOXHO YBMAETb MHOPMaLMO O TekylleM 6ecnpoBOAHOM CETEBOM

nogkntoyeHun (Puc. 6.12).

Ceegenus o ceTesom noﬂumqm M

JononHnTensHeIE CESNEHA 0 CETN:

CeofcTeo SraveHne

Onpenenentbii ans no...
OnucaHne Intel(R} WiFi Link 1000
Puznueckuil agpec 00-24-10-57-45-30
DHCP skmioust Oz
Macxa noncema [Pvd 2552552550
Apenpa nonyyeHa 12 aneapa 2011 r. 3:20:21
Aperpa nctekaeT 12 wespana 2011 r. 3:20:20
nios no ymonuanuo IP... 192.168.0.
DHCPcepsep IPv4 192.168.0.1
NS-cepeep IPvd 192.168.0.1
WINScepeep [Pvd
Cnyxia NetBIOS vepes.. [a
TNokaneHent IPvG-agpec... fed0:3126:2820:8112:163%11
Wnios no ymonuari 1P
DMNS-cepsep IPvE

4 i

Puc. 6.12

3anuwunTte oTMeyeHHble Ha PucyHke 6.12 naHHble: [Agpec IPv4], [Macka noacetu IPv4],
[DNS-cepBep IPv4], [LLUnto3 no ymonyaHuio].

Tenepb Heobxogumo nogknountb IP-kamepy N520 k Bawewn 6ecnposogHon cetu. [Npu
aTom kamepa N520 pgomkHa ObiTb BKMAOYeHa B Bawy npoBogHyo nokanbHy ceTb Ans
nepBoOHa4YanbHOW HAaCTPOMKM.
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6.3.2. UameHeHune HacTpoek Wi-Fi coeanHeHusn IP-kamepbl Yepe3 Be6-uHTepdenc

Monyunte pgoctyn k BebG-mHTepdency IP-kamepbl nobbiM 13 cnocobOB, OMMCAHHLIX B
nyHkTe 5.3 ans nposogHoro coeanHeHns B OC Windows 7.

B oTkpbIBLLEMCH OKHE BBEAUTE MMS NoNb3oBaTens n naponb (Puc. 6.13).

BHUMAHMUE!

Vima nonb3oBaTens no ymonyaHuto: admin. Mapone no ymonyaHuto: admin.

™
Besonackocts Windows @

S

[na exoga Ha cepeep 192.168.0.99 no agpecy N520 H.264 Wireless IP
Camera HyHEI MMA NONE30EATENA W NAPOIE.

Mpegynpesxaerne: Cepeep Tpebyer Nepeaun MMEHN NONL30EATENA U
napons yepes HebesonacHoe coeguHeHne (Byaet eeinonHena oBeiuHan
NpoBEpKa NOAMUHHOCTH).

—

| admin ‘

[] 3anomHuTe yueTHbIE gaHHbIE

—

Puc. 6.13
Mocne ycnewHown aBTopu3auun Bel cmoxeTe yBuaeTb Yepes Beb-6paysep nsobpaxeHue c
Bawen IP-kamepbl.
B Beb-uHTepdence kamepbl Haxmute KHonky [HacTpownku] X, nepengute B MEHIO
Cemb — OcHoeHbIe 1 BbibepuTe Bragky [Wi-Fi], npegHasHavyeHHy0 09 HACTPOMKN OCHOBHbIX

napameTpoB 6ecnpoBogHOro coeanHenna (Puc. 6.14).

.

BC\VARD N520 H.264 Wireless IP Camera
|_ﬁ_”i| TcP/1P | PPPoE [ Wi-Fi | WPS |

Mudropmauna

Cucrermmie v
* Cetn Wi-Fi OtkaoueHo

JononHuTenbHble

MpocHoTp

ED(I'I[JDH3EIeﬂeHHE

Cobbitne

COPYRIGHT @ 2013, Beward R&D Co., Ltd. Bee npasa Sauwmuenn.
Puc. 6.14
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Ha paHHoW cTtpaHuue B cTpoke [Wi-Fi] Bbibepute nonoxeHve [Bknwouutb]. Yepes

HEKOTOpOE BpeMs (HECKONbKO MMHYT) Kamepa BbIBEAET CNUCOK OOCTYMNHbIX 6ECNPOBOAHLIX CETEN.
Bbibepute cpeonm HamgeHHbix 6GecnpoBogHbiX ceTen Bauwly, LWenkHyB No Hewn feBow

KHonkon Mbiwwu (Puc. 6.15).

NMPUMEYAHUE!
Uto6bl HanTu Bawy ceTb B Tabnuue [OBHapyxeHHble 6ecnpoBoAHbIe ceTu], HanaguTe CTPOKY, And
KoTopoun 3HayeHue ctonbua [ESSID] coBnagaeTt ¢ 3anucaHHbIM Bamu 3HayeHvem [ESSID] (cMm. nyHKT

6.3.1 naHHoro PykoBoacTea).

~

=
D N520 H.264 Wireless IP Camera
‘ x TCP/IP PPPoE Wi-Fi WPS
WUndopmayma
CncTeMHble Wi-Fi
¥ CeTb Wi-Fi BKKOYEHO |Z|
OCHOBHBIE MAC-anpec
[lononHWTENbHbIE .
IP-agpec
MpocmoTp
Bocnpowssepenne OOHapy*eHHble OecnpoBogHbIe CeTH
CobbiTne ESSID Curaan Be3cnacHOCTE Pezmpmd
LET good WBLZ-PSK/AES 11lb/g/n
Beward RD good WER-PSK/TKIP 11lb/g/n
BpwH\ﬂo] [ OBHOBWTS
COPYRIGHT & 2013, Beward R&D Co., Lid. Bee npasa saupmugtns.
Puc. 6.15

Mocne aTtoro Bbibepute cnocob HacTpomkn coeguHeHuss ¢ ceTblto. CywectByeT [Ba
BapuaHTa HacTPOWKN CETMU:

e aBTOMaTU4yecKum — kHorka [MogknounTbes]

e PpyyHasi HacTpoMka — kHornka [BpyuHyto]

Ecnn B Bawen 06ecnposogHon cetn ectb DHCP-cepBep, KOTOpbIi HasHa4aeT
OWHamuyeckune IP-agpeca ycTporcTBam B ceTu, TO Bbl MOXeTe BbibpaTb BapMaHT aBTOMaTUYeCKON
HacTporku Wi-Fi nogkniodeHna. Ona atoro HaxmuTe KHonky [[Moakntountbea]. B oTkpbiBLieMcA
ONanoroBoM OKHe, eCrnin CeTb 3alyuLieHa OT HECAHKLMOHUPOBAHHOIO NOAKIoYeHus, notpebyercsa
BBECTW Naporib ANd NoaknyeHna K gaHHon ceTu. BeeguTte naponb B none [[Maponb], 3atem
NOBTOPHO BBeAuTe TOT e naponb B none [MosTopHo] (Puc. 6.16). 3Ha4yeHns HacTpoeK B NOnsx

[AyTeHTndpukaumsn] v [LLindpoBaHme] onpeaenstoTca aBTOMaTUYECKU.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520



BG\,UARD I nasa 6 Hacmpoiika 6ecnposoonozo Wi-Fi coeounenus

' ™
(2 hitp://192.168.0.99/network_wireless_setting.htm?connect_1 - Internet Explor... EIM

‘ “‘J hittp://192.168.0.99/network_wireless_setting.htm?connect_1 2 |

MogknwueHne K CeTu

ESSID
PexuM @ KnuedT Ad Hoc

AyTeHTMDMKaLMSA

lWmndposaHue

Mapons

MoeTopHo

(64 HEX cvmeona wnu oT 8 go 63 ASCII cuMBonoe)

[ CoxpaHunTe ] [ OTMeHHTE

O

Puc. 6.16

[ns coxpaHeHWsi M3MEHEHMUI ceTeBbiX HaAcTpoek 6ecnpoBOAHOrO COEAMHEHUSI HAXMUTE
kHonky [CoxpaHuTb]. Ecnu naponb ykasaH npaBumibHO, TO MOAKMHYEHME MPOWAET YCNELIHO,

nocne 4yero NosiBUTCHA OKHO, NpuBeaeHHoe Ha PucyHke 6.17.

. ~
Be\VARD N520 H.264 Wireless IP Camera
|. ﬂ | X | TCP/IP Wi-Fi | wps
Wudopmauna
CncreMHble Wi-Fi
¥ CeTb Wi-Fi Brnw4eHD |Z|
OCHOBHbBIE MAC-aapec
[lononHuTeNbHbIe
IP-agpec
MpocMoTp
Bocnpom3snegenme OGHapyeHHble GecnpoBofHLIe CETH
Cobbimne ESSID CHTHan BesonacHOCTE Pesym
L30S good WELZ-PSK/LES 1ib/g/n
v Beward RD good WER-PSK/TKIP 1lib/g/n

Bpwu\ﬂo] [ COHoBKUTE

COPYRIGHT @ 2013, Beward RED Co., Lid. Bee npass ssumumens:.

B paHHOM OkHe,

Puc. 6.17

B cTpoke [IP-appec] ykasaH IP-agpec, npucBoeHHbIn kamepe DHCP-

cepsepom ans 6ecnpoBoagHoro coeamHenunsd. Micnonb3ysa aaHHbin IP-agpec, Bbl cmoxeTe 3anTn Ha

Kamepy yepes 6eCrnpoBOAHOE COEAUHEHME.

Ecnn B Bawen 6ecnposoaHon cetn HeT DHCP-cepeepa nnbo no KakMm-TO NpUYMHaM He

yOoaeTca yCTaHOBUTbL coeaAnHeHne aBTOMaTu4eCKnm cnocoboMm, onucaHHbIM BbiLLE, TO Bbl MoXxeTe

MCMONb30BaTb PYYHYI HACTPOWKy 6ecnpoBoaHOro MoAknoyveHus. [ns HacTPOWKM MOAKIYEHNS

BPYYHYIO HaXMuTe KHOMNKy [BpyuHyto]. lNosButca okHo, npuBeaeHHoe Ha PucyHke 6.18.
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(= hitp://192.168.0.99/netwark_wireless_setting.htm?manual_new - Internet Explarer, cpti...l =NRCS X

‘u} http://192.168.0.99/network_wireless_setting.htm?manual_new D|

MoaoxknwyeHne K CeTH

ESSID Beward
Pexim @ Knnenwt & Ad Hoc
AyTenTuduKalms WPAZ-PSK |z|
LindpoBaHue AES |Z|
Mapons TLITTITY]
MoeTopHo ssenenee
(64 HEX cumeona unum oT & go 63 ASCII cumeonoE)

7 MonyuwTe IP-agpec asToMaTUueckn (DHCP)
@ Mcnone30BaTe cneayrowmii IP-agpec

IP-agpec 192 . 168 . 0 . 99

Macka noaceTu 255 . 255 . 255 . O
OCHOBHOM LUMOZ 182 . 168 . 0 . 1

30BaTE Cnegyowue agpeca DNS-cepeepoB

192 . 168 . 0 . 1

o . o . 0o . O

CoxpaHuTe ] [ OTMEHWUTE

Puc. 6.18

Ha PucyHke 6.18 nokasaHbl nons, Kotopble OyaeT HeOOXOAMMO 3anofHUTb BPYYHYHO.
BBeanTte B gaHHbIe Nons 3Ha4yeHusl, COOTBETCTBYOLWME napameTpam Bawen 6ecnpoBogHon ceTu,
KoTopble Obinn onpeaeneHbl ¢ NOMOLLbIO HOYTOYKa (CM. NyHKT 6.3.1 aaHHoro PykoBoacTea).

ESSID: BBeguTe umsi Bawen 6ecnpoBoaHoOn ceTu.

[AyTeHTndbmkaums]: soibepute TMn ayteHTMdnkaumm B Bawen cetu.

[na 6onblwen 6e3onacHOCTM pekoMeHayeTcs BbibupaTb TMn ayTeHTudmkaumm WPA2 npu
YCNoBWW NOAAEPXKKN CO CTOPOHbI MapLupyTu3aTopa.

[WndpoBaHue]: Boibepute TN WNdPOBaHUSA, KOTOPbIA MCNONb3yeTcsa B Bawen cetw.
Onpepensetca aBToMatU4ecku, HO AOCTYNEH AN U3MEHEHUS 1 Npyu HEOBXOOUMOCTN MOXET BbITb
N3MEHEH nosib3oBaTeNnem Ha Apyroe 3HaveHuve.

Maponb: Ecnu ceTb 3alyumuleHa OT HeCaHKLUMOHMPOBAHHOMO MOAKITIYEHMS, TO NoTpebyeTcs
BBECTM KNIOY LWKNpoBaHnsa (Naponb) AaHHOM ceTu. Beegute knou wudpoBaHua B none
[Maponb], 3aTem NOBTOPHO BBEAUTE TOT XKe KNtoY wndposaHus B none [MoBTopHo] (Puc. 6.18).

IP-appec: BBeanTe 3HayYeHMe U3 TOM Xe noaceTn, YTo U 3HadveHne IP-agpeca, 3anucaHHoe
Bamu B nyHkTe 6.3.1 gaHHOro PykoBOACTBa, HO OTNUYaIOLLIENCA OT HEro 1 Apyrux aapecos B CETU.

Macka nogceTw: BBeAuTE 3HA4YEHME MACKN NOACETMW.

OCHOBHOWM WNO3: BBEANTE 3HAYEHNE OCHOBHOTO LUMO3a.

Mpepnountaembin DNS-cepBep: BBeanTe 3HaueHne DNS-cepBepa.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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[nsa coxpaHeHUss U3MeHeHW ceTeBbIX HacTpoek GecnpoBOAHONO COEAUHEHUS HaXmuTe
KHONKy [CoXpaHuTb].

B nosiBuBuemcsa okHe Heobxoaumo HaxaTtb kHonky [OK] (Puc. 6.19).

' B
CoobuweHne ¢ Beb-cTpaHuLsl ﬁ

l ki HacTpolikn ycnelwHo nsmeHeHsl,

—
Puc. 6.19

Mogoxante HekoTopoe BpemMsa (okono 30 cekyHO) ONs NPUMEHEHUSI HOBbIX HaCTPOEK
Kamepbl M 3aBeplUeHUs npouecca noaknyeHns no 6ecnpoBogHOMY coeauHeHuto. [locne
3aBepLUeHNss HacTponkn GecnpoBoaHOro coeauHeHus B cTpoke [IP-appec], Ha PucyHke 6.17,
AOMKeH nosBuTbCa TOT IP-agpec, koTopbli Bbl HasHauunu kamepe pAns 6ecnpoBOAHOroO

coeIHeHus.

6.3.3. NMpoBepka npaBunbHocTn HacTpoek Wi-Fi coeanHeHus IP-kamepbl

[na KoHTponsa npaBWibHOCTM CceTeBbiX HacTpoek 6GecnpoBogHoro Wi-Fi noakntoyeHus
Kamepbl M KOMMbOTEPA HY)XHO MOAKMYUTBCS K Kamepe 4vepes bpaysep Internet Explorer. [ns
atoro Haxmute [lyck — Bce lpoepamMmbl n Haxxmute cTpoky [Internet Explorer]. Beegute B
agpecHon ctpoke IP-agpec, npucBoeHHbIn kamepe ons 6ecnposogHoro Wi-Fi coeanHeHuns (Puc.
6.20).

BHUMAHMUE!
[na npoeepkn 6ecnposogHoro Wi-Fi coeguHennsa BBegute B 6paysepe IP-agpec, NpMCBOEHHbIN kamepe B

nyHkTe 6.3.2 gaHHoro PykoBoacTtBaa.

af\-p“'l@ http//192.168.0.99/ P~ 3 % || @ riycran cxpanuua oKk £t

-

Puc. 6.20

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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Besegute nmsa nonb3oBatens v naposnb, nocne yero Haxvute [OK] (Puc. 6.21).

BHUMAHUE!

Mms nonb3oBaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

[ns exoaa va cepsep 192,168,099 no agpecy N520 H.264 Wireless IP
Carnera Hy»Hbl MMA NONL3CEATENA W N3P0k,

Mpeaynpexaenmne: Cepeep TpeByeT Nepesayy MMEHN NOAB30BATENA W
napona yepes HebesonacHoe coeguHenne (ByaeT BeinonHeHa oBelyHan
NPOBEPKA NOATMHHOCTH],

"IE }

3anomHuTE YHYETHBIE JaHHBIE

Puc. 6.21

Mpn npaBuNbHO BLIMNOMHEHHbIX AencTBMAX Bbl cmoxeTe yBuaeTb 4vepe3 Beb-Gpaysep
n3obpaxeHue c Bawewn IP-kamepsbl (Puc. 6.22).

P~ 2 x||W)19216809

B@\VARD N520 H.264 Wireless IP Camera

L‘J L.XJ MpocMoTp | HacTpoitku

| 2013-032612:14:51 | (@ —a— & |® @

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 6.22

Ha aTom HacTporka ceTeBOro nogknioveHms kamepbl K 6ecnposogHon cetn Wi-Fi
3aBepLUeHa.

PykoBoacTBOo no nogkntoyeHuto IP-kamepbl N520
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MnaBa 7. Noakno4veHue IP-kamepbl K cetn UHTEpHeT

7.1. O6wume cBegeHUA 0 noagkno4veHun IP-kamepbl kK ceTu UHTepHeT

Mpwn yctaHoBke IP-kamepbl N520 B KBapTupe, koTTegxe unn ocduce, yaobHO UMETL K HEW
AOCTYN He TOMbKO M3 STOKarbHOW CeTU TOro UM MHOTO NOMELLLEHUS, HO U U3 ceTu VIHTepHerT.

B aTtom cnyyae gna ogHoBpeMeHHoOW paboTbl KOMMbIOTEPOB, HOYTOYKOB, |P-kamep wu
apyroro obopygoBaHusa B ceTn MIHTepHeT, Yalle Bcero, ncnonb3dyeTtcs mapwpyTtusartop. Npu atom
ans nogkntodeHnsa no Wi-Fi tpebyeTtcs, ytobbl mapLupyTusaTtop umen noggepxky 6ecnposogHoro
NMHTepdenca.

Mpn opraHudaumm poctyna K IP-Bugeokamepam u3 cetn WHTepHeT, Kak npasuno,
ncnonbe3yTca criegylolne Tpu BapmuaHTa:

e liMeeTcsa BblAeneHHbI NpoBanvgepoM BHewWHun ctatudeckuin IP-agpec unu PPPoE-
coeavHeHue. Npu atom gaHHbI IP-agpec (unn PPPOE-coegmHeHne) ncnonb3yetca ans
NOAKMOYEHNs TONbKO oAHOW IP-kamepbl 1 He MOXeT OblTb Ha3HaYeH ele kakomy-nnbo
YCTPOWCTBY.

e liMeeTcs BblAENEHHbIN NpoBangepoM BHELWHWA cTaTtudeckun [IP-agpec, KOTOpbIN
Ncnonb3yeTcs Ans nNoakniyeHus K cetn IHTepHeT oomMCHOM NN AOMaLLHEN NTOKanbHON
CeTU, K KOTOPOWN, B CBOK oYepenb, NiaHnpyeTcsa MOAKNIYNUTL OAHY MK HECKorbKo |P-
kamep. [Mpy TakoM MNOAKMYEHUM WUCNONb3yeTcs MaplipyTtudatop. [Mpu aTomM ymucno
NoAKMYaeMbIX Kamep 3aBWCUT, B OCHOBHOM, OT KONU4YecTBa MNepeHasHavYaeMbix
MapLLpPyTU3aTOPOM MOPTOB.

o [lpoBangep He BbloenseT BHeWHWW ctaTudeckun IP-agpec. |P-agpec HasHavaeTcAd
npoBangepom AMHaMUYECKN, TO €CTb TaK, YTO NpU KaXgoM HOBOM MOAKIHOYEHUM 3TOT
agpec npuceamBaeTcs 3aHOBO M M3MeHdAeTca B npouecce paboTthl (Takas cutyauus
ocobeHHO xapakTtepHa npu paboTte 4depe3 ADSL n GPRS). B atom cniyyae, 4To6bl
obecneunTb BO3MOXHOCTb MNOAKIIOMEHUA OOHOW WM HECKOSMbKMX KaMep K ceTn
MHTepHeT, BHe 3aBUCMMOCTN OT TOro, kakon IP-agpec BbiaeneH npoBangepom B AaHHbLIN
MOMEHT,  HeobXxoguMMO  3a4encTBOBaTb  MHTEPHET-CRyXObl, paboTawwme ¢
OVWHaMMYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetm WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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7.2. Topknw4yeHne npu cTaTU4eCcKOM BHewHem |P-agpece unu PPPoOE-

coeAVHeHUN

7.2.1. Ucnonb3oBaHune ctaTtnyeckoro IP-agpeca

Ona nopgknioveHns |IP-kamepbl k cetn MHTepHET HeobGXOoAMMO M3MEHUTb €€ CeTeBble
napamMeTpbl B COOTBETCTBUM C JaHHbIMUW, NONyYEeHHbIMKU OT NpoBangepa. Kak npasuno, nposangep
npegocTtaBnsieT cnegywowme ceteBble HacTporiku: IP-agpec (B AaHHOM cnydae, CTaTUYECKWi),
Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

Ona nonydeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckoMy IP-agpecy
Heo6xo4UMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkniounte IP-kamepy Hanpsimyto kK Bawewmy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5
AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpOMKaMu, npenoctasBreHHbiMn Bawunm VHTepHeT-

npoBangepom (Puc. 7.1).

IS ~

D N520 H.264 Wireless IP Camera

'.‘ X eTcp/ip 1 PPPoE | WiFi | wps )
WHdopmayun
CHMCTEeMHbIE MNpotokon MHTepHeTa Bepcun 4 (TCP/IPv4)
= CeTb MAC-agpec
@ MNonyuwTe IP-agpec aeToMaTuuecky (DHCP)
IlononHWTEnbHblE _ o
@ Wcnons30BaTs Cnegywwmi IP-aapec
MpocmoTp
Bocnpowssenenne IP-anpec 80 . 65 . 23 . 173
CobbiThe Macka nogcetw 255 . 255 . 255 . 252
OCHOBHOM 1LNH03 80 . 65 . 23 . 174

cnegywwme aapeca DNS-cepeepoB

80 . 65 . 20 . 1

80 . 65 . 16 . 1

HTTP
HTTP-nopt @ 80 © (1124 ~ 65534)

CoxpaHWTb ] I OTMEHHTE

COPYRIGHT @ 2013, Beward R&D Co., Lid. Bee npasa ssupmuyer,

Puc. 7.1
War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetn Ethernet.
Ecnu Bce napameTpbl yKasaHbl BEPHO, KaMepa JoSbkHa ObITb 4OCTYNHA B ceTu VIHTepHeT.
B npuBegeHHOM npumepe npoBangep npegocTaBui crieayowme gaHHble:
IP-agpec: 80.65.23.173
Macka noacetun: 255.255.255.252
OcHoBHow wnto3: 80.65.23.174
DNS-cepsBep 1: 80.65.20.1
DNS-cepBep 2: 80.65.16.1

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520
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B obwem cnyyae, anga obpaweHus K IP-kamepe vepes ceTb MIHTEpHET B agpeCcHON CTpPokKe

OGpaysepa BBOAMTCA cneaywowmi 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepsbl,
<Port> — 3HayeHune HTTP-nopTa. Tak kak B JaHHOM npumepe uchnonb3yetca 3HadeHne HTTP-
nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4YTOOLI ObBpaTuTbCA K IP-kamepe uyepes ceTb

NHTepHeT, Heobxoammo HabpaTb 3anpoc «http://80.65.23.173».

NMPUMEYAHUE!
Mpwv nogkntoYeHun k kamepe Yepes HTTP-NopT, 3adaHHbIi Mo yMonyaHuio (3HaveHne pasHo 80), 3anpoc

B agpecHom cTpoke bpay3sepa umeet Bua: http://<IP>, roe <IP> — IP-agpec kamepbl.

7.2.2. Ucnonb3oBaHue PPPoE-coeaguHeHuns

MHTepHeT-npoBangep He Bceraa MoxeT obecrneuntb NOOKIOYEeHUE No ctatuyeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHusyeT pgoctyn K cetu WHTepHeT uyepes PPPoE-
coegvHeHune. B aTom cniyyae, oH npegocTaBnsieT aboHEHTY UMA Nonb3oBaTens 1 Naponb.

IP-kamepa N520 nopaepxunBaet PPPOE, n gns ero wucnonb3oBaHWs HeobXoanmo
BbIMOMHUTE cnegytoLlume waru:

War 1: nogkniounte IP-kamepy k Bawuen nokaneHon cetn nnm Hanpsamyto K MK (cm. Masy 5).

War 2: sonante B meHto PPPoE-HacTtpoek IP-kamepbl: Hacmpolku X - cemb -
OcHogHble — PPPOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBartens], [[laponb] BBeanTe 3Ha4YeHUs!, NOyYEHHbLIE
oT WHTepHeT-npoBangepa (Puc. 7.2). Tun ayteHTudpmkauumn Bbibepnute B 3aBMCMMOCTM OT TuNa,

ucnone3yemoro Bawnm nposangepom.

N520 H.264 Wireless IP Camera

‘ x TCP/IP PPPoE Wi-Fi WPS

Wudopmaumns

CHUCTeMHDbIe PPPoE
¥ CeTb PPPoE @ Bkn © Otkn

JNononuurensHbie

IP-agpec 0.0.0.0
MpocMoTp
BoCNpoMIBeeHHE Monszosarens |userpppoe ‘

CobbiTne Maponk |....lll.l ‘

MoeTopwTe Nnapons |..I..Dl'l ‘

@ Monyuwuts agpec DNS-cepeepa aBTOMaTUUECKH

- Micnonk30BaTe Cnedywlwme agpeca DNS-cepeepoB

CoxpaHuTe | | OTMEHMTE

COPYRIGHT © 2014, Bewsrd RED Co., Lid. Bee npass ssupmmems,

Puc. 7.2
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LWar 4: ona npuHATUS UBMEHEHUA HaXkmuTe KHomnky [CoxpaHuTb].

BHUMAHUE!

[N npuMeHeHNs ceTeBbIX NapameTpoB TpebyeTcsa nepesarpyska ycTpoicTaa.

War 5: nogkntouunte IP-kamepy Kk BolaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne nogkntoveHus IP-kamephl k BblaeneHHown cetn Ethernet oHa 6ygeTt goctynHa B ceTu VIHTEpHET nopg,

IP-agpecom, NpMcBOEHHbIM e Bawimm npoBarigepom n otobpaxaembiM B none [IP-agpec] (cm. Puc. 7.2).

NMPUMEYAHUE!
Ons yoobetea, IP-agpec kamepbl, NO4 KOTOPbIM OHa AOCTYNHa B ceTu VIHTepHeT, MoXeT BbiTb coobLeH
Ha ykasaHHbIi Bamun agpec anekTtpoHHoM nouTthbl (PyHKUMA «IP-yBegomneHuey). [na HacTponkn gaHHON

onuwmu, noxanymncra, obpatutecb kK PykoBOACTBY MO 3KcnnyaTaumm.

IOna obpaweHns k IP-kamepe 4epe3 ceTb VHTepHeT, B agpecHoOn CTpoke Opaysepa
BBOAUTCA criegytowmn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4Y€HHbIN
Bawwum nposangepom npu ycraHosrneHnn PPPoE-coeanHenuns, <Port> — 3HadyeHne HTTP-nopTta

(no ymonyaHuto pasHoe «80»).

NPUMEYAHUE!
Mpu nogknoyeHnn k kamepe vepe3 HTTP-nopT, 3agaHHbIN N0 ymonyaHuio (3HadveHne pasHo 80), 3anpoc

B afjpecHow cTpoke bpay3epa umeet Buga: http://<IP>, roe <IP> — |IP-agpec kamepbl.
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7.3. MNopknoyeHne 4epe3 ceTb UHTepHeT K IP-kamepam, Haxogawmmca B

NnoKanbHOM ceTun
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBnaeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokarnbHOW ceTu UCNoNb3yeTcs MapLupyTmusaTop.

BHUMAHUE!

[na ucnonb3oBaHUA [aHHOrO MeToda MoAKMYeHUs Heobxooumo 3apaHee npuobpectn y Bawero
nposaiaepa MYBNNYHBIA CTATUYECKUW IP-agpec. MMpoBaiinep npenocTaBnsieT, Kak MpaBuIio,
OVNHAMUYECKUA BHYTPEHHWIA IP-agpec, KOTOpblii [OCTYyNEH TOMbKO B MOACeTM npoBsaiiaepa.

MoaTomy yTo4HMTE TUN Uchornb3yemoro Bamu IP-agpeca 3apaHee.

[na Toro 4ToGbl NnogkntounTbes K IP-kamepe M3 cetn VIHTepHeT, Hago obpartutbes no IP-
agpecy, BblgaHHOMY npoBangepom («BHeWHuny» |IP-agpec mapLipytmnsaropa), 1 K onpegeneHHoMy
HTTP-noprty.

BHUMAHMUE!
Mpn obpaweHun n3 cetn WHTepHeT aAnsi BCEX Kamep, HaxoAsiLMXCA B OAHOW JlOKanbHOW CeTw,
cywlecTByeT Tonbko oavH IP-agpec (BblgaHHbIM npoBargepom). [oaTomy onst goctyna K 3TMM Kamepam

HeobxoQMMO Ha3Ha4YMTb Kaxkaon cBoe 3HavyeHne HTTP-nopTa.

[nsa aToro TpebyeTcsa BbINOMHUTL Criegyowme AeNCTBUSA:

e 13MeHUTb ceTeBble NnapamMeTpbl |IP-kamep B COOTBETCTBUM C HACTpoWKamMn, NPUHATLIMA
B Bawen nokanbHom cetn (CM. NyHKT 5.5 Ans NpoBOAHOrO MOAKMIOYEHUS Kamep K
foKarnbHOW ceTn).

e HacTtpouTb yHKUUIO nepeHanpasneHus noptoB. [aHHaa QyHKUuA nossondet
nepeHanpaenate obpaweHns wn3 cetn WHTepHeT K Kakomy-nmbo yCTPOWCTBY,
NOOKIMHOYEHHOMY K flokanbHonm cetn, ¢ BHewHero WAN-nHTepderica mapLlupytusaropa
Ha ero BHyTpeHHUNn LAN-uHTepdenc wu obecneumBaeTca nNpakTU4ECKn JobbiM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom cyuwectByeT ABa crnocoba HaACTpoMkM MapLipytusaumm (nepeHanpaBreHust

nopToB):

¢ Vcnonb3oBaHune TexHonorm UPnP Ha maplipyTusatope n kamepe.

e PyyHaa ycTaHOBKa napamMeTpoB nepeHanpaBneHnd MnopToB Ha MapLupyTusatope Wu

Kamepe.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520 m
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7.3.1. Ucnonb3oBaHue TexHonorum UPnP

MycTb TpebyeTcsa obecneunTb JocTyn n3 cetn MHTepHeT K ogHon IP-kamepe. Cuntaem, 4To
NOAKMIYEeHNe MaplpyTmsatopa K JiokanbHOM cetn u ceTn WHTepHeT yxe YCTaHOBIMEHO.
MapLpyTunsatop nmeeT crnegyrowmm nybnmyHbin ctatudecknin IP-agpec, BolgaHHbIA NpoBangepom
Ana nogknoyeHna K cetn MHtepHeT: 77.108.73.169:

e Pa3spelwnTb ncnonb3oBaHue U HacTponutb yHKUMKM UPNP Balwwero maplupyTtmusaTtopa.

BHUMAHUE!
He Bce mogenu mapLupyTM3aTopoB nogaepxusatot gyHkumio UPNP ana nepeagpecaumm noptos LAN- 1
WAN-uHTepdencos. Ecnm Baw mapwpyTtusatop He nogaepXxuBaeT OaHHY OyHKUMIO, TO OH Tpebyet

OOMNOSHUTENBbHOW HACTPOWKK (CM. NYHKT 7.3.2).

e PaspelwnTb Ucnonb3oBaHue 1 HacTpoutb pyHKumo UPNP IP-kamepbl.

Ytobbl HacTpontb oyHKUMO UPNP IP-kamepbl BbINONHUTE crieayowme OENCTBUS:

War 1: nporante B MeHo Hacmpoliku X _ cems - HdononHumenbHbie — UPNP,
LWar 2: nocraBbTe ranoyky HanpoTMB CTpPoku [PaspewuTb nepeagpecauuio noprtos]
(Puc. 7.3).

-

RAL LA B
BE\VARD N520 H.264 Wireless IP Camera
ﬁ x RTSP UPnP Bonjour DDNS

Wubopmaums

CucTeMHDIE UPnP
= CeTb upnP @ pen © omin

OcHoBHble ¥ pazpewnts nepeagpecaumio noptos

[lONONHUTENbHbIE _ _

onomrensie toncpr @50 © [10000] (1124 ~ 65539

MpocmoTp ) .

Sl-nopr @443 ® 11124 . £5534)
Bocnpoussegenue S5L-nop @443 L (1124 ~ 65534)
CobbiTne rRTSP-nopr © 554 @ |10001 | (1124 ~ 65534)
Device Name |N520 H.264 Wireless IP Camera
CoxpaHuTe ‘ | OTMEHUTE

COPYRIGHT © 2014, Beward RE&ED Co., Ltd. Bee npasa saupuers.

Puc. 7.3

War 3: BBeauTte B none [HTTP-nopt] 3HavyeHne nopta HTTP ans gaHHow kamepbl npu
Joctyne K Hel u3 cetn MiHTepHeT. Hanpumep, nycTb B kadectBe HTTP-nopTta ana gocrtyna ua cetu
NuTepHeT ncnoneadyetca nopt 10000. MNpu Takmx HacTporkax, 4Tobbl o6paTnthcsa Kk IP-kamepe B
nokanbHoW ceTn, ucnonbdyetcs nopt 80, a npu 3anpoce notoka vepe3 ceTb MHTepHeT Gyger

ucnone3soBaTbcda nopt 10000.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520



Be\«VARD I'nasa 7 Ilooknouenue IP-kamepol k cemu Hnmepnem

War 4: Beegute B none [RTSP-nopT] 3HayeHne nopta RTSP gna gaHHOM Kamepbl npu

[ocCTyne K Hen n3 cetn VIHTepHer.

LWar 5: Ans npuMeHeHns1 HacTpPoeK HaXXMUTe KHONKy [CoxpaHuTb].

BHUMAHUE!

[ns npyMeHeHns ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska yCTponcTea.

BHUMAHUE!
3HaveHuns npu nepeagpecaumn COOTBETCTBYIOLLMX NOPTOB Ha IP-kamepe n Ha mapLupyTusaTope OOMKHbI

ObITb OAMNHAKOBbIMU.

Tenepb, 4TOObI NONY4YMTb AOCTYN K Kamepe M3 ceTn MIHTepHeT, Hago obpaTuTbCsa K Hel no
IP-agpecy, BblgaHHOMY NpoBangepoMm («BHeWwHUNy» IP-agpec mapwpyTtmsaTtopa), 1 HadHa4eHHOMY
en nopty HTTP.

B paccmotpeHHOM npumepe |IP-agpec mapupytmnsaTtopa — 77.108.73.169. HTTP-noprT,
Ha3Ha4eHHbIN Kamepe ans nepeagpecaumn, — 10000. 3HauunT, ana obpalleHns K Kamepe n3 cetu
NHTepHeT Heobxoanumo B agpecHom CTpoOKe Opaysepa HabpaTb 3anpoc:
http://77.108.73.169:10000/.

Takum xxe 06pa3oM MOXeT OblTb HACTPOEHO HECKOSbKO Kamep, Hago NuvLb ANst KaXO0W 13

HUX 3adaTb CBOWU, YHUKallbHble 3Ha4YeHNA NOPTOB.

7.3.2. HacTpowka pyuyHou nepeagpecaumm NOpToB MapLUpyTU3aropa.

Ecnn Baw mapwpytmnsatop He nogaepxusaet TexHonormioo UPnP, nubo gaHHas onums
paboTaeT HEKOPPEKTHO, Toraa HeobX0AMMO HacTPOUTL Nepeagpecaunio MOPTOB BPYYHYHO.

PaccmoTpum 3agady nogkntodeHnsa IP-kamepbl K cetu  VIHTEpHET C  NOMOLLbIO
mMapuwpyTtumsatopa TP-Link TL-WR2543ND (HacTporika 60nblnHCTBA (DYHKLUMIA MapLLpyTU3aTopoB
pasfiMyHbIX MOAENEN BbIMOMHAETCH CXOXUM 06pa3om).

Cuntaem, 4TO NOOKIOYEHUE MapLUpyTM3aTopa K nokanbHom cetn n cetn UHTepHeT yxe
HacTpoeHo. MapuwpyTusaTop umMeeT cnegyowmin nybnmyHeln ctatudecknin IP-agpec, BblaaHHbIN
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusaropa): 77.108.73.169.

JlokanbHasa ceTb umeet IP-agpeca B AgnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYTpeHHU» |IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
mMapwpyTtmsaTopa), «192.168.1.199» — IP-agpec «kamepbl. [Ona HacTpoWkM umCNoMnb3yem
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOWN NOKaNbHOW CETMW.

Ana nogknioveHus |IP-kamepbl kK cetn WHTepHeT TpebyeTca HasHauuMTb NOPThl, Yepe3

KoTopble ByaeT oCyLecTBNATLCS BHELLUHUI OOCTYMN K €e HaCcTPOWKaM 1 BUAEONOTOKY. B nokanbHowm
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CeTW 3TU NMOPTbl MO YMONYaHUI UMEKDT crieaytowime 3HadeHus: HTTP-nopT — «80», RTSP-nopT —
554.

BHUMAHUE!
Mpy obpaiwieHun n3 cetn VIHTepHeT [OnNs BCeX Kamep, HaxoAsWMXCs B OAHOW JOKarbHOW CeTw,
cyllecTByeT Tonbko oauH IP-agpec (BblgaHHbI npoBaigepom). MoaTomy Ans gocTyna K 3TUM Kamepam

HeOoOXOAMMO KaXKAOW Ha3Ha4yMTb CBOW rpynbl MOPTOB.
D,J'Iﬂ N3MEHEHNA NOPTOB |P-KaMepr BbIMOJIHUTE CreayLuimne DEencTBuS:

BHUMAHUE!
HTTP-nopTbl Kamep MOXHO MNepeHanpaBnATb C MOMOLLbI BUPTyarbHOro cepsepa, ogHako RTSP-nopThl
OOJIDKHbI ObITb pasHbIMUK Yy BCEX KaMep M TpaHcnmMpoBaTbCs «nopT B nopT»! COOTBETCTBEHHO, ANs BCEX

Kamep Heobxoaumo 3afaTb pas3nuyHble 3HavyeHns RTSP-noprta.

LWar 1: otkponte pasgen meHo Hacmpolku X _ cems - HononHumenbHbie — RTSP.

War 2: eeegute B none [RTSP-nopt] HoBoe 3HayeHue nopta RTSP, otnuuHoe oOT
3Ha4yeHusa no ymonyaHuto. Hanpumep, nyctb B kadyectBe RTSP-nopta ucnonesyetca nopt 3001
(Puc. 7.4).

-

p
BE\VARD N520 H.264 Wireless IP Camera
l_ﬂ_.lliJ FRTsP 1 UPnP | Bonjour | DDNS )
© Wudopmauna
0 CHCTEMHbIE OcHoBHbIE
® CeTb RTP-nopt 5000 (1124 ~ 653433) ~ 7999 (1223 ~ 65534)

OCHOBHbIE RTSP-nopt © 554 @ 3001 (1124 ~ 65534)
) NpocMoTp
NapameTpbi npodwmna
() BocnpousseaeHue
Hazsatme Profilel [~]
0 Cobmtne
Mpoduns video.prol AeTopuzauus O‘IK."IIDQEHOE
MynbTukacT
CraTtyc OTKJ‘IIOHeHOE
Mpoduns multi.prol
IP-aapec 228.0.0.1
MopT Braego @ Asto © (1124 ~ 65534)
MopT ayguo @ AsTo © (1124 ~ 65534)
TTL 15 (1 to 255)
COXpaH1TE ] [ OTMEHWTE
COPYRIGHT © 2013, Beward RED Co., Lid. Bee npass saumuers.
Puc. 7.4
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LWar 3: ana npyMeHeHnsi HacTpoek HaXxmuTe KHomky [CoxpaHuTb).

Takum obGpasom, NopThl ANA AOCTyNa K aHHOW KaMepe BHYTPW foKarbHOM cetn byayT:
HTTP-nopt — «80», RTSP-nopTt — «3001».

[nsa BTopon kamepbl MOXHO BblbpaTbe nopT HTTP — «80» n nopt RTSP — 3002.

Kamepa HacTpoeHa. OcTanocb NpaBunibHO HACTPOUTbL MapLLpPYTMU3aTOP.

na HacTpoMKu MapLupyTusaTopa BbiNONHUTE crneaylolwme AeNCTBUA:

War 1: BeBegute B agpecHon cTpoke Opaysepa |IP-agpec maplipytmusatopa (B Halem

npumepe — «192.168.1.1»). B nosiBMBLLEMCA OKHE aBTOpM3auun BBeAUTE NOMMH K naponb. [Nocne

yAay4yHou aBTopM3aLumn OTKPOETCS OCHOBHAasi CTpPaHMLa HacTpoek MapLupyTusaTtopa (Puc. 7.5).

TP-LINK’

Quick Setup Status

WPS

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network . .
Firmware Version:
Wireless
DHCP

USB Settings

Hardware Version:

3.13.27 Build 121207 Rel.61955n

WR2543ND v1 00000000

Forwarding LAN
LI MAC Address:

P: tal Control

arental Control IP Address:
Access Control
Subnet Mask:
Advanced Routing

Bandwidth Control

90-F6-52-75-BD-62
192.168.1.1
255.255.255.0

IP & MAC Binding Wireless

Dynamic DNS Wireless Radio:
System Tools

Name (SSID):

LWar 2: BbibepuTe NyHKT MEHHO

HaxxmuTe kHonky [Add New] (Puc.7.6).

TP-LINK’

Status

Quick Setup Virtual Servers

WPS

Enable

TP-LINK

Puc. 7.5

Forwarding — Virtual Servers. B nosiBuBwemcs MeHo

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network
Wireless
DHCP

USB Settings Add New...

Forwarding

D Service Port Internal Port

IP Address

Virtual Servers
- Port Triggering
-DMZ

-UPnP

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.6
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LWar 3: po6aBbTe npaBuna nepeHanpasneHnsa noptos Ansg IP-kamepsl (Puc. 7.7). 3apante

creayloLme napameTpbi:
[Service Port]: ykaxute nopT, KoTopbld GyaeT Ucrnonb3oBaTbCs Ans A4OCTyNa K kamepe 13

cetn NHTepHer.

NMPUMEYAHUE!
Bo u3bexaHue KOHMNMKTOB He MWCMonb3ynTe Ans fnepeHanpaBfieHusi NMOPTOB 3aperMcTpuMpoBaHHbIE
3HayeHus. PekomeHayeTca ncnonb3oBaHme nopToB AmanasoHa 1124-7999. (3HayeHus noptoB ot 0 oo

1123 odmumanbHO 3aperncTpupoBaHbl MO PasriMyHbIe NPOTOKOIbI, CIYXXObl, MPUMIOXEHUS.)

[Internal Port]: ykaxuTte nopT, UCMOMb3yeMbl B JaHHbI MOMEHT AN A0CTYyna K Kamepe 13

noKarbHOW CeTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, Ana KOTOPOW HacTpanBaeTcs nepeHanpasneHne.

OcrtarnbHble NYHKTbl He TPebyT HAaCTPONKMW.

Hob6aebTe npasuno ans nopta HTTP (Puc. 7.7).

- S 450M Wireless N Gigabit Router
TP-LINK Mool No. TLWR2543HD

Status
WPS
Network
WecEas Service Port: 81 (XX-XX or XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwarding Protocol: All -
- Virtual Servers Status: Enabled ».
- Port Triggering
-omz Common Service Port: --Select One— v
-UPnP
Security
Parental Control [ Save ] [ Back ]
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 7.7

LWar 4: HaxmnTe kHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno gobaeneHo (Puc.

7.8):
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HTTP-nopTbl Kamep MOXHO nepeHanpaBnATb C MOMOLLbI BUPTyarbHOro cepsepa, ogHako RTSP-nopThl
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TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

Virtual Servers
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

mapLupyTusartopa v T.4.

TP-LINK'

Status

Quick Setup
WPS
Network
Wireless
DHCP

USB Settings
Forwarding

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
[ AddNew.. | [ EnableAll | [ Disable Al | [ Delete Al |
Puc. 7.8

LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc. 7.9):

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers

ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 All Enabled Modify Delete
2 3001 3001 192.168.1.199 All Enabled Modify Delete

[ AddNew.. | [ EnableAll | [ Disable All | [ Delete Al |

Puc. 7.9

Ans ocTtanbHbIX kamep (Puc.7.10).

OOMKHbI BbITb pa3HbIMK Yy BCEX Kamep Y TpaHCnnpoBaTtbes «nopT B nopT»! Hanpumep, nopt 3001 kamepsbl

Ne1 tpaHcnumpyetca B nopTt 3001 wmapwpyTtusatopa, nopt 3002 kamepbl Ne2 — B nopt 3002

LWar 6: ecnu Bbl ucnonb3yete HECKONbKO kamep, To Bam Heo6xogmMmo noBTOpUTL warm 2-5
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Status

Quick Setup

WwPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

System Tools

en nopty HTTP.

450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Virtual Servers

ID Service Port Internal Port 1P Address Protocol  Status  Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
2 3001 3001 192.168.1.199 Al Enabled Modify Delete
3 82 80 192.168.1.210 Al Enabled Modify Delete
4 3002 3002 192.168.1.210 Al Enabled  Modify Delete
[ AddNew.. | [ EnapleAl | [ Disable Al | [ Delete Al |

Puc.7.10

HacTpoiika MapLupyTusaTopa 3aBepLueHa.

Tenepb, YTOObI nonyynTb OOCTYN K Kamepe 13 cetun MHTepHeT, Haao 06paTI/ITbCF| K Hen no

IP-agpecy, BblgaHHOMY nNpoBangepoMm («BHeWwHUny» IP-agpec maplipyTtmusaTtopa), 1 Ha3Ha4YeHHOMY

B paccmoTtpeHHoM npumepe |IP-agpec mapwpyTtusdatopa — «77.108.73.169». HTTP-nopr,
Ha3Ha4YeHHbIN Kamepe ansa nepeagpecauuun, — «81». 3HaunT, Ans obpalleHns k Kamepe U3 cetu

MHTepHeT HeobGXxoamMMo B agpecHon cTpoke 6pay3epa HabpaTb 3anpoc: http://77.108.73.169:81/.
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7.4. NMpumep nogknoveHns Yyepes cetb MHTepHeT ¢ ucnonb3oBaHuem DDNS

7.4.1. Obwme cBegeHUsA O NogknovYeHUn vyepe3 UHTepHeT ¢ ncnonb3oBaHuem DDNS

B cny4ae ecnu IP-agpec BblgaeTcs KOMNbOTEPY Ha onpefenieHHoe BpeMs (Yalle Bcero
NULWb Ha OOMH CeaHC CBA3M), TakoW agpec HasbiBalOT AuMHamMuyeckum. B GonblinHCTBE crnyvaes
NHTepHeT-npoBangepbl NpegocTaBnAlT nonb3oBaTtenam anHammdeckmne IP-agpeca. OgHako ons
TOro, YTobbl MOXHO ObINIO 06paTUTLCA K 060PYAOBaAHUIO U3 CETU VIHTEpHET B Nto6OM MOMEHT, OHO
OOIMKHO MMETb MOCTOSHHBLIN U OUKCUPOBaHHbINM agpec. C aTon npobrnemMon nerko cnpasnsieTcs
cnyx6a Dynamic DNS (DDNS).

Cepeuc Dynamic DNS npepoctaBndetr Bam BO3MOXHOCTL caenatb |IP-kamepsbl
nerkogocTynHbiMn un3 cetn WHTepHeT, gaxe ecnv B Bawem pacnopspkeHum nocTOSHHO
MeHsLWMNCcs, anHammyeckni IP-agpec. BHewHwe nonb3osaTtenu Bcerga 6yayT umeTb JOCTYN K
obopynoBaHuio, 06paLascb K HEMY MO €ro AOMEHHOMY UMEHM.

B atom cnydyae Bmecto TOro, 4tobbl obpawartbcs Kk obopymoBaHuio no IP-agpecy, Bbl
obpallaeTtech kK HEMy Mo JOMEHHOMY MMeHM BMaa: www.cameral.dyndns.org.

[lna 3TOro Hago 3aperncTpupoBaTbCHd Ha canTe npoBangepa cepeuca DDNS (Hanpumep,
www.dyndns.com), coobwmnTb oguH pa3 Tekywun IP-agpec obopynoBaHus 1 BbibpaTb AOMEHHOE
nMsi, N0 KOTOPOMY B AanbHenwem Bel 6yanTte obpawaTtbea K 060opyaoBaHmio.

Torga npu cMmeHe IP-agpeca unun npyu HOBOM MOAKIIOYEHMN K ceTU NHTEpHET YCTPOWCTBO
nony4yaeT OT MHTEPHET npoBanaepa HoBbil IP-agpec. OH obpabaTbiBaeTCsi BCTPOEHHBIM B KAMepy
MO, koTopoe oOpaulaetca Ha cant npoBavaepa DDNS ans Toro, 4toObl COOOLIUTL 3HAYEHME
Tekywero IP-agpeca. DDNS-npoBangep CcTaBUT B CcooTBeTcTBME  3ToMy  IP-agpecy
3aperncTpmpoBaHHoe Bamu paHee JOMEHHOE MMS.

PaccmoTpum npumep pabotbl ¢ DDNS-npoBangepom http://www.dyndns.com. MeTtoauka

pernctpaumm n pabotbl ¢ apyrummn noctaBwmkamm DDNS aHanormvHa pgaHHown. [na gocTtyna K
CEeTeBOMY pPecypcy C UCNONb30BaHNEM AOMEHHOIO UMEHW BbINOSIHUTE CrieayoLme Lwarm:
e 3aBeante cebe yyeTHywo 3anucb (Account) Ha cante www.dyndns.com ans
JanbHENLLEN perncTpaumm Ha cepBepe.
o Cospgante Ha cante www.dyndns.com gomeHHoe nmsa (Hosthame) ans cBoero cepeepa.
Bbl MoxeTe BblbpaTb nwboe He3aHATOe B 9TOM [JOMEHe UuMs Ans  CBOero
obopynoBaHus, Hanpumep, cameral84. COOTBETCTBEHHO MONyyYnuTe OOMEH TpeTbero
YPOBHSA ans cesoero obopygosaHma www.cameral84.dyndns.org.

e HacTtponte cooTBeTcTBYIOWMM 06pa3om 06opyaoBaHMeE.

7.4.2. Pernctpauus Ha cepBepe DynDNS

War 1: 3angute Ha cant www.dyndns.com, Ans cO30aHMS YYETHOM 3arucu Haxmute
cnpasa BBepxy [Sign In] n B BbinaBwem cnucke BblbepuTte cTpoky [Create an Account] (Puc.
7.11).
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DNS & Domains Email Services Performance & Security
( ' DynDNS.con

Why DynDNS.com? Services & Pricing Support Have an account?|

Username

Rock solid, scalable DNS that just WORKS —

Whether you are a home user, a small & medium bu or all the way up to ent -
we understand you are busy! Our tools are easy, yet Robust. Let us simplify your to do

= g Forgot Your P: rd?
with our proven services.

A P
6’ Free Domain Name ,‘&3 Start Your Company & Domain
Dynamic DNS service allows you to point a hostname to a dynamic or static IP Enter your new or current domain name to build a customized suite of world
address or URL. class DNS, Mail, Performance, and Security services.

to-use web interface with powerful expert tools.

in five da

Host your own v ome for free!

DVR, webcam from anywhere.

- | dyndns-free.com E| Add Add

Cor

Puc. 7.11

[anee Bbl aBTOMaTMYECKN NepengeTe Ha CTpaHuLy co3gaHus y4eTHom 3anucu (Puc. 7.12).

DNS & Domsains. Email Services Performance & Sscurty
( Dyn DN S_.com

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

Leai Username:
Already Registered?
Lost Password? P—
: Username
My Cart Confirm password:
0 0 items Password
Email:
Confirm email: Forgot your password?
1
WE'RE HIRING Subscribe to: DynDNS.com newsletter
(1 or 2 per month)
[7] Dyn Inc. press releases —) TRUSTe
Powered b ‘ \
e Dyn [7] Remove HTML formatting from email
Security Image:

Enter the numbers from the above image

T agree with the acceptable use policy {AUP) and privacy policy.
il
Create Account

If you're having difficulty creating your account, for any reasan, feel free to contact
us.

Puc. 7.12

LWar 2: BBeauTe noboe xenaemoe n HesaHATOe UMSA nonb3osaTens (none: [Username]),

naponb (nons: [Password] un [Confirm password]).
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NMPUMEYAHUE!

[Ons 3awmTbl OT BO3MOXHbIX ownbok npn BBeOEeHNN Naposd, OH yKa3blBaeTCA OBaXnbl. Ob6ssaTenbHo

cnegute 3a TeM, YTobbl 3Ha4YeHne naponsa B 000oux nonsix 6biNo OAMHAKOBLIM.

YkaxunTe Baw agpec anekTpoHHoW noyTbl B 06oux nonsax: [Email] n [Confirm email]. Ha
agpec, ykasaHHbli Bamn B AaHHbIX nonsix, 6yaeT BbiCNaHO NMMCbMO C AAHHOrO canTa, NpuyeM Ha

OOMH 3NEeKTPOHHBLIN agpec MOXeT OblTb 3aperMcTpMpoBaHO TOMBbKO OAHO JOMEHHOE UMSI.

NMPUMEYAHUE!

PeI'VICTpaLI,I/IFI 6onee ogHOro JOMEHHOrO MMEHN Ha OAMH SﬂeKTpOHHbIVI agpec ABnAeTcA nraTHON.

NPUMEYAHUE!
,El]'lﬂ 3aWnTbl OT BO3MOXHbIX oLnbokK npun BBegeHUn agpeca SJ'IeKTpOHHOVI NOoYTbl OH yKa3blBaeTCa OBa
pasa. ObgasaTtenbHO cneguTe 3a TeM, YTOObl 3Ha4YeHWe agpeca 3SMEeKTPOHHOM MoYThl Ansg obowx nonew

Obl10 OANHAKOBbIM.

MyHkt [DynDNS.com newsletter] npegHasHadeH [Ons  MNOYTOBOrO  OMOBELLEHUSA
nonb3oBatens cuctemon DynDNS B cnyyae OGHOBREHWss cepBuMCa WU Kakux-mbo
HOBOBBeAeHUN. [1Ns oTka3a OT HOBOCTHOW pacchifnkv ybepute BblgeneHme aToro nyHkTa.

BBeauTte koA, KOTOpbIN BUAMTE Ha KapTUHKe, M NocTaBbTe pnaxok Ans nyHkta [l agree
with the acceptable use policy (AUP) and privacy policy]. 910 03HauaeT cornacue c
YCNOBUAMY NULEH3MOHHOIO CornallueHns Ans co3aaHnsa ogHoro 6ecnnaTtHoro akkayHra.

B kauecTBe npumepa ucnonb3yeTtca: umsa nonb3osatens [Username] — camera184, agpec
3NeKTpoHHOW noyTbl [E-mail] — cameral84@yandex.ru, Npou3BOSbHbLIN Naponb (Hanpumep,
123456).

[ns 3aBeplieHnss perncTpauum M OKOHYaHMUS CO34aHUS aKKayHTa HaXMWUTE Ha KHOMKY
[Create Account] (Puc. 7.13).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N520



Be\VARD I'nasa 7 llookaouenue IP-kamepol k cemu Unmepnem

DNS & Domains

C DynDNS...

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

L
ogin Username: |camera1sd Already Registered?
Lost Password? Password:
= p— Username
% My Cart Confirm password: |...... SWOI
T Ditems paswerd
Email: | camerat34@yandex.ru
Log in
Confirm email: | ¢amera184@yandex ru S el

WE'RE HIRING Subscribe to:  [7] DynDNS.com newsletter

(1 or 2 per month)
[F] Dyn Inc. press releases
Szt () Dyn -\ TRUSTe

[C] Remove HTML formatting from email

Enter the numbers from the above image:
31324

I agree with the acceptable use policy (AUF) and privacy policy.

Create Account

If you're having difficulty creating your account, for any reason, feel free to contact
us.

Puc. 7.13

War 3: npu npaBuibHOM 3anosiHeHMM opmbl Bbl nonyynte coobulieHne O TOoM, 4TO

ocTancst O4uH war 4o co3gaHus ydeTtHom 3anmcu: [One more step to go...] (Puc. 7.14).

DHS & Domains erformance & Security
(" DynDNS...

Why DynDNS.com? Services & Pricing Support

One more step to go...

We've sent an email to cameral84@yandex.ru, to verify your account. Please check your inbox and click on the 3
confirmation link. ‘

If you do not receive the email in the next few minutes you can try resending it. —>'

Thanks for choosing DynDNS.com!

OSSN T\ TRUSTe

Puc. 7.14

Llar 4: 4yepe3 HECKONbKO MWHYT Ha 3IIEKTPOHHbIA MOYTOBbLIN AWK, YKa3aHHbIN Npu
perncrpaumu, npuvget nucbMo oT  cnyxbel  «DynDNS  Support» (no4ytoBbl  agpec:
support@dyndns.com). [1na noaTBepX4eHNa permctpaumm y4eTHoOn 3anmcn Heobxoaumo nepentm

no yKa3aHHOI7I B HEM CCblJIKE.
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lMocne nepexoga no agpecy, YkasaHHOMY B Tefne nNucbMa, OTKPOETCs CTpaHuua C

NoaATBEPXKOEHNEM CO34aHuMs M akTMBauuu Bawen ydeTHoW 3anucu. [ns Bxoga Ha calT noA

CO3[aHHOW y4eTHOW 3anucbio BBeaguTe naposb 1 Haxmute [Confirm Account] (Puc. 7.15).
C DynDNS...

‘Why DynDNS.com?

DNS & Domains Emsil Sarvices

[ ——

Services & Pricing Support
Please Confirm Your Password

Please log in to finalize account activation.

Username

Essword

camerals4

m|

Eorgot your password?

Confirm Account

BN\ TRUSTe

Puc. 7.15

LWar 5: cospgaHue yyeTHom 3anuncn ansa cepsuca DynDNS 3aBeplueHo (Puc. 7.16).
C DynDNS...

‘Why DynDNS.com?

DNS & Domains Emai Services

Parformance & Sscurty

Services & Pricing Support

Welcome cameral84 (FRee) [EVEYTTIS

| Congratulations! Your Account Is Now Active! I

Account camera184 has been confirmed and activated. Please explore following options to get started.

Most Popular
EREE

29,

DN hosting for yourdomain.com

Get a free domain name
Update monthly to avoid expiration Branded URL-shortening with WebHop
Use with Windows, OSX, routers &more ..also works with Apple AirPort & Bonjour
Free email and commurity support

Add Hostname

Access to phone technical support

ar
Add Pro Hostname

Add Custom DNS

r try it for just $1.99/month &3

Puc. 7.16

7.4.3. Co3pgaHue AOMEHHOro umeHu Ha cepBepe DynDNS

War 1: ana HacTpoviku yyeTHoOW 3anucu Ha cepBepe DynDNS 3amgute Ha caut
www.dyndns.com 1 aBTOpuU3yiTeCb NOA CBOEN YYETHOW 3anucbio, AN Yero ykaxuTe (B npaBoMm

BEPXHEM YrIy) CO34aHHble W 3apermcTpyMpoBaHHble UMSA nornb3oBatenst [Username] u napornb
[Password], nocne yero Haxmute kHonky [Login] (Puc. 7.17).
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C DynDNS...

Why DynDNS.com?

Services & Pricing

Rock solid, scalable DNS that just WORKS

Get Started

=N .
&9 Free Domain Name

Dynamic DNS service allows you to point a hostname to a dynamic or static IP

address or URL.

¢ Host your own website at home for free!

¥ Connect to your workstation, DVR, webcam from anywhere.

- | dyndns-at-work.com E Add

Support

DHNS & Domains Email Services Performance & Security

Search

Username

camera184

Password

Forqot Your Password?

Create an Account

,ﬁ% Start Your Company & Domain

Enter your new or current domain name to build a customized suite of world
class DNS, Mail, Performance, and Security services.

# Easy-to-use web interface with powerful expert tools.

% DNS servers in five datacenters around the globe!

Add

Puc. 7.17

War 2: ecnu Bce aaHHble YKa3aHbl nNpaBUIibHO, Bbl nonagete Ha nepcoHaribHyO CTpaHuuy

HacTpoek. [Ina npogorkeHnsa HacTpourku Bblbepute nyHkT [Add Host Services] (Puc. 7.18).

) DynDNS...

Why DynDNS.com? Services & Pricing Support
My Account My Services
My Services i View, modify, purchase,
b3 and delete your services.
Account Settings
Billing My Zones/Domains

Add Zone/Domain Services

My Cart
5 0 items.

My Hosts

Add Host Services

Dynamic DNS Pro

WE'RE HIRING

Dynect SMB

Internet Guide

Powered by o Dyn MailHop Outbound
SSL Certificates
Support
Premier Support
Contact Support

DNS Service Level Agreement

DNS & Domains Email Services Performance & Security

Search

Welcome camera184 (FREE)

My Account

Billing Account Settings

Update your email address,
N set preferences, and delete

your account.

Update your billing
| information, complete a
purchase, and view
invoices.
Change Email Address
View Shopping Cart Change Password
s Change Username

Order History Contact Manager

Billing Profile and Vouchers Mailing Lists

Renew Services
Move Services

Auto Renew Settings
Preferences

Sync Bxpirstions Close Account

Puc. 7.18

LWar 3: Ha OTKpbIBLUEWCA CTpaHuLue HeobXOAMMO HacTpPOUTb

napamMeTpbl COeaUHEHUsI C

yCTponcTBOM. BbiGepute xenaembin foMmeH. Hanpumep, dyndns.org.

Hanee B none [Hostname] ykaxute LOMEHHOE uMs, AONS

[AaHHOro npumepa 310 —

camera184. Ecnu paHHoe ums Angd BbIOpaHHOro gomeHa cBo6ogHO, TO Mbl MOMYYMM KOHEYHOE

AOMEHHOe UMs, B HaleMm npumMmepe aT1o «cameral84.dyndns.org» (Puc. 7.19).
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C DynDNS...

Why DynDNS .com?

My Account

My Setvices

WE'RE HIRING

romnany (Y Dyn

Services & Pricing Support

Add New Hostname

You don't qumently have 2 Dynemic DNS Pro servies in your socount,

To get the full benefits of Dnynamic DNS, incheding premium subsariber domains and other festures, 26d Dvnamic DNS Pro

o vour shopping cart & {or try it with $1.99 monthhy subscription),

Hostname:  |camers124 . | dyndns.org [=] l
Wildcard alizs
oy o 5 Pro umers
| Service Type: (@) Host with IP address I
= WebHop Redirect {URL forwarding sarvice)
) Offline Hostname
IP Address: £3.105.128.207
5 89.105,128.207
Mail Routing: D I have mail server with another name and would like

10 add MX hostname...

What do you want to use this host for?
Selert services and devices you would like to use with this hostname,

Work From Home Office or VPN:

vpn  remote fi

Fip ba

Hesting and Design For Web Sites and Blogs:

bog galeny wiki  porfolo  ecommeres  web page

Remote Access For Devices:

Puc. 7.19

[ns conocTaBneHust Tekyllero anHamu4yeckoro IP-agpeca kamepbl ¢ AOMEHHbIM MMEHEM

HeobxoauMo ykasaTb IP-agpec Toro yCTpOWCTBa, KOTOPOE Mbl HacTpavBaeMm ans paboTbl Yepes

DDNS. llo ymonuyaHuio cepBuUC onpegenseTt ToT IP-agpec, ¢ KOTOporo Ha AaHHbIA MOMEHT

BpeMeHu npoucxoauT nogkntoyerne (Puc. 7.20).

IP Address:

Your current location's 1P address is 89.105.128.207

TTL value is 60 seconds. Edit TTL...

Puc. 7.20

Beegoute Tekywun IP-agpec, BblgaHHbIM Bawum npoBangepom B HACTOSALWMA MOMEHT, Y

HaxkmuTe kHonky [Add To Cart].

War 4: npwu

ycnewHomMm co3gaHnun OOMEeHHOro

MMEHN

OTKpOEeTCs CTpaHuua ¢

noartesepxageHnem 3Toro. Tak, ans npmumepa, onnMcaHHoOro Bblille, 6yueT YKa3aH COo34aHHbIN aKKayHT

cameral84.dyndns.org. ns aktmBauum JOMEHHOro UMeHu HaxmuTe kHonky [Next] (Puc. 7.21).
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DNS & Domsins Email Services Performance & Securiy
Q DynDNScn
Why DynDNS.com? Services & Pricing Support Welcome camera184 (Free)
My Account Shopping Cart
My Services

Host cameral84.dyndns.org added to cart. Finish FREE checkout to activate.
Account Settings
= Your cart contains free services only. You will not be asked for credit card information.
illing
Active Services Upgrade Options

Auto Renew Settings.
Free accounts allow only two Dynamic DNS hosts.

« To add more and enjoy additional benefits for only $15.00 per year, purchase Dynamic DNS Pro &3 .

« To get Dynamic DNS for your own domain, use Custom DNS.

Order History

Biling Profle

Dynamic DS Hosts

WE'RE HIRING comera184.dyndns.org - remove $0.00

Please enter coupons in the box below and click "Add Coupon”.

I o Dyn Sub-Total:  $0.00

Order Total: $0.00

‘Would you like to print an estimate/guote?

view our
refund policy

Puc. 7.21

Ha oTKphbIBLLENCSA CTpaHULE akTUBaLMN HAXXMUTE KHOMKY [Activate Service] (Puc. 7.22).

DNS & Domains Performance & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome camera184 (Free)

My Account Free Services Checkout

My Services
Account Settings Once you have confirmed the contents of your cart your services will be instantly activated.

Billing

Service Period Price

Active Services .
A Dynamic DNS Hosts
Auto Renew Settings
Order History cameral84.dyndns.org = $0.00
Gillng Profile

Sub-Totak: $0.00
WE IRING Activate Senvices >>

view our
refund policy

Powered by c‘ Dyn

Puc. 7.22

War 5: panee npu ycnewHoOW akTMBauMM [OMEHHONO MMEHM OTKPOETCS CTpaHuua,

nogTeepxgatowas ato (Puc. 7.23).
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DNS & Domains Email Services Performancs & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome cameral84 (rree) NI
y . “Just created my free domain name with @DynDNS! Now | can remote desktop, host web sites at
-’ home, and more. http://bit lyfaXjUnG #DNSISSEXY™

Send a tweet and show us some love!

My Account Host Services

My Services

| cameral84.dyndns.org successfully activated. I

Dynamic DHS Pr

o cuide Hostname Service Details Last Updated
cameral84.dyndns.org Host 89.105.128.207 Dec. 16, 2010 4:35 AM
» Host Update Logs Add New Host

Dynect SMB
MalHap Outbound Join the discussion in the DynDNS Community for tips and tricks, demos, suggestions, user help and much more.
SSL Certificates

Check out what our users are talking about below: O DynDNS_—. Community mry e
Ren

Puc. 7.23

LWar 6: cosgaHMe gOMeHHOro MMeHn Ha cepeepe DynDNS 3aBepLueHo.

7.4.4. HacTpownka o6bopyaoBaHMa ana pabotbl ¢ cepBucom DynDNS

Tenepb TpebyeTca HacTpouTb IP-kamepy B COOTBETCTBUM C OAHHBLIMW, MONYYEHHBIMU NPU
perncrtpaumm Ha cepsuce DynDNS (nyHkTbl 7.4.2, 7.4.3 naHHoro PykoBoacTBea).

O6HoBnATh IP-agpec Ha cepBepe DynDNS moxeT kak IP-kamepa, Tak u mapwipytmsaTtop (B
cnydae ecnu IP-kamepa nogkntoveHa K cetn VIHTepHeT Yepes mapLupyTmsaTop).

Ytobbl HacTpouTh IP-kamepy ans pabotbl ¢ cepsucom DynDNS BbinonHuTe criegyowine

JEenCcTBuUS:

BHUMAHUE!

IP-kamepa JormkHa ObiTb NoakmntodeHa Kk ceT VIHTEepHeT Hanpsimyto.

War 1: paspewunte onuuto [DDNS] B HacTtpomkax IP-kamepbl: Hacmpoluku — Cemb —
HononHumenbHbie — DDNS.

War 2: ykaxxute nocraslmka cepsmca DDNS B none [CepBep].

LWar 3: BBeante nmsa nonb3oBaTtens, NOMy4YeHHOE Npy perncTpaumm Ha cante nposangepa
DDNS B none [Monb3oBartens].

LWar 4: BBeante napornb, NOMyyYeHHbIN Npu pernctpauum Ha cavte nposavgepa DDNS B
none [Maponsb].

LLar 5: noBTOpHO yKaxute napons B none [[loBTopuTte napornsb].

LLar 6: BBeanTe OOMEHHOEe WMSA, MOSlydeHHOe Mpu perncTpauun Ha canTe nposavaepa

DDNS B none [HazBaHue gomeHal.
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BHUMAHMUE!

Bonee nogpo6HO HacTpoiika kamepbl Yepe3 BeG-uHTepdpeiic paccmoTpeHa B PykoBoacTee Mo

SKCnJ1yaTauunun.

B cootBeTCcTBUM C OaHHbIMW, MOMNYYEHHbIMM NpU perncTpauumn Ha cepsuce DynDNS
(nyHkTbI 7.4.2, 7.4.3 panHoro PykoBoacTea), B none [CepBep] BbiGepute www.dyndns.org, B nons
[Monb3oBaTens] u [[aponb] BBEAUTEe COOTBETCTBEHHO «cameral84» u «123456». B none
[HasBaHue pomeHa] Heobxoammo yka3satb: cameral84.dyndns.org (Puc. 7.24).

LWar 7: ans npuMeHeHns1 HaCcTPoeK HaXXMUTe KHOMNKy [CoxpaHuTb].

BC\VARD N520 H.264 Wireless IP Camera
|LHX| RTsp | uenP | Bonjour f DDNS 1
WudropMaumn
CucremMHbie DDNS
® CeTb DDNS @ Bkn @ OTkn
OcHoBHble Cepeep http://www.dyndns.org |Z|
Monbzoearens cameral84
MpocmoTp
BocnpouzsefeHne Mapons bbb
Cobbrmne MoeTopuTe Napone sssnse
HazeaHue noMeHa cameral84.dyndns.org
MNepwog o6HoENEHKA @ AsTO
@ Nepuoanyecku MUH.
COoXpaHWTb ] [ OTMeHUTh
COPYRIGHT © 2013, Beward RED Co., Lid. Bee npana saugmuéns.
J
Puc. 7.24
BHUMAHUE!

[na npyMmeHeHus ceTeBbIX NapamMeTpoB TpebyeTcs nepesarpyska yCTponCcTBa.

BHUMAHUE!
Ecnu obHoBneHve IP-agpeca ons Balwlero AOMeHHOro MMeHW He ByaeT Mpou3BOAUTbLCHA B TedeHue 35

[OHen, 3To AoMeHHoe UMs ByaeT 0cBOGOXaeHO.

LWar 8: HacTpowika IP-kamepbl Ans pabotel ¢ cepncom DynDNS 3aBepLueHa.

PaccmoTtpum npumep HacTtponkn DDNS ans mapwpytusatopa Ha npumepe Planet XRT-
412. Ob6opynoBaHne Opyrmx Mapok HacTpaMBaeTCs aHanorMyHo, B COOTBETCTBUM C UHCTPYKUMEN
no aKcnfyataumm K npuMmeHsiemoMy obopyaoBaHuto. YTobbl HacTpouTb MapLupyTu3aTtop Ans

paboTbl ¢ cepsucom DynDNS BbInonHUTE cnegyowme 4ENCTBUS:
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BHUMAHMUE!

MaplupyTrsaTop AOSDKeH noadepxmBaTb yHkumo paboTbl ¢ DDNS, gormkeH ObiTb MOOKMOYMEH K CETU

MHTepHeT N MMEeTb COOTBETCTBYHOLLIME CETEBDbIE HaCTpOVIKM.

War 1: BBeguTe B agpecHol CcTpoke Opaysepa |P-agpec mapwpytmnsatopa. B
NosIBUBLLEMCS OKHe 3anpoca BBeguTe forvH 1 naponb. [locne yaayHown asTopusaumm OTKpOeTCs

OCHOBHas CTpaHuLua HacTpoek MapLupyTusaTopa. Beibepute nyHkT [General Setup] (Puc. 7.25).

HOME | General Satup | Status | Tools

Broadband Router XRT-412

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to
connect your Broadband router to your Intemet Seniice Provider (ISP)
through an external cable or a DSL modem.

General Setup
The Broadband router supports advanced functions like Virtual Server,

| General setup | Access Control, Hacker Attack Detection and DMZ. We highly

recommend you keep the default settings.

Status Information

The Broadband router's status information provides the following
information about your Broadband router: Hardware/Firmware version,
Serial Number, and its current operating status.

Tools

Broadband router Tools - Tools include Configuration tools, Firmware
upgrade and Reset. Configuration tools allow you to Backup, Restore, or
Restore to Factery Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router's
firmware. The RESET tool allows you to reset your Broadband router

Puc. 7.25

LWar 2: B nosBmBweEMCA MeHio BblibepuTe nyHKT [DDNS]. AktuBumaunpyrite DDNS-KnneHT,
noctaesue pnaxok [Enable].

LWar 3: B COOTBETCTBMM C AaHHBIMKU, MNOAYyYEHHBIMU NpK perncTpaumm Ha cepsuce DynDNS
(nyHkTol 7.4.2, 7.4.3 paHHoro Pykosopctsa), B none [Provider] Bbibepute www.dyndns.org, B
none [Domain name] Heobxoammo ykasaTb cameral84.dyndns.org, B nona [Account] u

[Password] BBeguTe cooTBETCTBEHHO «cameral84» n «123456». (Puc. 7.26).

HOME | General Setup | Status | Tools

Internet Broadband Router

DDNS 2
# System
¥ WAN DDNS allows users to map the static domain name to a dynamic IP address. You must get a account, password and your static domain name from the DDNS service
» Dynamic IP providers. Our products have DDNS support for www dyndns org and www tzo com now.
» Static IP
»PPPOE

o
»L2TP Dynamic ) Enable O Disable
»Telstra Big Pond DynDNS v

»DNS = -

»DDNS www.camera184 durdns org
oLy
g Password ey
® Firewall

Puc. 7.26

BHUMAHUE!
ByabTe BHMMAaTErbHbI: MPU HEKOPPEKTHOM 3anofiHeHWU MapLUpyTM3aTop HEe CMOXET MOAKIMIOUYUTLCS K

cepepy DDNS.
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LWar 4: ansa coxpaHeHus nameHeHun Haxmute [Apply].

LWar 5: HacTponka maplpyTnsatopa gns pabotel ¢ cepsucom DynDNS 3aBepLueHa.

Ecnn Bce HacTpoOMKM BLINOSIHEHbI BEPHO, TO Tenepb Baw COGCTBEHHbIN pecypc ceTu
OTKPbIT AN goctyna 13 nobor TOYKM 3eMHOro Wwapa nof CBOUM YHUKaNbHbIM MMEHEM, NMOHATHBIM
N yooGHbIM ANs 3anOMUHAHUA.

Tenepb pans obpaweHna K Kamepe [ocTaTodHO B Opaysepe BBeCTM  3anpoc
http://cameral84.dyndns.org, 1, ecnn Bce HaCTPOWKN BbINOJTHEHbI KOPPEKTHO, TO Bbl nonagete Ha

rMaBHYK CTpaHUUY KaMepbl.
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MpunoxeHus

an/IﬂO)KeHVIe A. 3Ha4yeHun ncnonb3yemMmbiX NOPTOB

HasHaueHue nopta 3HavyeHue No ymon4yaHuo Owvana3oH 3Ha4YeHumn
HTTP 80 1124..65534
MNepeapgpecauuna HTTP ¢
80 1124..65534
nomoubo UPNnP
HTTPS 443 1124..65534
Mepeagpecaums HTTPS ¢
443 1124..65534
nomoubo UPNnP
RTSP 554 1124..65534
Mepeagpecaunsa RTSP ¢
554 1124..65534
nomotbo UPNnP
Ha4vanbHbIM NOpT AnanasoHa
5000 1124..65435
RTP
KoHeuHbI nopT grManasoHa
7999 1223..65534
RTP
MopT BMaeo ana MynbTtukact - 1124..65534
MopT ayguo ans MynbTukact - 1124..65534
SMTP 25 1..65535
[NopT yoaneHHoro cepsepa
PTY beep 514 1124..65534
XypHana cobbITumn
MopT cepBepa cobbITUN 80 1..65535
MNopT npokcu - 1..65535
[eTekTop ABvxeHus 1999 -
Motok MPEG4 (HTTP) 80 1124..65534
Motok MIPEG (HTTP) 80 1124..65534
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MpunoxeHune B. 3aBoackue yCTaHOBKM

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Lnto3 192.168.0.1
Nmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopT 80
RTSP-nopt 554
SMTP-nopTt 25
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MpunoxeHne C. OO6wwme cBegeHns o0 Oe3onacHOCTU OecnpoBOAHbLIX

coefiHeHUN

[na npegoTBpalleHns HECAHKUMOHMPOBAHHOIO AoCcTyna K 6ecrnpoBOAHOMY COEAMHEHWIO
Heobxoaumo ocoboe BHMMaHWe K Bonpocam 6e3onacHocTu.

BbecnpoBogHas Todka AoCcTyna nogaepXuBaeT HecKonbko Buaos 3awmtbl Wi-Fi cetn ¢
NCMonb30BaHWEM pPasfiMyHbIX METOAOB W anropuTtMoB WKndpoBaHnsa uU ugeHtudpukaumm (WEP,
802.1x, 802.1x c WEP, WPA-PSK, WPA-AES n WPA RADIUS).

VMcnonb3oBaHmne TOro unu MHOro BrMaa WwndpoBaHUst NO3BOSIUT 3HAYMTENBHO CHU3UTb PUCK
nepexsaTta MHOPMaLMM N HECAHKLUMOHNPOBAHHOIO NOAKtoYeHus K Balwen 6ecnpoBogHon cetu.
Hanbonee npocTton n ogHOBPEMEHHO HAaMMEHeEe 3aLlMLLEHHbIN NPOTOKON WwWudpoBaHusa ato WEP
C ANuHon knova 64 6ut. Ero cnegyeT ncnonb3oBaTth TONbKO B TOM CIiyYae, ecnv Noakno4yaemoe
obopynoBaHue He NOaAEPXKMBAET APYINX anrOpUTMOB LUMAPOBAHKS.

Mpotokonbl 3awutel WEP (Wired Equivalent Privacy), WPA n WPA2 obecneuynBator
edVHYI0 MHMPAaCTPYKTypy Ans ynpaBneHus AOCTYNOM, 3awuTbl M WMEAPOBAHUSA OaHHbIX,
nepeckifiaeMblx Mexay 6ecnpoBO4HOM TOYKOW AOCTyna 1 6ecnpoBOAHBIM KNMEHTOM. [Ns 3awwunThbl
NOOKITOYEHNS Ha ToYKe AOCTyna Heobxoanmo aktnemampoBaTb WEP nnn WPA.

B ocHoBe npotokona WPA, kotopei npuwen Ha cmeHy WEP, nexut nogMHOXeCcTBO
ctrangapta IEEE 802.11i, a WPA2 ocHoBaH Ha oOKoHYaTenbHOW pepakummn ctangapta |IEEE
802.11i. B WPA npumeHsieTca Heckornbko cnocoboB 1 anroputmos, B YacTtHocTn TKIP (Temporal
Key Integrity Protocol) 1 AES (Advanced Encryption Standard) aons noBbllleHUs HaOeXHOCTU
METOAO0B YMNpaBfeHus Knovamm W WudpoBaHus. BonbLUMHCTBO COBpPEMEHHbIX GecnpoBOAHbLIX
yCTponcTs coBMmecTumMbl ¢ WPA.

WEP 1 WPA wnpyloT gaHHble, nepeckbiniaemble Mexay TOo4YKon JOoCTyna v yaaneHHbIMU
KnueHTamu. TO ecTb, Koy (HAbop CMMBOIOB), M3BECTHbLIN Kak BecnpoBogHon Touvke gocTyna, Tak
N KNWMEHTY, UCNONb3yeTcs ANng WnNgpPoBaHMS U BOCCTAHOBMEHNS OaHHbIX, NepechiiaeMblx Mexay
3TUMKU ycTporcTBamu. B3anomuiuk, 3aBrnageBLUMW KMKOYOM, MOXeT paclwmdpoBaTb [aHHble,
nepecbinaemble Mexagy 6ecnpoBogHbiMM AP U KIMEHTOM WU YCTaHOBWUTb COEAWHEHME C
©ecnpoBoaHon Toukowm gocTyna.

CyuwectBeHHbIN HepocTtaTok WEP — 370 HeobXxoouMMOCTb BPYYHYHO BBOAWTbL  KIHOM,
ncnonb3yembl 4ns WNEPOBaHUS, Kak Ha 6eCnpoBOHON TOYKE, TaK U Ha KINNEHTE.

[na yctpaHeHus HepocTtaTtkoB WEP-wudposaHua npotokon WPA gononHeH yHKUnAaMM
ynpaeneHna kniodom. Kak u B WEP, kntod 3gecb ucnonb3yetcd AN WUPPOBaHUA OaHHbIX.
OpHako OH BBOAWUTCA OAWMH pas, a BnocneactsuvM ¢ nomowpbto atoro knova WPA reHepupyet
HaCTOALMIA KNoY AN WwndpoBaHna gaHHbix. WPA nepuogudeckn MmeHsieT kntod. CriegoBaTtenbHo,
B Crny4yae B3noMa krnoya wudpoBaHus, ToT OyaeTr noneseH TONMbkO 4O Tex nop, Moka

GGCHPOBO,D,HGFI Touka Aoctyna n KnneHT aBToOMaTtu4eCkn He USMEHAT €ero.
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OntumanbHbeim  pexunmom asnsetca WPA  Pre-Shared Key (WPA-PSK), koTtopbin

obecneynBaeT OCTAaTOMHO HaAEXHYIO 3aLUUTy U NPOCT B HACTPOWKe.

[na HacTponkn ncnonb3oBaHusa pexmnma WPA-PSK HyxHO BbiOpaTh napameTtp WPA Pre-
Shared Key. B Touke goctyna peanmsoBaHbl Tpu anroputma WPA: TKIP, AES u coBMeLLEHHbIN.
TKIP — 3TO ycTapeBWW NPOTOKON, MNpeaHasHayYeHHbIn [[nst Toro, 4Tobbl YCTpaHUTL
MHoroumcneHHole npobnembl WEP 00 wWwmpokoro pacnpocTpaHeHusi nNpoToKona CrieaytoLlero
nokoneHna WPA (WPA2). B TKIP ncnonbayeTcs TOT Xe anroput™m wudposaHud, 4to n 8 WEP, Ho
MHorne nsbsaHbl WEP ycTpaHeHbl 6Gnarogaps uHaMM4eckon CMeHe Krtoya ndpoBaHns AaHHbIX,
LWMGPOBAHUIO AaHHbIX HACTPOWKW, MpeAcTaBrieHHbIX 0b6bldHbIM TekcTom B WEP, n nposepke
LenoCTHOCTU coobLueHnn. AES — 3TO HOBbLIN, UCKMIOYUTENBHO HAAEXHbIA anropuTM LUIMGPOBaHNS,
Gasupyembin Ha ctaHgapte 802.11i 1 WPA2. OgHako OH noka He peanu3oBaH BO BCeX
annapaTHbIX cpeacTBax U nporpammMHoM obecneyveHun. o BO3MOXHOCTK crieqyeT BblonpaTb AES.

Mocne Bbibopa pexuma paboTbl BBoauTcs kntod WPA Shared Key. Heobxogmmo BBecTtu
OAVMH W TOT Xe KMNY Ha BCEX KIMEHTax, KOTopble YCTaHaBNMBAKOT CBA3b C TOYKOW AOCTyna.
CnegyeT BbIOMpaTh ANWHHBIA, TPYOHO pasragbiBaemMbl kntod. [OnvHa knwova He MeHee 8
cnmBosioB, Ho He Gonee 63 cumeonoB ASCIl. PekomeHoyemas gnvHa knova He 6Gonee 20

CMMBOJIOB.

NMPUMEYAHUE!
He pekomeHnayeTcst BBOAUTL krtod anuvHon Gonblie 20 ASCIl cMmBOooB, Tak Kak AMMHHbBIA KoY MOXeT

CYLLIECTBEHHO 3aMeAnuTb paboTy 6ecnpoBoaHoOl CeTu.

Ecnu knneHTbl HecoBmecTuMbl ¢ WPA, nydwe ncnons3osate WEP, yem BoBce oTkasatbcs
oT 3awuTtbl. [Ana HacTpovikn WEP B cneayet ykasatb pexum 6e3onacHoctn Shared Key (MeHto
Advanced Setting), BbIGpaTb KN4 ANA WUCMNOMNb30BaHMA B KayecTBe CTaHAAPTHOrO Kroya
nepegayn (kno4 ¢ Homepom ot 1 go 4) n anuny WEP kntoua (64 wnn 128) ¢ npegctasneHnem B
wectHaguatepuyHom wunu ASCIl-popmate. Kniou cnepyet BBectn B none Key, koTopoe
COOTBETCTBYET BblOpaHHOMY CTaHAApTHOMY K4y nepegadn. Hanpumep, ecnu BbibpaH 64-x
paspsaHbIA WecTHaaUaTEPUYHbIV KITHOY, TO MOXHO BBECTU CTPOKY M3 AECATU LWeCTHaauaTepudHbIX
undp. 3Ty KoHdurypaumo WEP-kniovya HeobxoauMMo MOBTOPUTbL BO BCEX KMEHTax, NoaTomy

cnepyeT BblibupaTb BapuaHT HAaCTPOMKW, NpUeMIIEMbIN 515 BCEX YCTPONCTB.

NMPUMEYAHUE!
Mpouenypa Hactponkn WEP-wmndpoBaHMa MOXET pasnuyatbcs Ans pasnuyHoro obopynoBaHus B
fonbluen creneHu, Yyem Hactpovika WPA, nostomy pekomeHgauum no WEP TpyaHee apgantupoBaTtb K

KOHKpEeTHOW cuTyauumn.
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MpunoxeHune D. NapaHTMKHBbIE 06A3aTeNnbLCTBA

D1. O6wue cBegeHud

a) Mepepn nogkntoyeHnem obopyaoBaHMs HEO6Xo0AMMO O3HaKoMUTbCA ¢ PykoBoacTBoM no
aKcnnyaTaumm.

6) Ycnosusa akcnnyataumm Bcero obopynoBaHust 4omkHbl cootBetcTBoBath [OCT 15150-
69, IOCT B20.39.304-76 (B 3aBMCUMOCTU OT UCMOSTHEHUSA YCTPOMUCTBA).

B) [lNs1 NoBbIWEHNs1 HAAEXHOCTM paboTbl 060pyaoBaHUSA, 3aLmTbl OT GPOCKOB B NUTatOLLEN
cetn n obecneveHna GecnepebOMHOrO NMUTaHWS cnegyeT UCNOoNb3oBaTb CeTeBble UMNbTPbI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

D2. dneKTpoMarHMTHasi COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpeOOBaHMAM SMEKTPOMarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsbhkeHne paguornomex, cos3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

D3. dnekTponuTtaHue

[omKHO COOTBETCTBOBATL NapamMeTpaM, YkasaHHbIM B PyKOBOACTBE MO 3KCnnyaTtauumn ans
KOHKpeTHoro yctponctea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHUA — 3TO
nepemeHHoe Hanpshkenne 220 B +10%, uyactotom 50 Iy +3%. [Ans yCTpOMCTB C BHELLUHUM
ajanTepoM NUTaHUSA — CTabMMM3NPOBAaHHLIN UCTOMHUK nuTaHna 5 B £5% wnnu 12 B £10% ansa

YCTPOWCTB C 12-BONbTOBbLIM NTaHMeM. HanpsikeHne nynbcaumi — He 6onee 0.1 B.

D4. 3azemneHue

Bce ycTponcTtsa, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObiTb 3a3eMneHbl NyTem
NOAKMIYEHNss K crneunanbHbiM pO3eTKam  3MNEKTPONUTaHus C  3a3eMSIeHMeEM WK - nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1  Kopriyca, €CnuM Ha HeM npeaycMOTpeHbl chneuuvanbHble
KpenexHble 3nemMeHTbl. 3a3eMfieHne 3neKkTPpOonpPOBOAKM 30aHUSA OOMKHO ObiTb BbINOMHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea OnekTpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMM Onokamn NUTaHWs K aganTepaMy Takke AOMMKHO ObiTb 3a3eMneHOo, ecnu 3To
NpenycMOTPEHO KOHCTPYKUMEN KOpryca WM BUMIKA Ha LIHype nuTaHusa. MOHTax BO3AYLUHbIX
NIVHUIA  3neKkTponepesayn u JVMHWUIA, NPOKNaAblBAaEMbIX MO HaPYXXHbIM CTEeHaM 30aHUA U Ha
yepaakax, OOmKeH ObiTb BbIMOSTHEH 3KPAHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMreHbl C ABYX KOHUOB. [lpyyem, ecnvm oamH KOHEL, 3KpaHa MOoAKMvaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMMeHuio 4yepes

paspsiaHuIK.
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D5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMS MO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxenunn" n FOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NWHUIA, UOYLWIMX MO HApPY)XHOW CTEHe
3[4aHUN 1 NO YepAayHbIM NOMELLEHMSIM, Ha BXxogax obopyaoBaHWs OO0SMKHbI ObITb YCTAHOBMEHDI

yCTpOVICTBa MOJTHNEe3alnTbI.

D6. TemnepaTtypa 1 BNaxHOCTb

MakcrMMmanbHble M MUHUManbHbIE 3HAYEeHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
Takke BnNaxHocTn, Bbl MoxeTe nOCMOTPETb B  TEXHWYECKOM OMUCAHUW  KOHKPETHOrO
obopynoBaHunsa. MakcumanbHasi paboyas TemnepaTypa — 3TO TemnepaTypa, Bbille KOTOPON He

OOJDKEeH HarpeBaTbCA Kopnyc yCTpOIZCTBa B npouecce ANUTENBLHON pa6OTbI.

D7. PasmelleHue

Ana BeHTMNSAUMM yCTpOMCTBaA HEOOBXOAMMO OCTaBWUTb Kak MWHMMYM Mo 5 cMm cBOGOAHOMO
npocTpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpownctBa. [lpu ycTtaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WKad wunum  CTOWKY AorkHa 6biTb  obecneyeHa Heobxogmmas
BeHTUNAuuA. [nsa 3TOoro pekoMeHAyeTCs YyCTaHaBnmMBaTb B WKady cneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero BO3gyxa W BEHTUNAUMSA OOIMKHbI obecneymBaTtb
HeobXxoauMbIA  TemnepaTypHbin  pexnm obopyaoBaHuA (B COOTBETCTBMM C  TEXHUYECKUMU
XapaKTEPUCTUKaMMN KOHKPETHOro obopyaoBaHms).

MecTto anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Cneayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoB Barn, arpeccmuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaBnmBaeTca obopydoBaHue, He LOMMKHO OblTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelaetca pasmellartb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

D8. O6cnyxuBaHue
O6opynoBaHne Heobxoammo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C uenbio yaaneHus n3 Hero neinv. 3To no3sonut obopygoBaHuio paboTtaTb 6e3 cboeB B

Te4yeHune npoaomknTernibHOro BpemMeHu.

D9. NMoaknto4vyeHne nHtepdencor
O6opyanoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBMM C HA3HAYEHUEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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D10. MapaHTUitHbIEe 06sA3aTenbCTBA

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnmyHbiX KOHUrypaumsx n obrnactax NpUMMEHEHUs, U He OaeT HUKaKOW rapaHTuu,
yTo obopynoBaHme obs3aTenbHO OyoeT paboTaTb B COOTBETCTBUM C OXMOAHMSAMU KITMEHTA Npwu
€ro NpMMeEHEeHUN B crneunguyecknx Lensax.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0bsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHusa (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.N.) 1 camoro obopyaoBaHWs, BO3HUKLLEM B pe3ynbTaTe:

a) HecobntogeHnst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMEeTPACEHME U Ap.);

B) HaApYLUEHUSA TEXHUYECKNX TPeDbOoBaHMI MO pa3MeLLEHWNIO, MOAKMYEHMIO U SKCMnyaTaumm;

) HENpPaBUIbHbIX ENCTBUI NPU NEPEnpPOLLUNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYEHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOASAT 3@ pPaMKM AOMYCTUMbIX 3SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumdmKaumen Ha gaHHoe obopyaoBaHue;

) BO3EMCTBUS BbICOKOIO HanpsiKeHus (yaap MOSHUK, CTaTU4YecKoe SMeKTpUYecTBo v T.1.).
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MpunoxeHue E. MNpaBa n nogaepxka

E1. ToproBasa mapka

Copyright © BEWARD 2014.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyanoBaHnsa mMoryT 6biTb n3MeHeHbl 6e3 NpeaBapUTENbHOrO YBEOOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

E2. OrpaHMyeHne OTBETCTBEHHOCTHU

00O «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayTt paboTatb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax W MPUIOXEHUSAX, U He OaeT rapaHTUn U NpeacTaBreHun,
noapasymMmeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, Unu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B crieundmyecknx uensax. OO0 «HIMM «beeapa»
NpUAoXnno Bce ycunus, 4tobbl caenatb 310 PyKoBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactn PykoBogcTBa no aKcniyataumm U3MEHSAETCH U OOMNOSHSAETCH
OO0 «HIMN «beBapa» 6e3 npegpaputensHoro yBegomnenus. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a Ntobble NOrpeLlHOCTH, KOTOpble MOTyT COAEepPXaTbCA B 9TOM
Pykoogctee. OO0 «HIIN «BeBapa» He 6epeT Ha cebs OTBETCTBEHHOCTM U HE 4aeT rapaHTuin B
BbiNycke OOHOBMNEHWUA WNN COXPaHEHUN HEU3MEHHOW KaKOW-NMbO MHGOpMauum B HACTOALLEM
PykoBogcTtBe no akcnnyaTauum, M ocTaBnsieT 3a cobon npaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBogcTtBo w/unu B usgenus, onucaHHble B Hem, B Nnioboe BpemMsi 6e3 npenBapuTenbHOro
yBegomnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMio, KOTopas siBNsSieTcs
HEeNpaBWUNbHOM WU  HENOSIHOW, WM BBOAWUT B 3abnyxaeHwe, Mbl Oygem Bam kpaiiHe

Nnpun3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxXeHunA.

E3. NMpepynpexaeHna FCC

910 06opyaoBaHMe BbINO0 NPOTECTUPOBAHO M NMPU3HAHO YAOBMETBOPSAIOWMM TpeboBaHMSAM
NoNoOXeHUss O LUMPOBLIX YCTPOWCTBAX, NpuHagnexawmx K knaccy A, 4vactu 15 T[lpasun
®epepansbHon komuceun no ceasm (FCC). Otn orpaHudeHus Obinu paspaboTaHbl B Lensix
obecneyeHns 3aWwmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPU MCMOSb30BaHUN
obopynoBaHna B KOMMepYeCcKuUx uenax. 31o obopyaoBaHMe MOXET M3nyyaTb, reHepupoBaTb U
MCNonNb3oBaTb JHEPruto B pagumovyacToTHOM AuanasoHe. Ecnv gaHHoe obopypoBaHue 6yger
YyCTaHOBMEHO W/unn BygeT Mcnonb3oBaTbCA C OTKMOHEHMAMM OT HacToswero PykoBoacTBa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO pagunoceA3n, a npu yctaHoOBKE B KUMoN
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTom cnyyae Bnageney 6yanet o6si3aH mMcnpaensTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3a CBOW CYeET.

E4. NMpepynpexaeHune CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagMoONOMeEXN BO BHELLHEM OKpYyXeHuun. B atom cnydyae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

ES. Nopaepxka
Ona nHpopmaumm OTHOCUTENBHO CcepBuCa W MOAOEPXKKW, MOXanyncra, CBSXUTECb C
cepBucHbiM LeHTpom OOO «HIM «beBapa». KoHTakTHble AaHHble Bbl MoXxeTe HanTu Ha canTe

http://www.beward.ru/.

Mepen oGpaiwieHvem B cnyxkby TexHWYecKkon NoAdEepKKM, noXanymcra, MNOAroTOBbTE
cnegyoLyo MHopMaumio:

¢ TouHoe HanmeHoBaHue 1 IP-agpec Bawero obopygoBaHus (B criydae npunobpeTteHus
IP-o6opyanoBaHus), AaTa NOKYMKK.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcua npowuvBkM M 4epe3d Kakoe obopyaoBaHue paboTano yCTPOMCTBO, Korda
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu gencteng (No waram), NpeanpuHaTblie Ang camoCTOSATENbHOMo
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

YUem nonHee OyaeT npeacrtaeneHHas Bamu mHgopmaumsi, Tem ObicTpee cneunanucTbl

CEPBUCHOIO UeHTpa CMOryT noMo4b Bam pewnTb npo6nemy.
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MpunoxeHune F. Mnmoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensembin MNMapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeammnHbix cnyx6 3G UMTS.
MHorne coBpeMeHHble MOBUINbHbIE TenedgoHbl MMEeKT (PYHKUMM 3anvMcyM M NpocMoTpa ayamo u

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MCMOMb3yeMoro Ang ux
co3gaHus. BebG-6paysepbl Moryt ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OOKymMeHTamu
ActiveX wn cueHapusamn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX 4acto 3sarpyxawtca WU
WHCTanNnMpyrTCa aBTOMaTMYECKW, Kak 3arnpawvBaembl. Cama no cebe gaHHasi TEXHOMNOrUst He
SIBMISIETCS KpoccnnatopMeHHOM U NogaepXuBaetcs B nonHoM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 9.0.

ADSL (Asymmetric Digital Subscriber Line / AcummetpuyHasa uudpoBas
abGoHeHTCKasAs nNUHUA) — MOAEeMHas TexHONorusi, npeBpallalLas aHanorosble CurHanbl,
nepegaBaemMble MOCPEACTBOM CTaHOAPTHOM TENEMOHHOW NMHMK, B LUAPOBbLIE CUrHanbl (NakeThbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o63opa — 3T0 yros, KOTopblii 00pasytoT fy4n, CoeguHALLME 3a4HIOK TOYKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE PacCTOAHME U Yalle BCcero
BblpakaeTca B rpagycax. OOblMHO yron 3peHus M3MepsieTCs Ha §nuH3e, (POKyC KOTOpOM
yCTaHOBIeH B GeCKOHEeYHOCTb. B 3aBMcMMOCTU OT yrna 3peHusl, o6bekTUBbl AENSAT Ha TpU Tuna:
LLUMPOKOYrofbHble, HOpMarbHble U ANMHHOMOKYCHbIE. B LLUMPOKOYronbHbIX 00bEKTMBaX, KOTOpble
Yallle BCEro Ucnornb3ylTca Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHus oT 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctaenset 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpepeneHua appeca) -—
NCMOMb3YOLWMACA B KOMMbIOTEPHbIX CETAX MPOTOKOST HU3KOrO YPOBHS, MpefHasHayYeHHbIn Ons
onpeaeneHnsa agpeca KaHanbHOro YpOBHS NO U3BECTHOMY agpecy CeTeBOoro ypoBHs. Hanbonbliee
pacnpocTpaHeHe aTOT NPOTOKOM nony4vmn Grnarogaps NoBCEMECTHOCTM ceTen |P, NoCTpOEHHbIX
noeepx Ethernet. 3TtoT npotokon wucnonb3dyetca ans cedasm IP-agpeca ¢ MAC-agpecom
ycTporcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTcTBYIOWMM IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wwun cbopmat kagpa, WCNOMb3yeMbll ONA  TENEBU3MOHHbIX 3KPaHOB UM KOMMbHOTEPHbIX
MOHUTOpPOB, cocTasnseT 4:3. TenesnaeHue Bbicokon YyeTkocT (HDTV) ncnonesyeT popmat kagpa
9:16.
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Authentication / AyteHTuduKkauma — npoBepka NpuUHAANEXHoOCTU cybbekTy AocTyna

npegbsBeHHOro UM uaeHTMduKaTopa; noaTeepxaeHne nognuHHoctn. OguH M3 crnocobos
ayTeHTMdurKaumMm B KOMMbIOTEPHOW CUCTEME COCTOMT BO BBOoAe Balwero nonb3oBaTenbCcKoro
naeHTndurkaTopa, B NPOCTOPEYUM HasbiBaeMoro «normHom» (login — perMcrpaunoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMK, 3HaHMe KOTOpOou
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyyns BBEAEHHbIV NOfb30BaTENEM JTIOMUH
N Napornb, KOMMbIOTEP CPaBHUBAET UX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B crneumanbHon 6ase

OaHHbIX, K1, B Clly4Hae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / APO (Astoperynupyemasa pauadparma) — 3T0 aBTOMaTU4eckoe
perynupoBaHve BenuWYuHbl guadparMbl ANA KOHTPOMSA KonMyecTBa CBeTa, nonagarowero Ha
maTtpuuy. CyuwecTByeT ABa BapuaHTa aBToMaTuMyeckon perynuposku auadparmel: Direct Drive u

Video Drive.

Biterate / Butpent (CkopocTb nepega4m gaHHbIX) — GyKkBanbHO, CKOPOCTb NPOXOXAEHNSA
OuTOoB MHMOpMaunn. BUTpent NpUHATO Mcnonb3oBaTb NPU U3MepPeHMM 3PPEKTUBHONM CKOPOCTH
nepegadn WHdopmauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMauum»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbcs crnyxebHasi MHdopmMauuns).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEeHcauus
3agHero cBeTa). TUMNWYHBLIN NPUMEP HEOOXOAMMOCTU UCMNOSb30BaHMA: YenoBek Ha (POHE OKHa.
ONEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT UHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon 4yepe3 ob6bekTMB. COOTBETCTBEHHO, Manas durypa vefnioBeka Ha GomnbLIoM

.

CBETSIOM (pOHE OKHa BbINIbETCSH B UTOre "3acBeTkonN" BCeN KapTUHKKU. BknoveHne yHkumn «BLC»

MOXeT B MOAOBHbIX chy4daax ncnpaBuUTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTtokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHavaeTca
ANS MCNONb30BaHWs B NOKanbHbIX CETSAX M MCNONb3yeT cBeAeHus (3anucu) B cryxbe AOMEeHHbIX
umMéH (DNS) ans obHapyxeHust OpyrMx KOMMbIOTEPOB, PaBHO KaK M WHbIX CETEBbIX YCTPOMWCTB

(Hanpumep, NPUHTEPOB) B BnvkanemM CETEBOM OKPY>KEHUM.

CIDR / becknaccoBasi agpecauusa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunm, No3BoNALWMIN rmMbKo ynpaenaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XECTKME paMKu KnaccoBon agpecauuun. Mcnomnb3oBaHMe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHWE Pa3fMyHbIX

MacoK noaceTen K pasnnyHbIM nNogceTaMm.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESbHBIA 3N1IEMEHT, NCNOMNb3YHLNNCS BO MHOIMX
LUMPOBLIX KaMepax M NPeACTaBnsitoWMIA CODOM KPYMHYH WHTErparnbHY0 CXEMY, COCTOSILLYH U3

COTEH ThbICAY 3apsiaoB (NUKcenewn), KoTopble npeobpasytoT CBETOBYKD JHEPTUI0 B ANEKTPOHHbIE
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curHanbl. Paamep matpuubl nameHsieTcs No guaroHanum n moxet coctasnate 1/4", 1/3", 1/2" vnun
2/3".

CGl (EpavHbin wno30BbIM  UHTepdenc) — chneumdukaumsi, onpegensiowias
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ana o6paboTkm AaHHbIX POPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanfIooOKCUAHbIA MNONYNPOBOAHMK) — 3TO LUMPOKO WCMOMb3YyEMbIA TWUM MNOMYNPOBOOHMKA,
KOTOPbIA WUCMNONb3yeT Kak OTpuUaTenbHYl0, TaK W MNOMNOXUTENbHYI 3NEKTPUYECKyo Lenb.
MockonbKy TONbKO Of4HA U3 3TUX TUMOB Lienen MoXeT ObiTb BKNOYeHa B Ntoboe aaHHOe BpeMs, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3NEKTPOIHEPTMN, YEM MUKPOCXEMbI, UCNONb3yoLme
TONbKO OAMH TUMN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKpOCXeMax
cogepxart cxembl 06paboTkM, OAHAKO 3TO NMPEUMMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4nKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npyumeHsemasa Ans
Ha3HayYeHWs1 MOCTOSIHHOIO JOMEHHOIO MMEHU YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKONUTENIO) C
OnHamuyeckum IP-agpecom. 310 mMoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP wvnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npyv yganéHHOM [JocTyne 4epe3 Mogem). [Opyrne mawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW MO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AunHaMuyeckow
KOHcburypauum ysna) — 370 CETEBOW MPOTOKOM, MO3BOMSOLWMIA KOMNbIOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [ns aBTOMATMYECKOW KOHMurypaumm
KOMMNbIOTEP-KMMEHT Ha dTane KoHdurypaumm ceTeBoro ycTpomctea obpalaetca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbli nepuod BpemMeHu. [JaHHyo OYHKLMIO NoAOepXMBaloT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOpPbI.

Digital Zoom / LincdhpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTKKKU, A C MOMOLLbIO KagpupoBaHUSA NOMAYyYEHHOro ¢ MaTpubl n3obpaxeHns. Kamepa Huyero He
yBENMUYMBAET, a TOJMbKO BbIPE3aET HYXHYI0 4acTb M300paxeHWs W pacTarmBaeTt ee Ao

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe AOMEHbI MOTyT BbITb UCMOMb30BaHbI
OopraHmsaumsiMiM, KoTopble XOTAT UEHTPanun30oBaHHO yNpaBnsaTb CBOMMM KOMMbkOTEpPamMM (Ha
KOTOpbIX YCTaHOBMEHbl onepaunoHHble cuctembl Windows). Kaxabin nonb3oBaTtenb B pamMkax

[IOMeHa Mofy4aeT Y4YeTHYl 3anucb, koTopass OObIYHO paspeluaeT 3aperncTpupoBaThCs U
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ncrnonb3oBaTtb NOOON KOMMbOTEP B AOMEHE, XOTsi OQHOBPEMEHHO Ha KOMMbIOTEP MOryT ObiTb

HanoXeHbl  orpaHuyeHusi. CepBepoM [AOMEHHbIX WMEH SBNsSieTCS cepBep, KOTOpbIN

ayTeHTUdMUMPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHaa TexHonorus nepegayvn OaHHbIX NpenmywecTBeHHO B J1OKallbHbIX
KOMMbKOTEPHbIX CEeTAX. CTaHD,aprI Ethernet onpegendarT npoBoaHble COeAUHEHUA U
ANEeKTpnu4eckme curHarnbl Ha (bVI3I/I‘-IeCKOM YPOBHE, cbopmaT KagpoB U NPOTOKOJbl ynpaBlieHUsA

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne ycTaHOBKM MO YMOSYaHUIO — 3TO YCTAHOBKW,
KOTOpble M3Ha4arlbHO UCNONb30BaHbl A5 YCTPOWCTBA, KOr4a OHO OTrpy)XaeTcs ¢ 3aBoa B NepBblI
pa3. Ecnn BO3HUKHET HEOOXOANMMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Mo yMOnyaHuio, TO 3Ta (PYHKUMA NpUMeHMMa ansa G60nblUMHCTBA YCTPOWUCTB, M OHA MOSTHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObIN N3MEHEHBI NOMb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMW, Hanpumep, MeXay nokanbHon ceTbio U WNHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONMbKO 3aperncTpMpoBaHHbIM Nonb3oBaTensaM OyaeT paspelleH AOCTyn u3 O4HOM CeTu B ApYryto
ceTb. BbpaHamayapom moxeT 6bITb MporpaMmHoe obecneveHue, paboTaroliee Ha KOMMbIOTEPE,

nnm 6panHamayapom MoxeT ObiTb aBTOHOMHOE annapaTHoe YCTPOMCTBO.

Focal length / ®okycHoe paccTtosiHue — usMepsieMoe B MUINUMETpax OOKyCHoe
paccTtosHne o6 beKTMBA Kamepbl, onpegensitowee LWMPUHY ropM3oHTanbHON 30Hbl 0630pa, KoTopoe
B CBOI ouvepedpb n3mepsdeTcsa B rpagycax. Onpenensaercsa Kak pacCToaHMe OT NepeaHen rnaBHOM
TOYKM OO nepegHero gokyca (Ansg nepegHero POKyCHOrO pacCTOsiHMSA) M Kak pacCTosiHMe ot
3aHen rmaBHOM TOYKM A0 3agHero chokyca (ans 3agHero oKycHoro pacctosHus). Mpu atom, noa
rMaBHbIMM TOYKaMM NOAPaA3yMEBAOTCA TOYKM MNepeceveHus nepefHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KagppoBas 4yacToTa — KONM4YeCTBO KadpoB, KOTOPOe BuAeocucTeMa (KOMMbIOTEpHast

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaéT B CEKyHAY.

Frame / Kagp - kagpom sBnsieTcs nonHoe Bugeou3obpaxeHne. B dopmate 2:1
4YyepeccTpoyHoOM  pasBépTkn uHTepdenca RS-170 u B opmatax MexgyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoBELLaHuIo, Kagp cosgaeTcs M3 ABYX OoTAenbHbIX obnacrten
NIMHUI YepeccTpodHon pasBepTkn 262.5 nnm 312.5 Ha vacTtote 60 unum 50 My gns Toro, 4ToObLI
chopmupoBaTtb MOMHbIA Kagp, KOTOpbl OoTobpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
Buaeokamepax C MNpOrpeccCUBHOM pPasBepTKOW Kaxabll Kagp CKaHUPYeTCA MOCTPOYHO U He

ABNAETCH YEPECCTPOUHbIM; BONBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepaun ¢annoB) — 3TO NPOTOKON

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcd, 4ToObI
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obmeHuBaeTca dannamm  Mexay KomnbroTepamu/yctponctsamm B cetu. FTP  nossonsier

noaknodaTbes K cepsepam FTP, npocmatpmBaTb COAepKMMOE KaTanoros 1 3arpyxatb ansbl ¢
cepBepa unn Ha cepsep. lNpoTokon FTP oTHOCUTCS K NpOTOKOMNaM MPUKNagHOro ypoBHS U ANs
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNOpPTHLINM nNpoTtokon TCP. Komanabl n gaHHble, B OTNMYKe OT
GonbLlUMHCTBA ApYrMX NPOTOKOSOB rnepegatTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepegadn gaHHbelx, nopt 21 - Ang nepegaym komang. MNopt

Ona npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIA Aynrekc npencraeBnsaeT cobow nepegady
AaHHbIX OAHOBPEMEHHO B ABYX HanpasneHusx. B cucteme 3ByKOBOCMPOWM3BELAEHUSA 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cucTeMamu. Takke nonyayninekcHas cBs3b obecneuvvBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B O4HOM HanpaslieHN 3a O4MH pas.

G.711 — crangapT gnst npeacraeneHnsa 8-omtHon komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoachcdmumeHT ycuneHmsa — KoapUUNEHTOM yCUNEHUs SBMSETCS KOIUUNEHT
YCUNEHNss W 3KCTeHTa, B KOTOPOM aHanoroBbl yCUNUTENb YCUNMBAET Cuny curHana.
KoadhdmumeHThl ycuneHms 06blMHO BbipaXatloTcsi B eanHunbax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynotpebutenbHbIM CNOCOO0OM NSl UIBMEPEHNS YCUINEHNS YCUIUTENA.

Gateway / MexceTeBOW W3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yeCcTBe TOYKM BXoda B OpYryto ceTb. Hanpumep, B KopnopaTMBHOW CETWU, cepBep
KOMNbIOTEPA, OENCTBYIOLLMA B KadeCTBEe MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CeTeBOMW 3alnTbl. MexceTeBOW LUM3 YacTo CBSA3aH Kak C
MapLUpyTM3aTOPOM, KOTOPbLIN pacno3HaeT, Kyaa HanpaBnisaTbh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMIO3, TaK U KOMMYTaTOPOM, KOTOPbIAN NpPeaocTaBnsaeT UCTUHHbBIA MapLupyT B U U3

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — aT0 MexayHapOoAHbIN CTaHOapT KOAMPOBaHUSA ayavo 1 BUAEO, (4pyroe HasBaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [lJaHHbI cTaHOapT COOAepXUT pan HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTENBHO MOBLICUTL 3MMEKTMBHOCTL CKaTuUA BUOEO Mo
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUyo MMBKOCTE MPUMEHEHUSA B pa3HOObpasHbIxX ceTeBbIX cpedax. Micnonb3yetcsa B LMPOBOM

TenesungeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NMpoTokon nepegayn runeprekcra) — 310 Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumun, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumegua canvnamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaetcd A0 NOfydYeHnus

noatTeepXxXaeHma o ero npaBsuiibHOM npueme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwWwéHHbIA NPOTOKON nepepayun
runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepefaBaemble no npotokony HTTP, «ynakosblBaloTCA» B KpunTtorpadgpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecneunBaeTca 3aluuTa 3TUX gaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4anuio ucnonssyetcs TCP-nopt 443.

Hub / CeTeBOM KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NoAKNHYEHNS
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLIEHTpPATOp NepeaaeT BCe AaHHbIE B YCTPOWCTBA,
NOAKMYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOMbKO nNepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpOTOKON ynpaBrisilOLMX
coobuweHun) — ceTeBor NMpPOTOKOS, BXoaswmn B ctek npotokornoB TCP/IP. B ocHoBHOM ICMP
ncnonb3yeTcs Ans nepegadv coobuleHuMn o6 owmnbKax M OpYrux UCKMYUTENBbHBbIX CUTyauusx,
BO3HUMKLUMX NPV Nepeaaye AaHHbIX, HanpyMMep, 3anpalunBaemasi ycnyra HegocTyrnHa unm XocT unm

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / CtaHpapT |IEEE 802.11 — 370 ceMencTBO cTaHAapToB AN 6eCnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 noggepxmBaeT nepedadvy AaHHbIX Ha ckopoctn 1 wunum 2
M6wut/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepegadn AaHHbIX 11
M6wuTt/cek Ha nonoce 2.4 [Ty, B To Bpemsa kak ctaHgapT 802.11a no3BondeT 3agaTtb CKOPOCTb OO0

54 MbwuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpoCcTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONAMWN) B CEKYHAY, N3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX MNOMs
(nonykagpa) 3atem obbeauHawTca B 1 kagp. YepecctpouHas passepTka Obina paspabotaHa
MHOrO NeT Ha3af Ans aHanoroBoro TeNeBUAEHUS N A0 CUX MOop LUMPOKO npumeHsieTcs. OHa naeT
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWUs B CTaHO4APTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXXeHNEe N300paKeHus.

Internet Explorer (IE) — cepusa 6pay3epoB, pa3pabatbiBaemas kopnopaumen Microsoft ¢
1995 roga. BxoamTt B KOMMMEKT onepaunoHHbix cuctem cemencrtea Windows. AsnseTtcsa Hanbonee

LLUMPOKO MCMNonb3yemMbiM BeD-6paysepom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awWmTbl 060PYAOBaHUSA, KOTOPbLIN OMUCbIBaeT
nbilfie- U Bnaro- 3awuty kKamepbl BuaeoHabnwogeHus. NepBas undpa obo3HayvaeT ypoBeHb
3almMTbl OT nonagaHus TBEpAbIX YacTuy (Hanpumep, umdpa 6 o6o3HayYaeT NOMHoe UCKIYeHue

nonagaHus nbinun). Btopasi undpa ob6o3HayaeT ypoBeHb 3alWUTbl OT MONafdaHUs XWMOKOCTEN
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(Hanpumep, umdpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO3SENCTBMM MACCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NN Bpe€MEeHHOM 06nvn3ava|.)

IP-kamepa — uUMdpoBas BUAeokamepa, OCOBEHHOCTbIO KOTOPOW SIBRSieTCs nepepaya

BugeonoToka B undposom cpopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beaMHeHHOM rpynnbl
3KcneptoB B obnactu c¢otorpachun) — oamH M3 NONyNsipHbIX rpaduyeckux opmaTos,
NPUMEHSIEMbIN ANs1 XpaHEHMT OTOM3006paKkeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHmm
n3obpaxerma JPEG nmeeTcsi BOSMOXXHOCTb HACTPOWMKM MCMONb3yeMOro koddduumeHTa cxaTus.
Tak kak npu Oonee HWU3KOM KO3PpUUMEHTE CXaTua (T.e. CaMOM BbICOKOM KayecTBe)
yBenuumnBaeTca obbem banna, cywecTByeT BblIOOp MexXay KayecTBOM n3obpaxeHusa n obbemom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo ouToB npoxoaAT 3adaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMCnUTENbHas CeTb) — KOMMNbIOTEPHAs CeTb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYID TEPPUTOPUIO NN HEBONbLUYID rPynny 34aHUN

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONPeaerIEHHYI0 reorpaduUecKyto 30Hy.

Lux / Jllokc — eauHuua namepeHus ocsellleHHocTU. OnpeaensaeTcs Kak OCBELLEeHHOCTb
MOBEPXHOCTU NMrowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 niomeH. Mcnonb3yeTca ans 0603HayYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN nOeHTUdUKaTop NPUCOeaMHEHHOro K CeTU YCTPOMCTBA UK, TOYHee, ero nHtepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTbI NPOXOAAT 3af4aHHYH TOYKY. OTOT napameTp 06bIYHO
ncnonb3yeTtcsi, YTobbl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AOMkHa paboTtaTb Ha

ckopoctn 10 unmn 100 Mout/cek.

MJPEG (Motion JPEG) — nokagpoBbii MeTOd BUAEOCKATUS,, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro SIBMSAETCA CXaTue Kaxdoro OTAENbHOro Kaapa BMOEOnoTOKa C MOMOLLbK anroputma
ckatna wusobpaxenHun JPEG. TMpu coxkatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4nNTbIBAETCA.

MPEG-4 — 310 MeXayHapoaHbl cTaHaapT, UCMONb3yeMblil NMPENMYLLLECTBEHHO AN CxXaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNOMb3yeTcs AN BeLaHus
(noTokoBOE BMAEO), 3anUcK PUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMpOKOBELLaHNA, B KOTOPbIX akKTUBHO UCMNONb3YyETCA CXKaTue LI,I/I(prBbIX BMOeo 1 3ByKa.
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Multicast / FpynnoBasa nepega4ya — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOW

KOMUM MakeToB HanpaBndaAwTCsa onpedenéHHoMy nogMHOXEeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOWNMKN CBSA3b MeXQYy WCTOYHMKOM W OAHWM MonydaTenem,
CYLLLECTBYIOT Takue NpunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK NOCbINan nHpopmMaumo cpasy
roynne nonydatenen. [lpu TpaguuunoHHon TexHonorun |IP-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenseT cobon paclwmpenune IP-
agpecaumu, No3BosisoLLEee HanpaBuTb OAHY KOMUIO NakeTa cpasy BceM nonydartensam. MHOXecTBo
nonyyaTernen onpegenseTcs NPUHAANEXHOCTbIO KaXKA0ro U3 HUX K KOHKpeTHON rpynne. Paccbinky
OIS KOHKPETHOW rpynmbl NOMy4YatoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaBnseT psa CyLeCTBEHHbIX NPENUMYLLECTB N0 CPaBHEHUIO
C TPaAMLUMOHHbIM Noaxoaom. Hanpumep, aobaBrneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBennyeHne nponyckHoM CnocCoBHOCTM ceTu. 3HauYnTENbHO COKpallaeTCsl Harpyska
Ha nocbinalvwWwun cepBep, KOTOopbli 6Gonblle He [OO0/MKEeH noadepXuBaTb MHOXECTBO

[ABYXCTOPOHHUX COeaUHEHWIA.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOW CeTn HeobXoauMbl: MoaOepXKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka nportokona IGMP
ANA OTNpaBKK 3anpoca 0 NPUCOeUHEHWUM K rpynne 1 NosyYeHur rpynnoBoro Tpaduvka, nogaepxka
rpynnoBon agpecaumm CeTeBOM KapTOW, NpUroXeHue, UCNosb3ylowee rpynnoByo agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonornma «MynbTukacT» mcnonb3yet agpeca ¢ 224.0.0.0 go
239.255.255.255. TllopoepxuBaeTtca craTudeckass M AOWHaMmdeckas agpecauus. [Mpumepom
cTtaTudeckmx agpecosB angatTcsa 224.0.0.1 — agpec rpynnbl, BKkrovawowen B ceba Bce ysnbl
nokanoHon cetn, 224.0.0.2 — BCe MapLlpyTu3aTopbl fokanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLipyTU3auunm u gpyrux
HU3KOYPOBHEBLIX MPOTOKOMOB MOAAEPXKW rpynnosBon agpecauun. OcTanbHble agpeca
OWHAMUYECKM  UCMOMb3YTCA  NpunoXxeHuamu. Ha  cerogHAWHWW  AeHb  GOMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMBAIOT ATY ONUMIO (B MEHIO 0BbIYHO eCTb onums, paspewatowaa IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEeHU) — CeTEBON
NPOTOKON ANsi CUHXPOHM3AUUKN BPEMEHM C ucnonb3oBaHnem ceter. NTP ncnonb3yeT ansa csoen

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctanpgapt NTSC) — ctaHgapt NTSC
SIBNSIETCA TENeBM3MOHHLIM 1 BuaeocTaHgaptomM B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaHgapT, OnpeaensoLnin

NPOTOKOMbl B3aUMOAEWNCTBUSA TaKUX YCTPOWCTB, Kak |P-kamepbl, BUOeOperncTpaTopbl U cUCTEMbI
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ynpaseneHna Bugeo. MexayHapogHbelh (opym, CO3fgaBlUMA - OaHHBIA - CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems n Sony B 2008 rogy c uenbto

pa3paboTku U pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHUs.

PAL (Phase Alternating Line / TeneBu3anoHHbin ctaHgapT PAL) — TeneBuW3MOHHbIN
ctaHgapT PAL saBngaetcs npeobnagatlowmm TeneBM3MOHHBIM CTaHAapTOM B cTpaHax Esponbl.

TeneBun3anoHHbIN ctaHgapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonornsa, nossonstoLuas
nepegaBaTb yAanéHHOMY YCTPOMCTBY BMECTE C [OaHHbIMU JMEKTPUYECKYIO SHEpPruio 4vepes

cTaHgapTHYto BUTYHO napy B ceTu Ethernet.

Port / MopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIN pPECYPC, BbIOENSEMbIN
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, ANt CBA3M C MPUNOXKEHUSIMM,
BbIMOMHSAEMbIMU Ha APYrMX ceTeBbIX XOCTax (B TOM YMCNe C OPYrMMU MPUMOKEHUAMM Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CEpPBEPHON MOAENU MpUNOXeHne nNnbo OXMaaeT BXOASALWMX OAHHbIX
UM 3anpoca Ha coeauHeHue («crnywaeT nopT»), NMMbo nocbinaeT AaHHble WM 3anpoc Ha

COEeAMHEHNE Ha U3BECTHbIM NOPT, OTKPbLITHIN NPUNOXEHNEM-CEPBEPOM.

PPP (Mpotokon ABYyXTOYEYHOro COEAMHEHWUA) — T[POTOKOM,  MO3BOSIAIOLLNIA
ncnonb3oBaTb MHTEpdENC nocrnegoBaTenbHOW nepegavn Ans CBA3WM Mexay ABYMsi ceTeBbIMU

ycTponcteamun. Hanpumep, nogkntodeHune MK Kk cepBepy nocpeactsomM Tefied@OHHON NIMHNN.

PPPoOE (Point-to-Point Protocol / [poTokon coeauHEHNUA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHwa  nonb3oBaTenen cetu craHpapta Ethernet k WHTepHety uepes
LLUIMPOKOMOIOCHOE COeANHEHNE, Takoe Kak NnHMs DSL, 6ecnpoBogHOe yCTPOMCTBO UK KabernbHbIn
mogem. C nomoulbto PPPOE 1 LuMpokononocHoro Mogema nosib3oBaTtenn nokanbHOW ceTn MoryT
nony4atb OOCTYNn C MHAMBMAOYanbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CETAM
OaHHbIX. ObbeauHaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT 3EKTUBHLIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yaaNEeHHbIM CepBEPOM

OnA KaXXaoro nornb3oBaTternid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BMAEeOHabMoaeHMM, Npy KOTOPOM Kaxabl Kaap BOCNPOU3BOAUTCH MO OOHOW NMHMK B
nopsgke WX pasMeLleHns Kakayl LeCcTHaguaTylo oM CekyHabl. TO ecTb CcHadvana
nokasblBaeTcs NMUHKUA 1, 3aTeM 2, 3aTeM 3 U Tak ganee. Takum obpasom, n3obpaxeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B aToM criydyae nomHOCTbIO ucyesaeT 3dekT MepuaHusi, No3ToMy

Ka4eCTBO OTCHATOro BUAeO nony4yaeTca ©onee BLICOKMM.

RJ45 — yHUUUMPOBAHHbLIM pas3béM, UCMOMNb3YyEMblA B TENEKOMMYyHWKauusx, umeet 8

KoHTakToB. MicnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.
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Router / MapwpyTusaTtop — 3TO YCTPOMCTBO, KOTOpPOE ornpenensier Touky Gnvxanwen

CeTu, B KOTOPYI MakeT AaHHbIX AOMKeH OblTb HampaBneH Kak B CBOW OKOHYATENbHbIA MYyHKT
Ha3HadeHns. MapwpyTmu3aTtop co3gaeT uW/wnu  NoAAepXkuBaeT  crneumwanbHylo  Tabnuuy
MapLUpyTMU3aLMmK, KOTopasi CoXpaHsieT MHOopMaLMio, Kak TOMbKO OHa AOCTUraeT onpegeneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3atop BKMAOYEH B KayecTBe 4YacTU CEeTeBOro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B peXnMe peanbHOro
BpeMeHMu) — 310 npoTtokon IP ona nepegayv gaHHbIX (Hanpumep, ayaumo vnv BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, HeobxoanMble NS
BOCCTAHOBIIEHUSA rofloca Unu BuOeonsobpaxeHnsa B NPUEMHOM y3rie, a Takke [aHHble O Tune
koauposaHua nHgpopmauuun (JPEG, MPEG 1 1. n.). B 3aronoBke gaHHOro NpoToKosa, B YaCcTHOCTMU,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTW napameTpbl NO3BONSAIOT NPU MUHUMAMbHbIX
3agepxkax onpefenutb MOpPsSAOK WU MOMEHT AEKOAMPOBaHUS KaXkOoro mnaketa, a Takke
WMHTEpPNoNMpoBaTb NOTEpPsiHHbIE MakeTbl. B kayecTBe Hwkenexawlero npoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBuno, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNpaBreHWsl, KOTOPbIN CAY>KUT OCHOBOM ANS cornacoBaHus
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHon nnn ogHoagpecHon nepegayn n ons
cornacoBaHuns ucnonb3yemblx kogekoB. RTSP MoxHO paccmaTpuBaTb Kak NynbT AUCTAHUMOHHOMO
yrnpaBneHnss NoTokaMu OaHHbIX, NpeocTaBnseMbiMu cepBepoMm MynbTumeana. Cepsepbl RTSP
06blvHO wucnonb3yoT RTP B kayectBe cTaHOapTHOrO NpoOTOKOMa Ans nepejayun ayamo- u

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatm TMna SD) — cdopmaT kapTbl pnawl-
namaTy, paspaboTaHHbI Afs UCMOMb30BaHWA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHAWHMIA AeHb LUMPOKO UCMOMb3yeTcs B  UMAPOBbIX YCTPOWCTBAX, Hanpumep: B
oToannapatax, MoOunbHbIX TenedgoHax, KIK, koMmmyHukaTopax wn cmapTdoHax, GPS-

HaBuUratTopax, BnaeokamMepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BOMSET
perynupoBaTb BpeMsi HaKOMMEeHUsa 3NeKTpudeckoro 3apsga. dTa deTanb OTBeYyaeT 3a
ONNTENBHOCTb BLIAEPXKKM U KONMYECTBO CBETA, NOMABLUEro Ha Matpuuy nepes hopMUPOBaAHNEM

n3obpaxxeHus.

SMTP (Simple Mail Transfer Protocol / MNpocTton npoTokon nepeaayu MouYTbl) —
npotokon SMTP wucnonb3dyetcs ANs OTCbIMKM W MNOMYYEeHUs SMeKTPOHHOM noyTbl. OaHako
MOCKOSbKY OH SIBMSIETCH «NPOCTbIM» NO CBOEW CTPYKTYpPE, TO OH OrPaHUYeH B CBOEN BO3MOXHOCTU
Mo BMECTMMOCTU COOOLLUEHUI Ha Mony4vyarLem KOHUE, N OH OBbIYHO MCNONb3yeTCca C OOHUM U3

ABYX Apyrmux npotokonos, POP3 nnn npoToKkonomM MHTEPAKTMBHOrO AOCTyNa K 3N1EKTPOHHOW noyTe
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(npoTtokon IMAP). 3Tu npoTOKOMblI MO3BOMSOT NONb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckmn 3arpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lTpoTokon 3awmiieHHbIX
cokeToB / lpoTokon TPaHCMOPTHOro YPOBHA) — 3TW ABa NpoTokona (npotokon SSL asndaeTtca
npuemMHUKOM npoTokona TSL) 4aBndTca  Kpuntorpaduyeckumu  MpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBa3b B ceTu. B 6onblumHcTBE cnyyvaeB npotokon SSL ncnonb3yetcs
yepe3 npotokonn HTTP, 4tob6bl chopmumpoBaTh NPOTOKON 3alMLLEHHON NMepegayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B NHTepHeTe Ons OCyLeCTBAEHUS
(PUHAHCOBLIX TpaH3akuun B 9nekTpoHHOM Buae. [Mpotokon SSL wucnonb3dyeT ceptudmkaThbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka nogcetn — GuToBasd Macka, onpegensiouwasi, kakass yactb IP-
agpeca ysna ceTu OTHOCUTCSA K agpecy CeTu, a Kakas — K agpecy camMoro y3na B 3TOW CeTw.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon noacetun 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommyTatop — KOMMyTaTOpoM S$BMSIETCA CETeBOE YCTPOUCTBO, KOTOpoe
coefVHSAEeT CErMeHTbl CEeTU BMeCTe U KOTopoe BblbpaeT MapLipyT ANa Nepecbiikn yCTPOUCTBOM
OaHHbIX K ero onwkanwemy nonydatento. OObIMHO KOMMYyTaTop sBRseTcA 6oree npocTbiM n
6onee ObICTPbIM MEXaHU3MOM, YEM CETEBOW MapLupyTu3aTop. HekoTopble KOMMyTaTopbl UMEIOT

dOYHKUUIO MapLipyTusaTopa.

TCP (Transmission Control Protocol / MpoTokon ynpaBneHus nepenayvyen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayeHHbln ONs ynpaBneHus nepegaden
AaHHbIX B ceTax u nogcetsx TCP/IP. TCP - 3To TpaHCNOPTHLIN MeXaHu3M, NpedoCTaBMsoLWnN
NOTOK AaHHbIX C NpeABapuUTenbHOM YCTAaHOBKOW COeAMHEHNS, 3a CHET 3TOro AatoLLmi yBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlyYaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX W yCTpaHseT AybnupoBaHue npu nosnyyvyeHun OByX KOMMKM OAHOro naketa (Cm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbii Nepnog BpEMEHM UM YMCNO UTEPALIMIA U MEPEXOOOB,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb O CBOEro MCYE3HOBEHUS. 3Ha4yeHune
TTL moxXeT paccMmaTpmBaTbCs Kak BEPXHASA rpaHuLa BPEMEHUN CyLlecTBOBaHUA |IP-gentarpammel B
cetu. MNone TTL ycTaHaBnvBaeTca oTnpaButTenemMm gemtarpamMmmbl U YMEHbLUAETCH KaXabiM Y3r1IOM
(Hanpumep, MapLpyTU3aToOpoM) Ha NyTW ero CriedoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE MMM COrnacHo npotokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS PaBHbIM HYr0 4O TOro, Kak gerMTtarpamma npubyaeTt B NyHKT Ha3HaYeHuWsi, TO Takas
aentarpamma oTbpacbiBaetca u  otnpasutento otcbinaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLEeHEe BPEMEHHOTO UHTEepBana.
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens)) — 3TO

npoTokonn obmeHa [faHHbIMA C  OrpaHMYEeHUsIMM Ha Mepecbiflaemble [OaHHble MO CeTw,
ncnoneaytowen npotokon |IP. lNpotokon UDP saensietcs anbTepHaTuBow npotokony TCP.
Mpenmywecteo npotokona UDP coctouT B TOM, 4TO Ans Hero HeobsAsaTesibHa AOCTaBKka BCEX
AaHHBIX U HEKOTOpble MakeTbl MOryT ObITb NPOMYyLLEHbl, €Crn CeTb neperpyxeHa. 3To ocobeHHOo
yaobHO npu nepegaye BunageomaTepuanoB B pPeXMME peanibHOro BPEMEHW, NMOCKOMbKY HE UMeeT
CMbiCna MOBTOPHO MepefaBaTh YCTapeBLUY WHGOpMaumio, KoTopas Bce paBHO He Oyaet

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossofsowasi nepcoHasnbHbIM
KOMMNbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HaNpMMep, OXpaHHOMY 06opyaoBaHuIo,
pasBnekaTtenibHbIM  YCTPOMCTBAM WM UHTEPHET-LUN03aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn n pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPnP ctpoutcsa Ha
OCHOBE TaKuX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorna UPnP
nogaepXkmnBaeT ceTeBble MHMPACTPYKTYpbl NPaKTUYEeCKM NoOOoro Tuna - kak NpoBOAHble, Tak U
OecnpoBoaHbie. B 1x yncno, B 4YacTHOCTH, BXOasT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTm Ha ocHoBe TeneMOHHbLIX NMHUA, AWHWI 3nekTponuTaHus u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetu MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHOM NpOTOKON nepefavv AaHHbIX) —
MPOTOKOM, CO34aHHbIM chneumanbHo Ana  GSM-ceTen, rge HYXHO YCTaHaBnuBaTb CBSA3b
nopTaTMBHbLIX YCTPOMCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTenbs MOOWUMBHOro

YCTPOWCTBA MOXET 3arpyxaTtb U3 ceTu MIHTepHeT nobble LndpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmnm HTTP-3anpockl OT KIMEHTOB,
06bl4HO Beb-6paysepos, u Bbigarowmn um HTTP-otBeThl, 06bIMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHmem, pannom, Meamna-noToKoM U ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHO — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ana 6ecnpoBogHbix ceTten Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylOWee cTaHgapty IEEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYKOLIEro ceptudumkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMOMb3yloLWas B
Ka4yeCcTBe HOCUTEMNS pPaauOoBOIHbLI: 6eCcnpoBOAHOE MOAKMHOYEHMNE K CETU KOHEYHOIO NONb30BaTENS.

[na OCHOBHOW CETEBOWN CTPYKTYpPbl 0OLIYHO UCMONb3yeTcHa kKabenbHoe coequHEHNE.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N520 100



Be\«UARD Ilpunosxcenus

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHasHayYeHHbIN AN NornyaBToOMaTU4EeCKOro

co3gaHusa 6ecnpoBogHon gomMaluHen cetu. [poTokon npm3BaH oka3aTb MOMOLLb MOMb30BaTENsAM,
KoTopble He 00nagalrT LWMPOKMMKU 3HaHWsSIMK O Ge3onacHOCTM B GEecrnpoBOOHbLIX CETHAX, U Kak
cnencTeMe, MMEKT CITIOXKHOCTU MpU ocyllecTBneHun HacTpoek. WPS aBTomaTtnyeckun ob6o3HavaeT
UMs ceTU U 3agaeT WMdpoBaHue, Ang 3almTbl OT HECAHKLMOHNMPOBAHHOIO A0CTyna B CeTb, Npu

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxatus Buaeo — 3TO METOAMKa YMeHbLleHUs pasmepa danna umnmdposon
BMaeos3annucu MnocpeacTBOM yaarneHuss rpauyeckmx 9nemMeHTOB, He  BOCMpUHUMaeMblX

4yerioBe4eCkMM rmnas3om.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMONb30BaTb PasfiMyHbIe
POKYCHblEe pacCTOsHUSE B MNPOTUBOMOSIOXKHOCTE OOBLEKTUBY C  (OUKCUPOBAHHBIM  (POKYCHbIM

paccToAaHnem, KOTOprVI ncnonb3yeT b 04HO PacCToAHUE.

Butasa napa — Bug kabens cBsisu, npenctaBnsieT coboW OAHY WM HEcKonbko nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXZdy COOOW, MOKPbLIThIX MAACcTUKOBOW O0GOMOYKON.
CBvBaHME NPOBOAHWUKOB MPOU3BOAUTCS C LIEMNbO MOBbILEHUS CTEMEHW CBA3M Mexay cobol
NPOBOAHMKOB OfHOW Napbl (3NeKTpoMarHuTHasi noMexa OfMHAKOBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAYLEro yMeHbLUEHUS1 3NEeKTPOMAarHUTHbIX MOMEX OT BHELUHMX WMCTOYHWUKOB, a Takke

B3aVMHbIX HABOAOK Npw nepegade audgepeHumnanbHbIX CUrHanoB.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBeT BO$,EI,€I7ICTByeT Ha y4acCTOK
CBETOYYBCTBUTENIBHOIO MaTtepuana wuiun CBeTOHyBCTBMTeﬂbHOVI mMaTpuubl AOnAa coobLeHuns emy

onpenenéHHon aKcnosmunn.

[eTekTop ABUMXEHUA — 3TO annapaTHbIn NMBO NPorpaMmHbIN MOAYrb, OCHOBHOW 3adadven

KOTOPOro ABndeTcs o6Hapy>|<eH|/1e nepemMeLlarLnxca B none 3peHnd Kamepbl 0OBbEKTOB.

[eTekTop caboTtaxa — 9TO NMPOrpamMMmHbIA MOAYMb, KOTOPbIA MO3BONSEeT ObHapyxuBaTb
Takme cuTyaumm, Kak: pacoKyCcupoBKa, nepekpbiTMe Unu 3acsevrBaHue n3obpakeHus, OTBOPOT
Kamepbl, YacTudHas noteps curHana. lNpuHUMn OEeWCTBMA OCHOBaH Ha aHanu3e B pexume
peanbHOr0 BpEeMEHW W3MEHEHMSI KOHTpacTa JoKanbHbIX obnacten KagpoB M3 BUAEOMNOTOKA,
nosy4aemMoro ¢ tenekamepbl-getekropa. [letektop caboTaxa aBTomaTU4eckn BolbupaeT obnactu
KagpoB, N0 KOTOpPbIM HEOBXOAMMO OLEeHMBaTb M3MEHEHWE KOHTPACTHOCTU BO BPEMEHM W, €Criv
N3MEHEHME KOHTPACTHOCTM B 3TMX 0ONacTax nNpeBbIlaeT HEKOTOPbIA OTHOCUTEMbHLIN MOpPOr,

NPUHNMAaET peLlleHne O noTepe «nosie3Horo» suaeocurHana.

Owvacdparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0OObekTuBe
Kamepbl, KOTOpoe perynupyeT KONMMYecTBO CBeTa, nonajawlwero Ha martpudy. W3meHeHne
pasmepa AuadparMbl NO3BOMSET KOHTPONMPOBaTb UENbi psg nokasaTenen, BaXHbIX AN

nony4yeHmna ka4eCctBeHHOro M306pa>|<eH ns.
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JdomMeHHoOe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0603Ha4varoLLas

UMsi calTa WM ucnonb3yemasi B MMeHax 3MEeKTPOHHbIX MOYTOBbIX SLWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb aJpecaumy UHTEPHET-Y3r0B UM PaCMOSIOXKEHHbIX Ha HWX CETEBbIX PECypCOB

(Beb-canToB, CEpBEPOB 3MNEKTPOHHOM MOYThI, APYrMX cryx6) B yaobHoM ans yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTtBo, obecneymBarollee NOACBETKY oObekTa

HaGJ'II'O,EI,eHI/IFl C unsny4yeHnem B I/IH(bpaKpaCHOM Onana3oHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHadeHHasa ons padoThbl KpyriocyToO4HO
B pPa3HbIX YCNOBMAX OCBELLEHHOCTU. B ycrnoBusix apkon ocBeLLleHHOCTU n3obpaxeHune uBeTHoe. B
TeMHOe BpeMsi CyTOK, KOrga SIpKMin CBeT nponagaeT, M HauMHalTCA CyMepKu, mn3obpaxeHue

CTaHOBUTCA l-IepH0-6eJ'IOG, B pe3ynbTaTte 4ero noBbillaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsA3n Kodek aTo obbl4HO Koaep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoOBaHHbIX LENaxX WM MUKpocxemax pfAnsi npeobpas3oBaHMs aHanoroBbiX BUOEO- U
aygvocurHanos B Lmdposon cdopmaT anga nocrniegyowen nepegaydn. Kogek takke npeobpasyet
npuHMMaemMble UNMPOBbIE CUrHaNbl B aHanoroBblt ¢opmat. B kogeke ogHa MUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B UMdpoBon M LMPOBOro curHana B
aHanoroBbin. TepMmnH «Kogek» Takke MOXeT OTHOCUTBCA K KOMMNPeccumn/gekomMnpeccun, n B 3ToM
crny4vae oH 06bl4HO O3HaYaeT anropmuTM UM KOMMBIOTEPHYHO NPOrpaMmy Ansi yMeHblueHns obbema

dannos n nporpamm.

Hopmaano 3aMKHYTblI€ KOHTaKTbl — TakKasd KOHCTPYKUUA AaT4yMKa, KOTOopasda B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — Pa30MKHYTbI€E.

Hopmaano Pa3OMKHYTblI€ KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCMBHOM COCTOAHUN MMEET Pa3OMKHYTbI€ KOHTaKTbl, a B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTUB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYyeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CcBeTa Ha MaTpuLe Bnageokamepsbl.

OTHoLweHne curHan/lym — YUCMNEHHO onpedensieT codepXaHwe napasuTHbIX LUYMOB B
curHane. Namepsietca B geumnbenax (ab). Yem Gonblue 3Ha4yeHWe OTHOLIEHMS curHan/lwym Ans

BuaeocurHana, TeM MeHbLUE MOMEX N UCKAXKXEHUI nMmeeT M306pa>|<eHme.

Mukcenb — 370 ogHAa M3 MHOXECTBA TOYEK, COCTaBNAILWMX undpooe n3obpaxeHue. LiBet

N MHTEHCUBHOCTb KaXXO0ro NUKCENs COCTaBMAET KPOoLIeYHY 06nacTb N300paXKeHus.

MNpokcu-cepsep (Proxy — npeacraBuTenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbLIX CETAX, MO3BONSAOLWAA KIMEHTaM BbIMOMHATbL KOCBEHHblE 3anpocbl K Apyrum
ceTeBbIM crniyxx6am. CHavana KnueHT MOAKMNoYaeTcs K MPOKCU-CepBEpY W 3anpalunBaeT Kakow-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTteM Npokcu-cepeep NnBo nogknovaeTcs K

yKasaHHOMYy cepBepy W Mosfly4aeT pecypc y Hero, nubo Bo3BpallaeT pecypc U3 coBCTBEHHOro
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kawa. [Npokcu-cepBep NO3BONSET 3aLUMLLATD KIIMEHTCKUIA KOMMNBIOTEP OT HEKOTOPbLIX CETEBbLIX aTak

M nomMoraeT CoXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiolwMin rnoBedeHWe YHKUMOHamNbHbIX 6GroKoB Mnpu
nepegade pgaHHbiXx. PopmanusoBaHHble NpaBwuna, onpeaensiolMe MnocneaoBaTenbHOCTL U
dopmaT cooOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBble KOMMOHEHThI, Nnexalluue Ha OAHOM

YPOBHE, HO B Pa3HbIX y3nax.

PaspewieHne n3obpaxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYEK) Ha eauHULy nrowagmn
n3obpaxeHus. lamepserca B Meranukcensix unm otobpaxkaetcsa B BuAe ABYX BEMNYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LLIMPpUHaA TakKe B JaHHOM Crlydae U3aMepdrTCA B NUKCENAxX.

Py4yHasa amnacparma — NnpoTMBOMNONOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl Kamepbl O0SDKHA BbINOMHATBCS BPYYHYKO ANA PErysiMpoBKM KONMYecTBa CBETa,

Aocturarowiero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapakTepuCTMKa, NoKasblBaloLLas, Kakoe KOrm4ecTBO cBeTa
cnocobeH nponyckaTtb AaHHbI 00bekTnB. Yem Oornblle MakCUMarnbHbI OAMaMeTP OTKPbITOM
anadparmbl (MM, COOTBETCTBEHHO, YeM MeHble F-4ynucno), Tem Gornbluee KOnMMyecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha (*)OKaJ'IbHy}O NJSIOCKOCTb, U TEM BhiLIE CBETOCUITA OObEKTUBA.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N CeTeBOW Kabenb WNM KaHamn CBSA3N MOXeT

ncnosmnb3oBaTbCA ANA nepeagayvn I/IHdZ)OpMaLI,VII/I TONMbKO B OAHOM HanpaB/ieHnW.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobX0AMMbIMM XapaKTePUCTUKAMU 3aLUTbl OT BANSIHUA BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHass Buaeokamepa — 9TO kamepa, KoTopasd [faeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnto MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MNOnyyYeHUs LBETHOro n3obpaxeHus
BO3MNe KaXKAOW A4Yerkn MaTpulbl OpMUMPYOTCA LBETHble hunbTpbl. NepBbin UAbTP NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOW 3EMEHYI0, a TPETUN CUHIOW. Takum o6pasom, Tpy S4enku
CTaHOBATCS OAHOWM Toukon B uBeToBOM dhopmate RGB. CrnegoBaTtenbHO, BMECTO TpeX nukcenemn

Ha pe3ynbTupyrowem |/|306pa>|<eH|/|V| Mbl nony4yaem TOJIbKO OAUH.

AnekTpomexaHnvecknn WUK-bunbTp — npeacraBnder cobor YCTPOMCTBO, KOTOpPOe
cnocobHO B OQHOM pexvMme noaaBnAaTb MHpPaKpacHbIi Ananas3oH Npu NOMOLUM UHGPAKpPaCHOro
NK-dpunbTpa, a B apyrom pexmme VK-counbTp ybrpaeTca anekTpoMexaHuyecku, Takum obpasom,

aenaa AoCTYNHbIM BECb CMEKTP CBETOU3NYyYEeHUA.
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