ENVR8304E-8CH

8-Channel Plug & Play NVR

Quick Installation Guide

']Everl-'ocus‘

VdEverFocus®

Copyright © EverFocus Electronics Corp,
Release Date: December, 2013

Notice: This content is subject to be changed without notice.




l] EverFocus® ENVR8304E-8CH
1. Introduction

EverFocus all new NVR Solution, targeting small-scale installations such as homes and small
businesses, will also be placed under the spotlight. With true plug-and-play setup and real-time
local display up to Full HD resolution, the Linux-embedded solution works just like a NVR but
without the need for those complicated network settings that would be otherwise required
with conventional NVR systems.

Featuring a standalone network video recorder up to 8 channels, along with a series of NVR
EverFocus megapixel cameras, the NVR Solution offers a complete system kit that can be easily
installed in a matter of minutes. There is no need to purchase extra computers or software to
operate the system.

When paired with our powerful EverFocus PowerVideo Plus CMS, the ENVR8304E-8CH can be
used in complex multi-site installations with centralized management. The ENVR8304E-8CH is
also fully supported by the EverFocus MobileFocus remote viewer on iOS and Android devices,
which help extend video surveillance from fixed locations to mobile environments.

System Requirements

Before installing, please check that your computer meets the following system requirements.

Operating System Windows XP (32-bit) / Win7 (32 and 64-bit)

CPU Intel Core 2 Duo, 2.6GHz

RAM 2GB

AGP or PCI-Express, 800x600 (1280x1024 recommended), 32-bit

VGA
color

LAN Speed 10 /100 / 1000 Mbps (RJ45)

Web Browser Windows (IE 8, 9, 10, Chrome, Firefox, Safari), MAC (TBD)

1. EverFocus’ CMS: Power Video Plus (Windows AP)
2. EverFocus’ mobile app: MobileFocus for iOS and Android devices
MobileFocusHD for iPad

Other Remote
Application
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IP Camera Support List

Camera Power Consumptlon
Codec Type
F|rmware 12 VvDC PoE Type

ENVR8304E-8CH

EAN3300  V.1.2.2 V1.00 H.264 53w | o02-3af
Class 3

EAN3220 V.1.2.2 V100 H.264 Box 5W 52w | 2023af
Class 3

EAN3120 V.1.2.2 V100 H.264 Box 5W 621w  2023af
Class 3

EDN3340 V.1.2.2 V100 H.264 Indoor Dome ~ 7.44W  8.45W i?jsf%f
EDN3260 V.1.2.2 V100 H.264 Indoor Dome  8.7W 9.73W i?jsf%f
EDN3160 V.1.2.2 V100 H.264 Indoor Dome ~ 8.16W  9.22W i?azjzf
EHN3340 V.1.2.2  V1.00 H.264 Outdoor 16 hew 1228w 2023t
Dome Class 4

EHN3260 V.1.2.2  V1.00 H.264 Outdoor 111w 1376w Sox3at
Dome Class 4

EHN3160 V.1.2.2  V1.00 H.264 Outdoor 0oy 1317w | 90232t
Dome Class 4

EDN1320 V.1.2.2 V100 H.264 MiniDome 12w 4.8W i?jsjzf
EDN1220 V.1.2.2 V100 H.264 MiniDome  12W 5.28W i?jsjzf
EDN1120 V.1.2.2 V100 H.264 MiniDome 12w 4.32W i?azsizf
Mini Rugged 7.5W 802.3af

EHN1320 V.1.2.2 V100 H.264 e oseuny SOV
Mini Rugged 7.5W 802.3af

EHN1220 V.1.2.2 V100 H.264 e oseuny O
Mini Rugged 7.5W 802.3af

EHN1120 V.1.2.2 V100 H.264 bome  (1036v00) B Clacea
N 7.5W 802.3af

EMN2320 V.1.0.1  V1.00 H.264 MiniDome \ "2Une) SW  Cacea
" 7.5W 802.3af

EMN2220  V.1.0.1  V1.00 H.264 MiniDome .\ "2Une 62W i3
" 7.5W 802.3af

EMN2120  V.1.0.1  V1.00 H.264 MiniDome 10" 2Une)  4BW  Cacea
EZN3340 V.122  V1.00 H.264 Bullet 8W 115w | 9023af
Class 3

EZN3260 V.122 V100 H.264 Bullet 9w 1285w  20%3af
Class 3

EZN3160 V.122  V1.0.0 H.264 Bullet 9w 12.25W égc?jsfasf
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ENVR8304E-8CH

37.12W

EPN4222 V.1.0.9 V1.0.0 H.264 Speed Dome (24 VAQ) X X
. 37.12W
EPN422i V.1.0.9 V1.0.0 H.264 Speed Dome (24 VAQ) X X
EPN4222p V.1.0.9 V1.0.0 H.264 Speed Dome X 24W SCCI):siilf
EPN4222pi V.1.0.9 V1.0.0 H.264 Speed Dome X 24W 802.3af
Class 4
EPN4220 V.1.0.9 V1.0.0 H.264 Speed Dome 30W X X
.1.0. .0. . p (24 VAQ)
EPN4220i V.1.0.9 V1.0.0 H.264 Speed Dome 30w X X
.1.0. .0. . p (24 VAQ)
EPN4122 V.1.0.9 V1.0.0 H.264 Speed Dome 30w X X
.1.0. .0. . p (24 VAQ)
. 30W
EPN4122i V.1.0.9 V1.0.0 H.264 Speed Dome X X

(24 VAC)
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Packing List

ENVR8304E-8CH x 1 User Manual x 1

CD x 1 (Please see Note 3.) Mouse x 1

e Power Cordx 1 e SATA Cablex 4

e HDD Bracket x 4 ° Rack Earx 2

e IR Remote Control x 1 e AAA Battery x 2 (Please see Note 4.)
U WoUCe - B

ENTR N HULue

Sliver Screw x 16, Washer Head Screw x 8, | ¢ RJ-45 CAT5 Cable x 1 (Please see Note 5.)
M3 (cb_6.8) Screw x 4

[

Note:

1.

2

Equipment configurations and supplied accessories vary by country. Please consult your
local EverFocus office or agents for more information. Please also keep the shipping
carton for possible future use.

Contact the shipper if any items appear to have been damaged in the shipping process.
The CD contains the IP Utility software, User Manual and Quick Installation Guide.

Risk of explosion if battery is replaced by an incorrect type. Dispose of used batteries
according to the instructions.

a. Use only two AAA dry cell batteries.

b. Do not dispose of the batteries in a fire as it may explode.

Be sure to use this cable to connect the LAN port to the Uplink port of the NVR, please see
3. Basic Connection.
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Optional Accessories

e EKB200 (USB controller keyboard: connect | e EKB500 (RS-485 keyboard: connect to the

to the PC or the NVR to control the PTZ RS-485 port to control the PTZ cameras
cameras connected to the NVR). connected to the NVR).

o ) o b
T
BT

e EDA450 (eSATA Storage Device: connect to
the eSATA port of the ENVR8304E-8CH).

Front Panel

§3EverFocus®

1 Power Indicates the power is on.
2 REC Indicates the NVR is recording.
3 LAN Indicates the NVR is connected to the network.
4 Alarm Indicates an alarm input is triggered.
5 HDD1~4 Separately indicates the internal HDD 1~4 is activating.
6 eSATA Indicates the external HDD is activating.
7 IR Receiver Receiver for signals from the IR remote control.
USB2.0 ports for connecting to a mouse, external storage device,
8 USB1/ USB2 or EKBZ(F;O keyboard. ° °
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Rear Panel

ENVR8304E-8CH

No. | Name Description
1 Power Press to turn On / Off the NVR.
2 eSATA Port Connects to an external eSATA storage device. (EDA450)
3 PoE Port 1~8 Connects to 8 IP cameras without extra power supply.
4 Uplink Port Connects to the LAN port of the NVR using the supplied RJ-45 Cable.
The USB2.0 ports for connecting to a mouse, external storage device
> USB3 / UsB4 or EKB200 k:yboard. ° °
. Connects to the audio input devices, such as microphones. Note that
6 Audio Input the microphone with a (built-in) amplifier and external power supply
(RCA socket)

are required.

Audio Output

Connects to the audio output devices, such as speakers. Note that the

7 (RCA socket) spea!<er with a (built-in) amplifier and external power supply are
required.

8 Power Port Connects to the 100-240 VAC~ power using the supplied Power Cord.

9 RS-232 Port Connects to the RS-232 device. Please refer to 2.3.7 RS-232 Port.
Connects to the RS-485 device, such as EverFocus’ EKB-500 keyboard.

10 | RS-485 Port Please refer to 2.3.6 RS-485 Port. '

11 | HDMI Port Connects t_o the Main r_’nonitor using a HDMI cable. Please refer to
2.3.3 Monitor Connection.

12 | VGA Port Conn_ects to the Main monitor using a VGA cable. Please refer to 2.3.3
Monitor Connection.
Connects to the network using a standard RJ-45 CAT5 10/100Mb

13 | WLAN Ethernet cable. Please refer to 2.5 Connecting the NVR to the
Network.

14 | LAN Connects to the Uplink port using the supplied RJ-45 Cable.

15 | Alarm Input Connects up to 2 alarm inputs. Please refer to 2.3.5 Alarm /0.

16 | Alarm Output | Connects to 2 alarm output devices. Please refer to 2.3.5 Alarm I0.
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2. Installation

2.1 Hard Disk Drive Installation

1. Make sure the NVR is power-off.

2. Unscrew the ten housing screws on the NVR, and open the housing.

I===—> Silver Screw
HDD Bracket

4. Use the SATA Cable, and connect one end to the SATA port on the small PCB inside the
NVR, and the other end to the SATA port on the HDD.
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Note: The internal power cable is connected to the Main board inside the NVR. The power
cable features two connectors, which can be used to connect to two HDDs.

7. Screw back the housing to the NVR.

2.2 Rack Mount

To install rack ears on the NVR, use the supplied two Rack Ears and the four M3 ($6.8) Screws
for rack mount installation on both side.

® | IJEverFocus’
P ENVRBINME
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3. Basic Connection

The instructions below describe the basic connection for ENVR8304E-8CH

@@ < =)

IPCameras1~8 Mouse &
EKB200 Keyboard

O)

Line Level
Audio In

Line Level
Audio Out

Power Cord

Main Monitor Main Monitor
(HDMI) (VGA)

&’

Web Remote PowerVideo Plus
Client (CMS)

1. Using the supplied Power Cord, connect one end to the 100-240 VAC™~ port on the NVR and
the other end to the 100-240 VAC~ power outlet.

2. To view videos, connect a monitor to the HDMI or VGA port using the HDMI or VGA cable
supplied by the monitor manufacturer.

3. Connect the IP cameras to the 1~8 camera ports using RJ-45 CAT5 10/100Mb Ethernet cables
without separate power sources. Please see 2.3.1 Camera Connection for more details.

4. To manage the NVR over network, use a standard RJ-45 CAT5 10/100/1000Mb Ethernet cable
to connect the WLAN port of the NVR to the network. Please refer to 2.5 Connecting the NVR
to the Network.

5. Connect the LAN port of the NVR to the Uplink port using the supplied RJ-45 CAT5
10/100/1000Mb Ethernet cable. Please see 2.3.1 Camera Connection for more details.

6. Optionally connect a mouse or a keyboard (EKB200) to the NVR to control the system. You
can also control the system using the supplied IR Remote Controller.

7. Connect a microphone to the Audio-in RCA socket of the NVR. Note that the microphone
with a (built-in) amplifier and external power supply is required.

8. To listen to audio of video source, connect a speaker to the Audio-out RCA socket. Note that
the speaker with a (built-in) amplifier and external power is required.
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4. Accessing the NVR

ENVR8304E-8CH

You can look up the IP address and access the Web interface of the NVR using the IP Utility (IPU)
program, which is contained in the CD. It can also be downloaded from EverFocus’ Website:
http://www.everfocus.com/tools.cfm. Please connect the NVR in the same LAN of your

computer.

f |

J TP Utility

Canfiguration List : Check all

Uncheck All

| MAC Address | Machine Name

< |

IP Add... | [P Tyne  Subnet.. | Gatewav..|DNSL  |DNS2  |m
[ 00:L1:14:0Dx.. EAN3300-10.22 192.168... DHCP  255.255... 192.168... 192.168... 192.165... 8
[ 90:2B:34:E6:... Embedded NVR 192.168... DHCP  255.255.... 192.168... 192.168... L92.168... 4
[ 00:11:14:0FB... Paragono6Cid-16 192.168... DHCP  255255.. L92.168... 192.168... LS2.165... &

I Find Devices I | | Connect ko selected 1P | Exit
| | |
2. IPU will automatically search the IP devices connected in the LAN. The default network
values of the IP devices will be displayed. By default, the network protocol of the IP device is
DHCP.
3. To configure the network settings, select an IP device and then click Login/Multi Login.
P O
Configuration List : Greek i) | Rachectll |
MAC Address | Machine Name J IP Add...." | IP Type | Subnet .. |Gateway | DHNS1 ‘ DNS2 | B
| 00:11:14:0F8... Paragon®60zd-16 ... 192.168... 192.168... 8
E 9 B:... |Embedded - NVR ‘

| 00:L1:14:0D:.. EAN3300-1022

mmmmmmmm

——

Cancel ‘

|~

Find Devices

| I LoginfMulti Login I |

Connect bo selected IP |

. 192.168....

192.168.... 8

|

Exit

4. Type the user ID and password. Click OK.

Note:

1. The default user ID is admin and the default password is 11111111.

2.
be able to log in several NVRs at once.

If you select more than one NVRs that have the same user ID / password, you will

5. You might be required to download ActiveX and JAVA software for viewing the camera
feed. If asked, click Yes. For more details, please refer to 5. Install JAVA Runtime and 6.

Browser Security Setting.

10
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6. When first connecting to the NVR’s IP address, the following dialog may appear. Please
check the “Always trust content from this publisher” box and click the Run button to run
the EverFocus Viewer application.

Security Information IEI‘
The application’s digital signature has been verified. «
Do you want to run the application? =
Hame: EverFocusViewer

Publisher: EverFocus Electronics Corp.

From: http://192. 168.13.129

Always trust content from this publisher.

This application will run with unrestricted access which may put
your personal information at risk. The publisher's identity has been Mare Information...
werified. Run this application only i you trust the publisher.

7. You may need to turn User Account Control off if you still can’t see the Remote Live View,
please see the step below.

8. On the computer, click Start > Control Panel > System and Security > Action Center (click
Change User Account Control Settings), the User Account Control Settings window
appears. Adjust the slide bar to Never Notify and then click OK. Restart your computer if
requested.

| ! User Account Contral Setti (B 0|

Choose when to be notified about changes to your computer

User Account Centrel helps prevent potentially harmful programs frem making changes to your computer.
Tell me mere abovs User Accown Contrel sesinas

Always notify

| Never notify me when:

®  Programs try to install software or make changes to
my computer

®  Imake changes to Windows settings

Never notify @ Not recommended. Choose this only if you need to
use programs that are not certified for Windows 7

because they do not support User Account Control,

9. Now you will be able to see the remote live page.
Beeroes o @ B G EHDG & © BT

11
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5. Installing JAVA Runtime

You need to install the latest JAVA software for stable operation.

1. When first connecting to the NVR’s IP address, the following dialog will show up if you
didn’t install the JAVA software or its latest version on your computer.

Java Update Needed

Id)j Your Java version is insecure.

Click Update to install the recommended secure version. Click Block to stop Java content in your browser or
Later to continue and be reminded again later.

[ Update | { Elock I { Later

(] Do not ask again until the nex! update is available.

2. Please click Update to go to the JAVA website http://www.java.com/en/, and
download the latest version of the JAVA software.

3. Please go to the Control Panel > JAVA Control Panel to change settings.

4. If you can’t find the JAVA in the Control Panel, please go to Program Files > Java > jre7 >
bin and double-click the javacpl (JAVA Control Panel).

5. Click Advanced tap on the top of the window, and scroll to “Mixed code (sandboxed vs.
trusted) security verification”, and select the Enable — hide warning and run with
protections.

| Java Control Panel = )

General | Update | Java | security | Advanced |

@ Install if hinted -
*) Install if shortcut created
*) Install if hinted and shortcut
*) Never install
Secure Execution Environment
[¥] Allow user to grant permissions to signed content
i.[¥f] Show sandbox warning banner
[¥] Allow user to accept INLP security requests
[] Don't prompt for dient certificate selection when no certificates or only one
[¥] Warn if site certificate does not match hostname
“[”] Show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
*) Enable - show warning if needed

m

Advanced Security Settings
[¥] Use certificates and keys in browser keystore
[ ] Check certificates for revocation using Certificate Revocation Lists (CRLs)

|¥| Enable blacklist revocation check 24
4 mn | L3

ok J( concd ][ p0ly ]

12
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ENVR8304E-8CH

6. Scroll to “Check for certificate revocation using”, and select the Online Certificate
Status Protocol (OCSP). Also, check Place JAVA icon in system tray in “Miscellaneous”

option.

| £/ Java Control Panel =

| General | Update I Java I Security |; Advanced |

FEFTOrM CEruNCate revoCaton ecks on
- Publisher's certificate only
(@ All certificates in the chain of trust

--() Certificate Revocation Lists (CRLs)

(@) Online Certificate Status Protocol (OCSP)
--() Both CRLs and OCSP

< Ya = Ta T BT poeTng

----- Use certificates and keys in browser keystore
-] Enable blacklist revocation check

----- Enable caching password for authentication
----- [] Use 55L 2.0 compatible ClientHello format

----- Use S5L 3.0

----- Use TLS 1.0

----- [[useTLS 1.1

Miscellaneous
i-[f] Place Java icon in system tray

1| m |

m

r

Apply

7. Scroll to “Default JAVA for Browser” and check Mozilla family.

- —
| £/ Java Contral Panel =

1=

| General | Update | Java | Security | Advanced |

"I Hide console
~ Do not start copsole
Default Java for browsers
i Microsoft Internet Explorer

B Mozilla family

og

Shortcut Creation

() Always allow

() Always allow if hinted
() Prompt user

(@ Prompt user if hinted
() Mever allow

JMLP File /MIME Association
() Always allow

(@) Prompt user

() Mewver allow
Application Installation

~-(@) Install if hinted

() Install if shortcut created

< | 1 |

------ Enable the next-generation Java Plug-in (requires browser restart) =

3

Apply

8. Connect the NVR’s IP address again and the yellow bar may pop up on the top of the

window. Please click it to run the JAVA application.

13
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6. Browser Security Setting

6.1 Installing ActiveX Controls

Follow the steps below to install the ActiveX Controls when you first connect to the NVR’s
IP address. If you do not see the images below, your security settings may be too high. If so,
go to “Section 6.2 Enabling ActiveX Controls.”

1. You may also prompt to install the MSXML file. Please right-click the yellow bar and
select “Run Add-on...”

©) This website wants to run the following add-on: MSXML ¢ IETRR R
Run Add-on on All Websies

l;EverFocus° *’. a/ ‘@ What's the Risk?

Information Bar Help

2. Install the MSXML file when prompted to do so.
|

X

Internet Explorer - Security Warning

Do you want to run this ActiveX control?

Mame: MSxMLS.0

Publisher: Microsoft Corporation {unverified publisher

[ Run ][ Don't Run ]

l--"“~ This Activel control was previously added bo your computer when you installed
\nﬂj another program, or when Windows was installed. ¥ou should only run it if you
= trust the publisher and the website requesting it. What's the risk?

3. Now you will be able to see the remote live page.
I3EverFocus® @D’o@ H a @&@’-{: \£ ".'\ -

4. Please refer to 4. Accessing the NVR to adjust the settings of the User Account Control
if you still can’t see the remote live view.

14
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6.2 Enabling Active Controls

Note this section is only necessary if you DO NOT see the image in step 1 of the 6.1
Installing ActiveX Controls popping up when you first connect to the NVR.

1. At the top of the Internet Explorer Window, click on Tools and then select Internet
Options.

verFocus - Home - Microsoft Internet Explorer

File Edit “iew Favorites | Tools  Help

e A i »

OBack - O - |ﬂ E Vigl) s e I‘\'g‘Fewu:uriI:es
Pop-up Blacker 4

Address I@ http: f e everfor

Manage Add-ons. ..

Synchronize. .. ﬁ

Windows Update

Windows Messenger

2un Java Consale ,‘ cus

2. Click the Security tab at the top of the window and then click Custom Level...

Internet Options e
Generarivacyl Contentl Cnnnectinnsl Programsl Advancedl

Select a'web content zone to specify its zecurnity settings.

® ©@ 0 @

Intermet Localintranst  Truzted sites Festricted
zibes

Internet
This zone containg allweb sites you Siian |
haven't placed in other zones =

r Security level for this zone

Cusztom
Cuztom settings.
- To change the settings, click Custom Lewvel.
- To uge the recommended zettings, click Default Lewel,

Default Lewel |

—

0] Cancel | Spply |

15
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3. Inthe Security Settings window, scroll to “ActiveX controls and plug-ins”.

Security Settings ilil

Settings:

vl %t s -l
ﬁ Autormatic prompling For Ackivel controls
O Disable J
() Enable
@ Binary and script behaviors
) Administrator approved
) Disable
{*} Enable
@ Download signed Activer controls
) Disable
) Enable
{*} Prompt

@ Download unsigned Activel controls _Ij
3

. T YT S P

a |

~Reset custom settings

Reset tao: IMedium j Reset |
oK I Cancel |

Set the controls as follows:

“Enable”:

v Allow previously unused ActiveX controls to run without prompt (Internet
Explorer 7 only)
Allow scriptlets (IE7 only)
Automatic prompting for ActiveX controls
Binary and script behaviors
Display video and animation on a webpage that does not use external media
player (IE7 only)

v" Run ActiveX controls and plug-ins

v’ Script ActiveX controls marked safe for scripting
“Prompt”:

v' Download signed ActiveX controls

v' Download unsigned ActiveX controls
“Disable”:

Initialize and script ActiveX controls not marked as safe

AN

4. Click OK and then choose Yes to change the security settings.
Close the window so you are back at the login screen.

16
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6. Click the Refresh button to reload the page.

ENVR8304E-8CH

a EverFocus - Home - Microsoft Internet Explorer

File Edit Wwiew Fawvorites Tools  Help

(Deack - £ - % <! . ) Search “{'n" Favotites
Q= - @ - E)W| £ Ay

address I@ hktp: f fviva, everfocus, com/default, asp

7. You may need to run the EverFocusViewer application when prompted to do so.

Security Information @
The application’s digital signature has been verified. &«
Do you want to run the application? =’
Name: EverFocusViewer

Publisher: EverFocus Electronics Corp,

From: http://192.168.13,129

Always trust content from this publisher.

Cancel

This application will run with unrestricted access which may put
wour personal information st risk. The publisher’s identity has been Mare Information...
werified, Run this application only if you trust the publisher,

8. The login page will show up. Type in the user name and password and click Login to
view the cameras. The default User Name is admin, while the password is 11111111,

17
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Your EverFocus product is designed and
manufactured with high quality materials
and components which can be recycled
and reused.

This symbol means that electrical and

electronic equipment, at their end-of-life,

should be disposed of separately from
your household waste.

Please, dispose of this equipment at your
local community waste
collection/recycling centre.

In the European Union there are
separate collection systems for used
electrical and electronic product.

Please, help us to conserve the
environment we live in!

Ihr EverFocus Produkt wurde entwickelt
und hergestellt mit qualitativ
hochwertigen Materialien und
Komponenten, die recycelt und wieder
verwendet werden kénnen.

Dieses Symbol bedeutet, dass elektrische
und elektronische Gerate am Ende ihrer
Nutzungsdauer vom Hausmiill getrennt
entsorgt werden sollen.

Bitte entsorgen Sie dieses Gerét bei Ihrer
ortlichen kommunalen Sammelstelle oder
im Recycling Centre.

Helfen Sie uns bitte, die Umwelt zu
erhalten, in der wir leben:
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