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Be\UARD I nasa 1. Mepvi npedocmopooxcnocmu

MnmaBa 1. Mepbl NpeagoOCTOPOXKHOCTU

MNepea ucnonb3oBaHMeM yCTpoMCTBa HEOGXOAMMO MOMHUTL HUXKecneayoLee.

HaHHbIN NpoayKT yaosneTBopsieT Bcem TpeboBaHunsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOI
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sA3arenbHO n3y4vunTte MHCTPYKUUIO.

BHUMAHUE!
Wcnonb3yiiTe npu 3KcriyaTauuu TOMbKO COBMECTMMble YCTpoiicTBa. Mcrnonb3oBaHWe YCTPOWCTB, He

0006pEHHbIX NPou3BoAMTENEM, HegOoMyCTUMO.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTauuun!
N3berante AnNUTENbHOIO MCNOMbL30BAHMA WNN XpaHEHMS1 Kamepbl B HebnaronpusaTHbIX
YCINOBUSIX:

e [lpun crMWKOM BBLICOKMX MM HU3KUX TemnepaTtypax (pabodas TemnepaTtypa yCTPOWCTB
ot -40 go +50 °C).

e U3Geraite nonagaHmsa NpsiMbIX CONTHEYHbIX Ny4eln B TEYEHME ANUTENBHOIO BPEMEHMU, a
TaKke HaxoXaeHus Nobrm3ocT OTONUTENBbHBLIX U 060orpeBaTenbHbIX NPUOOPOB.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

e W3berante 6nM30CTM C yCTpoMCTBamMK, ob6nagarowmnumm G6onNbLMM 3NEKTPOMArHUTHLIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MeCTax C CUIbHOW BUBpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBIM LieHTpom OO0 «HIMIM «beapay.

B cnyyae HekOppeKTHON paboTbl KaMepbl:
o [lpu oBHapyxeHuM abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpn nonagaHun Bogbl NN Apyrnx NHOPOAHbLIX OOBEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHMMN Kopryca:

BbinonHuTe cneaytowme oeNCTBUA:
e OTKMOYMTE KaMepy OT UCTOYHMKA NUTaHUSA N OTCOEAMHUTE BCe OCTarbHble NpoBoaa.
o Casxutecb ¢ cepBucHbIM LeHTpom OOO «HIIM «besapa». KoHTakTHble AaHHble Bebl

MOXKeTe HauTu Ha canTe http://www.beward.ru/.
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Be\UARD I nasa 1. Mepvi npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTMPOBKE KaMepbl MOMOXWUTE KaMepy B YNakoBKY NpoOM3BOAUTENS Unn nobon

ApYrovi MaTepuarn CoOOTBETCTBYIOLLErO Ka4ecTBa U Y4apOnpOYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnydae He BroKMpynTe LMPKYNsSUMO BO34yxa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MSArKYyI0 Cyxyld TKaHb Afi MNpPOTMpPaHUs BHELLHMX MnoBepxHocTen. [Ons
TPYAHOBbLIBOAMMBIX MATEH WCMNONb3yWTe HebonbLloe KONMMYEeCTBO YMCTSALLEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyyme pacTBOpUTENU, TakMe Kak CiMpTocodepxalumMe cpeacTtsa unu

GeH3MH, Tak kKak OHW MOTyT NMOBPEeAUTbL KOPMyC Kamepbl.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



B(-.‘\.UARD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBegeHun

BEWARD B2710R — 3TO ynu4yHagq, 3aluuieHHaa OT BO3OeNCTBMSA BHelwHewn cpefbl IP-
Bugeokamepa, paspaboTaHHas 4ans  MNPUMEHEHMs B cuUCTemMax  NpodeCcCUoHanbHOro
BnaeoHabnogeHns.  Kamepa  ocHaweHa  BbicokodyBcTBUTENbHBIM  KMOIl-ceHcopom €
paspeLueHnemM 2 Meranukcensa 1 NporpecCuUBHbLIM CKaHUPOBaHMEM. Takne TEXHOMOMK, Kak pexum
«JeHb/Houby», pacwmpeHHbli guHamundeckui guanasoH (WDR), cuctema wymonoaaBneHus
(2D/3D NR), a Takke anektpomexaHudeckun WK-punbtp n MK-nogcseTka, BbIrOQHO OTNMYaloT
OaHHYK0 MOAEnNb, MO3BOSAA €l COOTBETCTBOBAaTb BLICOKMM TpeboBaHUSAM, MPeAbsiBASEMbIM K

COBpEeMEHHbIM CUCTEMaM BVID,eOHa6J'I roaeHn4.

Q,Q\\Eh@

Puc. 2.1

IP-kamepa BEWARD B2710R no3sondeT npocmaTpuBaTb BUOEO B peasibHOM BpPEMEHMU
Yyepes cTaHaapTHbIM NHTepHeT-6pay3aep.

Kamepa cnocobHa BblgaBaTb BUAEOMNOTOK B hopmaTax cxatusa H.264 n MJPEG. dopmart
H.264 saBnseTtcsa ugeanbHbIM NPU UCMNONb30BaHMM Kamepbl B cpede C OrpaHMyYeHHOW Monocomn
nponyckaHus. Npu ero ncnonb3oBaHUN OJOCTUrAETCA HaMMEHbLUUN TpaduK MU Xopollee KayecTBO
n3obpaxeHnsa. dopmar MJIPEG npegHasHadeH ana  3anucu U BOCMNPOU3BEOAEHUS
BMAEOM300paKeHNs1 B HAaUNy4yLweM Ka4ecTBe, HO Npy 3ToMm TpebyeT 6onbLUMX CETEBBIX PECYPCOB U
MeCTa Ha XXeCTKOM Ancke (rpu 3anucu).

Kamepa B2710R nogknto4aeTca K CeTU nNpu NOMOLLUM NPOBOAHOrO0 WHTepdenca
10/100BASE-TX Ethernet n umeet nogaepxky PoE.

Mogoepxka kapT namsaty Tuna MicroSD nossonseT caenatb cucTtemMy BuaeoHabnogeHns
ewle Gonee HagexHOW: BaxHas MHOpMaLmMa He nponageT nNpu notepe CoeanHeHus, B NOMHOM
obbeme oHa OygeT coxpaHeHa Ha kapTe namatTu. B panbHenwem, ee MOXHO Oyaget
BOCMNPOWN3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U YAANEHHO NOcfe YyCTPaHEHUS TEXHUYECKMX

Henoslagok CeTun.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



Be\,UARD Tnasa 2. Obwue ceedenus

NMPUMEYAHUE!

YcTaHoBKa KapTbl namatn dopmata MicroSD/SDHC anss gaHHom Mogenu kamepbl MOXET ObiTb

BbIMOSIHEHA TONbKO creyunanuctamm BEWARD. [laHHas onuunsa oroBapmBaeTcs npu ohopmeHnn 3akasa.

2.1. OcobeHHoCcTH |IP-BUAeokamepbl BEWARD B2710R

¢ BbicokokauecTBeHHbI KMOI1-ceHcop ¢ nporpeccnBHbIM CKAHUPOBaHMEM

e [lo 25 kagpoB B cekyHAy npu paspelleHmn 1920x1080 nukcenen

o [K-nogceeTka ¢ ganbHOCTbIO paboTbl 40 25 MeTpoB

o [lopgepxka kapT namatn Tuna MicroSD/SDHC

e [IpodeccuoHanbHoe NnporpammMHoe obecrnevyeHne B KOMMNIeKTe

o OpHOBpeMeHHOEe KoauMpoBaHue ABYX NOTOKOB B popmaTax H.264 n/vnn MIPEG
o Pexum «[eHb/Houb», anektpomexaHmnyeckun NK-punbtp

e PacwupeHHbI guHammnyeckun gnanasoH (WDR)

o Llndpoeas cucrtema wymonogaenenus (2D n 3D NR)

o BcTpoeHHbIn Be6-cepBep Ans HabnogeHns n HaCTPONKN

e Bo3MOXHOCTb NpOCMOTPa 3anMcaHHbIX annoB C MOMOLLbIO BCTPOEHHOrO nieepa
o BcCTpoeHHbIN OeTekTop ABUKEHUS

e OrtnpaBka KagpoB U BUAEOPOSIMKOB MO 3MEKTPOHHON noyTe n Ha FTP

e 3awuTa OT BHELLHErO BO3OENCTBMSA NO cTaHaapTy IP66

e [lnTaHme no kabento Ethernet (texHonorms PoE)

o [loppepxka ONVIF

2.2. OCHOBHbIe XapaKTepPUCTUKN

e CBETOYYBCTBUTENbHbIN anemeHT: 2 Mn, KMOI 1/2.8” Sony Exmor™ ¢ nporpeccusHbIM
CKaHMpOBaHNeM

o Ob6bekTMB: CMeHHbIn M12 (Ha BbIGOP)

e YysctBUTENbHOCTL: 0.01 1K (AeHb)/0.008 nk (Houb)

e CkopocTb paboThl 3aTBOpa: oT 1/25 cek ao 1/8000 cek

e PaspeweHune: 1920x1080 (Full HD), 1280x720 (HD) — ocHoBHOM noToK; 960x528,
640x352, 480x256 — anbTepHaTUBHbLIN NOTOK

o OpHoBpeMeHHoe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CkopocTb kagapoB: A0 25 kagpoB B CeKyHAOy Ans BCeX paspeLLeHnin

e BCTpPOEHHbI MHOTO30HHbIN OEeTEKTOP OBWXEHUS C PEryriMpoBKON YyBCTBUTENBHOCTU

e [lo 10 ogHOBpPEMEHHbIX NOAKIHOYEHNI

e OrtnpaBka KagpoB MO 3NEKTPOHHOW nouyte, Ha FTP-cepBep u Ha kapTy namsatv no

pacnncaHuto, nepnoanyeckn n npm BO3HNKHOBEHNUN TPEBOXXHOIO cobbITus.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



Be\,UARD Tnasa 2. Obwue ceedenus

e OTtnpaBka Bugeo Ha FTP cepBep M KapTy MNamaTM N0  pacnmMcaHuio M Npu

BO3HMKHOBEHMMN TPEBOXXHOIO CObbITHS.

e [lntanme: DC 12 B, 0.35 A/ PoE (802.3af Class 0)

e PabGouas Temneparypa: ot -40 go +50 °C

o [lopggepxunBaemble npotokonsl: TCP/IP, IPv4/IPv6, UDP, HTTP, SSL, FTP, SMTP,
NTP, RTP, RTSP, DHCP, DNS, DDNS, PPPoE, UPnP, IEEE 802.1x

o [lopoaepxka otpacnesoro ctaHgapta ONVIF

2.3. KomnnekT nocrtaBku
e |P-Bngeokamepa c yctaHoBfeHHbIM 06bekTBoM M12
e KomnnekT kpenexa, KnioY-LecTUrpaHHmK

e CD-guckc nporpaMmMHbIM obecneyeHnem n ,D,OKyMeHTaLlMGﬂ

BHUMAHUE!
BEWARD ocTtaBnsieT 3a coboi npaBo Ha uaMeHeHne Komnrektaumm IP-eugeokamep n nameHeHme noodbix

XapakTepucTuk obopyaoBaHusa 6e3 npeaBapuTensHOro yBe4oMIIEHUS.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R -



Be\«UARD Inasa 3. Pazmepwvi u ocHo8HbIE 271eMenmbl YCmpoucmea

FnaBa 3. Paamepbl U OCHOBHbLIE 3fIeMEHTbI YCTPOUCTBA

3.1. Pasmepsbl IP-kamepbl B2710R
—

=X

200 82

Puc. 3.1

Pa3amepbl ykazaHbl B MUnnuMeTpax.

3.2. OCHOBHBbI€ 3f1IeMEeHTbI
OcHoBHble anemeHTbl IP-kamepsl BEWARD B2710R paccmoTpeHbl Huxe (Puc 3.2):

71 91 81 31 114112

Puc. 3.2
O61bekTMB (1): 06bekTmB ¢ kpenneHnem M12. Mpu pa3mbITOM n306paxkeHnn HeobxoanmMo

HacTpouTb (POKyC kamepbl (CM. NYHKT 4.3).

NMPUMEYAHMUE!

MN3HavyanbHO 06bEKTMB Kamepbl yke chOKYCUPOBaH U He TpebyeT A0oNONMHUTENbHON HAaCTPOMKU.

CtonopHoe kKonbUO OO6BbekTUBa (2): npegHasHadeHo Ans dukcaumm obbekTMBa B

onpeaeneHHOM NosnoXXeHnn oKyCUPOBKM.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



BG\.UARD Inasa 3. Pazmepwvi u ocHo8HbIE 271eMenmbl YCmpoucmea

MK-noaceeTka (3): B TeEMHOE Bpemsi CYTOK, NpW HEAOCTaTOYHOW OCBELLEHHOCTU Kamepa

nepexoauT B pexuMm «Houb» (4epHo-6enoe nsobpakeHune) n aktusupyet MIK-nogceeTky, KoTopas
no3BonseT BecTM BuaeoHabnogeHne paxe B nonHon TemHoTe. WMK-noacBeTka saBnseTcs
anbTepHaTUBOM CTaHOAPTHOMY OCBELLEHUIO, HO, MPU 3TOM, OHa Masio 3ameTHa OKPY>KatoLLMM.

Datumk cBeta (4): OTOANEMEHT, npedHasHa4yeHHbI Ons  cpabaTbiBaHWS
aBTOMATMYECKOro nepexoa kamepbl n3 pexmma «[leHb» B pexum «Houb» 1 obpaTHo.

ConHue3awmTHbIN Ko3bIpeK (5): npenaTcTByeT NONagaHuio COSIHEYHbIX Jlyden Ha
00BHEKTMB M KOPMNyC KaMepbl, Takmm 06pas3om, MCKMYas BO3MOXHOCTb MOSBIEHMSI COSNTHEYHbIX
6n1KoB Ha n3obpaxeHuu, a Takke BO3MOXHOCTb Neperpesa kamepsi.

KpoHwTenH (6): npegHasHadeH ons KpenneHus IP-kamepbl K NOBEPXHOCTU, a Takke Ansd
HaCTPOVKN HanpasneHnst 063opa (CM. NyHKT 4.3).

CeteBon pasbeMm (7): pasbeMm Ethernet gons nogknoyeHust Kamepbl K ceTu VIHTepHeT,
poyTepy wunuM kKommyTtatopy npu nomowm ctaHgaptHoro 8P8C (RJ-45) wTtekepa. B komnnekT
noctaBkn BXoauT nepexogHuk RJ-45 — RJ-45.

[aHHaa moaenb kamepbl MMeeT BO3MOXHOCTb nogauvv nutaHusa yvepes Ethernet-pasbem
(TexHonorus PoE).

C6poc HacTpoek (8): AaHHasa kHoMka npegHasHayeHa ana cbpoca BCcex HAaCTPoOeK Kamepbl
B 3aBOACKMe ycTaHoBKM. [Ina cbpoca HacTpoek HeobXxoaAMMO B TeYeHue OeCATU CEeKyHA HaxaTb
KHOMNKy cOpoca Tpu pasa Cc NpoMeXyTKkamn B O4HY 1 Bonee cekyHObl Mexay HaKaTUaMu.

Pa3zbem nutaHusA (9) npegHasHa4veH ana nogadum noCTtoAHHOro nUTarLlero HanpsaxeHunsa

HomuHanom 12 B, 0.35 A (Puc. 3.3). NonsipHOCTb NOAKNIOYEHMUS: @—G_@

BHUMAHMUE!
OpHoBpeMeHHasa nofgava NUTaHus ¢ UCMoNb3oBaHeM TexHonornm PoE 1 pasbema nutaHus sanpetyeHal

Mpn nogade nuTaHna Yepes pasbeM, UCMONb3YNTE TOSTbKO NCTOYHUKN, pekomeHaoBaHHble BEWARD!

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R m



Be\UARD I'nasa 4. Yemanosxa u nooxnouenue 1P-kamepol

naBa 4. YctaHOoBKa 1 nogkniroyeHue |P-kamepbl

4.1. O6wue cBegeHnA o nogknoyeHum IP-kamepbl B2710R Kk ceTn

IP-kamepa B2710R MoOXeT MoAkmo4vaTbCs K NoKanbHOW ceTu Nubo cetn UHTepHeT npu
nomow nposogHoro coeamHeHuns (Ethernet). lMNogknioyeHMe MOXET OCYLLECTBNATLCA Kak
Hanpamyto Kk T[IK, Tak ”“ npuM nomowm BCMOMOraTeNbHOrO CeTeBOro 0bGopyaoBaHUS
(mapwpyTusaTopbl, koMmyTaTopbl). B Hactodwee Bpemsi Hauboree nonynsipHbiIM CMOCOGOM

MOAKNOYEHNs K ceTu MIHTepHeT saBnsieTcs noakntodeHne Yepes BblaeneHHyo nuHuio Ethernet.

R

< <(J
pe y 5 /7
- e V\* ,"//
T{‘\ Mapul pyTHusarop

L

Puc. 4.1

OcHoOBHbIE Warn 1 pekomeHaaunn no yctaHoBkKke U HaCTDOVIKe KamMmepbl onncaHbl ganee B

[AaHHOM pyKOBOACTBE.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R n



Be\VARD I'nasa 4. Yemanosxa u nooxnouenue 1P-kamepol

4.2. PekoMmeHAaaLuMmM no yctTaHOBKe

B paHHOM pa3gene npueeneH KpaTKMVI CMNCOK peKOMeHﬂ,aLlMIZ, KOTOpbIe HeO6XOLI,I/IMO

Y4nUTbIBaATb NMPU MOHTaXe oGopynosava |P-BI/ILI,eOHa6J'I}OD,eHVIFI.

PekomeHpaumm no pasmeLeHUo Kamepbl:

e [P-kamepa BEWARD B2710R npegHasHadeHa Afi1 UCMOMb30BaHUA B YCMOBUAX C
npegenbHon TemnepaTtypon akcnnyatauum ot -40 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NPsIMbIX COMHEYHbIX NyYen B TeYeHue ANUTENbHOro
BPEMEHM, a TaKkKe HaxoXAeHus nobnm3ocTM OTOMUTENbHbLIX KM 0borpeBaTenbHbIX
npnbopos..

e HenpaBunbHas paccTaHoBKka KamMep BuMAeoHabnoaeHust nNpuBedéT K MNOSBIEHUIO
HexenaTesbHbIX «CNnenbiX» 30H, KOoTopble OyoyT oOcTaBaTbCs BHE MONS 3pEHUS
onepaTtopa.

e |3b6eranTte 6M30CTU C BOAOW UIMU UCTOYHUKAMU BNaAXXHOCTM.

e W3berante 6nM30CTU C YCTPOWCTBaMU-reHepaTtopamMu MOLLHbBIX 3NEeKTPOMarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTM pasMeELleHUss yCTpoucTBa C YydeToM noaBoa
coeavHUTENbHbIX Kabenen.

o 3berante cnocoba KpenneHust kamepbl, OOMYCKAKLWEro 3HauYnTerbHYH BMOpauumto.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AEeTeKTopa [OBWXEHUS W 4YEeTKOCTb
n3o6pakeHnsi B LENOM.

o Kamepbl BuageoHabniogeHuss HeobxogMmo pasmelatb Tak, 4YTobbl  WCKMOYUTb
crniyyanMHoe wnu crneuuanbHOe MNOBPEeXAeHMe W M3MeHeHue HarnpaeneHus ob3opa
Kamepbl.

e HanpaeneHne o63opa (30Ha BuAaeoHabNOOEHUS) Kamepbl AOSMKHO ObiTb TBEPAO

onpeaeneHo Ha MOMEHT YCTaHOBKN.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



Be\VARD Inasa 4. Yemanoexa u nooknouenue [P-kamepul

PekomeHgauuu no npoKnagke Kabens Tuna «BuTan napa»:

e B kopumgopax xenatenbHO nNpoknagbiBaTb MY4YKN SNEKTPUYECKUX WU CNaboTOuYHbIX
kabenen no pasHbiM Kabenb-kaHanam, NPoOXoaAaLUM MO pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUMTOMAPHbIE U 3NEKTpuYeckme
kabenn B pasHbIX OTCEKax WM CeKUuMsiX, MMEKLWMX ChSOWHbIE MPOAOSbHbIE
neperopogknm C npenernom orHectoMkoctv He MeHee 0,25 4 nM3 Hecropaemoro
MaTepuana TonbkKo B pabouymx 30Hax Ha paccTosiHum He Gonee 15-Tm mMeTpoB, ecnu
anekTpuyeckasi MOLHOCTb ByaeT He Gonee 5 kBA.

e Onektpudeckme n cnabotoyHble kKabenu gonyckaeTcs NpoknaabiBaTe NapannenbHO Ha
paccTosHuM He MeHee 50 MM Apyr OT Apyra B pasHblx Kaberb-kaHanax unu cekumsx
kabenb-kaHanoB. EcCnvM HanpshkeHHOCTb 3NEeKTpU4Yeckoro nons, obpasywoulerocsi OT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, TO He06X0ANMMO YBENMNYUTL PaACCTOAHUE
MeXdy OneKkTpuyeckumn U1 cnaboToyHbiMM  KabernsamMm unmM  CHU3WUTb  YPOBEHb
3IEKTPOMAarHUTHbIX MOMEX.

e ButonapHble n anekTpudeckne kabenu OOMMKHbl NepecekaTbCsl TONMbKO MNo4d MPsiMbIM
YITIOM.

e HeakpaHuMpoBaHHble BUTOMapHble Kabenn [OMmKHbI MPOXOAUTb Ha PacCTOSIHUM He
MeHee 125 MM OT rasopaspsHblX namn AHEBHOro cseTa (JIIOMUHECLEHTHbIX namn) u
OPYrvX BbICOKOBOSbTHBIX YCTPOWMCTB, COAEPXKALLNX pa3pAgHUKNA.

e HeakpaHMpoBaHHblEe BUTONApPHbIE Kabenu AomkHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MeTpPoB OT MCTOYHWMKOB CUIbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasyroLnx
HaNPSYKEHHOCTb 3MEKTPMUYECKOro nons cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMU HE3KPaHMPOBaHHLIMU BUTONAPHbBIMU
kabenamy [OOSKHbl pacnoniaraTbCs Ha pPaccTOsHUM He MeHee 3-X METpoB OT
WUCTOYHUKOB CUITbHBIX ONIEKTPOMAarHUTHbIX MOMeX, 00pasylolmux HanpshKkeHHOCTb
3reKTpUYeckoro nons cebiwe 3 B/m.

e [lpoknagka BUTOW nNapbl MeXQy TOYKaMW MOAKMYEHNS [OO0SPKHA NpOM3BOAUTHCS
LenbiMm Kyckamu, npyM 9TOM HanpaefieHuMe Tpacchl criegyeT 3apaHee npoaymatb Tak,
4YTOObI €€ NPOTAKEHHOCTL Obifa Kak MOXHO MEHbLLE.

o MuHmanbHbIN paguyc narnba ansa kabensa — yeTbipe guameTpa kabensa (unu 1 gronm =
2,5 CM), HO CYLLECTBYHOT pekomMeHaauun pasmewaTtb kabenb Takum obpasom, 4YToObI
obecneymsaTb M3rnbd pagnycom 2 gronma (5 caHTUMETPOB).

o MakcnmanbHas gnvHa cermeHTa gormkHa 6biTe He 6onee 100 meTpos.
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4.3. MoHTax IP kamepbl

O6wumin Bua cnocobos kpenneHus |IP-kamepbl NpuBeaeH Ha PucyHke 4.2:

L

Puc. 4.2

Anga moHTaxa |IP-kaMmepb! BbINOMHUTE crieaylowme AenCTBUs:

LWar 1: pacnakynte IP-kamepy.

Lar 2: HameTbTe OTBEPCTMA HA MOBEPXHOCTU CTEHLI/NOTOMKA ANa KpenneHusa |P-kamepbl.
MpoceepnuTe oTBepcTus. BecTaBbTe nnactukoBble Aiobenu B 0OTBEPCTUS.

War 3: 3akpenute IP-kamepy npu MOMOLLUM BMHTOB M3 KOMMIEKTa MOCTaBKW, UCMONb3ys
OTBEPCTUSI B OCHOBaHUWN KPOHLUTENHA KaMepbl.

War 4: npu HeobxogumocTn HacTpomte okyc obbektuBa. [Ona aTOro OTKpyTUTE
NepeaHIo KPbIWKY KOpnyca, akkypaTHO CHUMUTE OUCK U3 MEeHONoNuatuneHa (ecnu AocTyn K
CTOMOPHOMY KOnbLy 3aTpyAHeH), ocnabbTe ctonopHoe konbuo 1 (Puc. 4.3) v Bpalwarite 00bekTms
2, noka He gobbeTecb npuemnemon oKycMpoBKU. 3aTem 3adUKCUpynTe 0OBLEKTUB MNPU MOMOLLN

CTOMOPHOro Kosbua, HaaeHbTe 3aLUNTHBIN OUCK U 3aKpyTuTe nepenHr KpbIWKY Kopnyca 06paTHO.

2] -

Puc. 4.3

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R
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NMPUMEYAHUE!

MN3HayanbHO 06bEeKTMB Kamepbl yke ChOKYCUPOBaH U He TpebyeT AOMNONHUTENbHOM HACTPOMKH.

BHUMAHUE!

Mpwn 3akpyunBaHMM NnepeaHen KpbILLKXA KOpnyca nocne perynmpoBkM U 3aMeHbl 0O0bekTBa Heobxoaumo
YAOCTOBEPUTLCS:

1) B Hannuyumn 3asopa Mexay OO0beKkTMBOM M 3allUUTHbIM CTEKITOM nepeaHen Kpbiwku. OTCyTCTBUE 3a30pa
MOXET MpMBECTM K MOBPEXOEHUI0 Kamepbl B Mpouecce 3KcnnyaTauuu BCNeacTBue  OTnnyums
KO3 PMLIMEHTOB TENOBOIO pacLUMPEHNst pasHbIX YacTen kamepbl.

2) B npaBunbHOM nonoxeHun nuH3 WK-nogceetkn. B npouecce cHATUS gucka M3 MeHOMonuaTuieHa

NMH3bI MOTYT GbITb CMeLLeHbI, B pedyribTaTe Yyero adpdpekTnBHoCTb VIK noacBeTku GyaeT CHukeHa.

LWar 5: oTperynupyiTe HanpasneHve ob3opa kamepbl. [ns atoro ocnabbTe CTOMNOPHOE
KONMbLO 1 M BUHTLI 2, 3 KPOHLUTEHA Kamepbl NPy MOMOLLM LLIECTUrPaHHOro Kn4a 13 KoMnnekra

NnocTaBkuW, pa3BepHUTE kKamepy B TpebyemMoe NonoXXeHne 1 3aTSHUTE KOnbLO U BUHTLI (Puc. 4.4).

1 2 3

Puc. 4.4
War 6: pasmecTute coeguMHUTENbBHYKD YacTb NpoBOAa B HEAOCTYNHOM ANA nonagaHus
BNarn MecTe UM B MOHTa)XHOW KOPOOKe CO CTEMEHbIO 3alUUTbl OT BHELLHEN cpeabl He MeHee |P54
(cTeneHb 3awWnTbl 3aBUCUMT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 ¢ pasmepamu
120x80x50 mm. MecTta BBOOa kabenen OOMKHbI ObiTb OOMOSTHUTENBHO 3arepMeTU3MpPOBaHbI

repMeTrkamMm C BbICOKOM CTEeNeHbo aare3unu K matepuany kabens (MBX) n MOHTaXXHON KOPOGKH.

BHUMAHUE!

MoHTaxHas kopobka HE BXOLWT B KOMNMEKT NOCTaBKN Kamepbl 1 NpuobpeTaeTcs oTAENbHO.

War 7: c¢ nomowbio  kabens «naTty-kopg»  nogknwouute  IP-kamepy K

KOMMyTaTopy/MapLUpyTM3aTopy C nogaepXkon TexHonornn PoE (nmbo yepes POE-nHxXekTop).

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R
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Ecnu Bbl He ncnonb3yeTe nogayy NUTaHUs no TexHonorun PoE, To, kpome nogkntoyeHus

IP-kamepbl kabenem «naTy-kOpA» K KOMMYTaTOpy WM MapLupyTusaTtopy, K pasbemy nutaHus IP-
Kamepbl HEO6X0ANMO NOSKITUNTL 60K MUTaHMSI NOCTOSTHHOIO TOKa HanpshkeHnem 12 B.
Bo wun3bexaHne nonoMmkn o6opyaoBaHMs, WCMONb3yWTE TOSIbKO  KOMMJEKTYOLWMNE,

pekomeHgoBaHHble BEWARD.

4.4. NMpoBoaHoe NOAKNOYEeHMEe KaMepbl K ceTn

Mcnonb3ys coeguHuTenbHbli Kabenb ¢ pasbemom RJ-45, nogkniouunte |P-kamepy K
nokansHon cetu (k LAN-uHTepency mapLipytusatopa).

B cnyyae HeobGxoaMMOCTN COeanHUTENbHBIM Kabenb MOXHO NpuoBpecTn OTAENbHO Unu,
npy HanM4YnmM HeobXxoAMMbIX MaTepuasnos, MUHCTPYMEHTOB M OMbliTa, N3rOTOBUTb CAMOCTOSATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pazbemom RJ-45

C oAHOM CTOPOHDI C opyron CTopoHbl
1: beno-opaHxeBbIN 1: beno-opaHxeBbii
1 5 2: OpaHxeBbli 1 3 2: OpaHxeBbli
i 3: Beno-3enéHbin (T 3: Beno-3eneHbin
CHIASY: 4: CvHuin CHIASY. 4: CvHui
5: beno-cnHuin 5: beno-cuHuin
CMEPEAM: % 6: 3enéHbin CMEPELM: E% 6: 3enéHobin
16 7: Beno-Kopu4HeBHbIil 18 7: Beno-Kopu4HeBbIi
8: KopnyHeBsblii 8: KopnyHeBbli

Anga narotoBneHusa «npsmoro» kabensa Heobxoammbl: kabenb UTP (BuTas napa kateropuu
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcTeo gns obxuma pasbLemMoB (Kpumnep).

Mpn Takom nopsagke nogknoyeHua nap (ykasaHHom B Tabnuue) obecnedmsaroTca
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENUMYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus
CurHana, a cnefoBaTenbHO, U 3asiBlieHHas1 CKOPOCTb nepeaayn aaHHbIx 100 Méut/c.

B cnyyae ucnonb3oBaHua obopyaoBaHus C NOAOEPKKOM TexHonorun POE AocTaTouqHo
NOAKMIYNTL KaMepy C MOMOLLbI kabens Tuna «BuTass napa». [lpu 3TOM uMcnonb3oBaTb
AONOMHUTESNbHBIN UCTOYHUK MUTAHUSA HE HYXKHO.

Ecnu Bbl He ncnonb3yete obopyaoBaHusa ¢ nogaepxkon texHonornm PoE, nogkntounte IP-

Kamepy K MCTOYHUKY NuTaHua 12 B, pekomeHgosaHHoMy BEWARD.
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NnaBa 5. HacTtponka npoBogHoro coegnHeHus anst Windows 7

Onsa toro, 4tobbl IP-kamepa B2710R paboTtana B Bawen nokanbHOW CeTM COBMECTHO C
apyrum obopyaoBaHumeM, HEOOXOAMMO BbINOMHUTL €€ MOAKMYEHNE B COOTBETCTBMM C TEKYLLUMM

HacTporkamMu AaHHOW CeTu, A4S Yero, B CBOK ovepedb, Heo6XoaMMo onpeaenuTb 3T HACTPOWKN.

NMPUMEYAHMUE!
OnucaHue ycTtaHOBKM M HacTpouku coeanHeHus ans Windows 7 BbinonHeHOo Ha npumepe Windows 7
MakcumanbHas. Benegcteme aToro, Ha3BaHUSA HEKOTOPbIX MYHKTOB MEHI0 M (OYHKUMI MOryT OTnn4yaTbes

oT Baweii Bepcun Windows, ogHako anropMTM NpuBeAeHHbIX AENCTBUN ABMASETCH YHUBEPCANbHbIM.

5.1. OnpegeneHue napaMmeTpoB NPOBOAHOM JIOKaNIbHOW CeTU

B cnyyae nogknioyeHna no kabento Ethernet HeobxoamMmo onpegenuTb  Tekyuime
HaCTPOMKN NPOBOAHON CETH.

Onsa pgoctyna K TeKywWUM HacTpoMKam MNpPOBOAHOW IOKanbHOW CeTU UCMOonb3ynte

KOMMbIOTEpP, NOOKMNIOYEHHbIV K aTON ceTu. Haxxmute lyck — MaHenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Aorymesrra

Wzobpaxennn

Myzbika

Wrpei
m BRSController

KomnetoTep
m BEWARD IP Visor

Q BEWARD Player

T oyl

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
,@o Cny#cBbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Beenporpammel

|r!mm
B & & K

Puc. 5.1
B oTKkpbiBlEMCA AOManoroBOM OKHe BbibepuTe NyHKT [[IPOCMOTP COCTOAHMA cCeTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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=

- || Mouck & narenu ynpasnerus

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ™

Cucrema v Be30nNacHoCTL YueTHble 3anncy nonb3oBaTenei n
MpoBepka COCTOAHNA KOMMBIOTEDE ceMeH...

ApXMENPOBAHME A3HHBIX KOMMBIOTEPA @' JoBaBneHne 1 yAANEHNE YYETHBIX 3anncei
Mowck u wcnpaenedne npobnem noe3oBaTenci

@I YcTaHoBka POAWTENBCKOrND KOHTDONA 4NA BOEX

Cetn n MHTenHeT nonesoBaTensd

@ocmmp COCTORHWA CETH 1 3a,qa
BuiGop napameTpoe gomMaluHedd rpynnel u obwero OdopmneHue 1 nepcoHannsauma
AOCTYNa K AaHHbIM WMzmeneHne Tembl

' WMzmenenne dona pabouero crona

Hacrpoiika paspewerna skpana

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

3 CMeHa packnagkn KIaBnatyphl N Spyrix
I'IporpaMMhl \ ¥ cnocoBoe BECAR

¥aaneHne nporpammel Mzmenenne Asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
P Lyt Windows nap pol
OnTuMUsaumMa noBpakeHuA Ha 3KpaHe

Puc. 5.2
B oTKpbiBWEMCS AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.
5.3).

MaHene ynpaeneHna - n . o -
e POCMOTP OCHOBHBIX CBEAEHWI O CETW W HACTPOIKa NOAKAKOUEHMT

n! | MpocMoTp NonHoi KapTel
MzmeHenmne napamerpos — .

3AaNTEpa BEWARD Heckoneko cetei Wureprer
MamennTe gonenHuTenEHBIE (3107 KOMBIOTED)
napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX cETER MeaknioyeHne nan oTKAMYEHNE

Cemn 4 Tun goctyna: WHTepHer
OBuecTEeHHaA CeTb Mogrntouenna:

W3mererne ceTeBbIx NapaMeTpos

gl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOrD, MOAEMHOrO, npaMore nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

s. MogknroumnTeca K ceTH

Mogknroyenne WK NOBTOPHOE NOAKMNIOHEHNE K GECPOBECAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl 0 NapameTpos oBLUero AocTyna

Cra, Takcke Joctyn k daitnam u NPUHTEPAM, PACNIONOMEHHEIM Ha 4PYTHX CETEBRIX KOMNBHITEPEX, MW

- U3MEHEHWE N3paMETPOE 0BLLErD A0CTYNE,
Bpanamayzp Windows P P Lo ey

Jomalunas rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

Mpn HanMUMM HECKONbKMX MOAKMHYEHN BbIbepUTE TO, K KOTOPOMY NMIaHMPYyeTCs NogkniounTb IP-kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD

AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HeoOGXxoaMmo BbiGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBoncTBa] (Puc. 5.5).

L.:J MoaxnoueHWe NO JCKaNbHOM| CETH - CBOCTEa M

Cem | Operyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTMB‘-IBHHb\B KOMMNOHEHTEI MCNONE3YIOTCA 3TUM NOKNICYEHUEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmmﬁ nareTos (oS
gCnyxﬁa LOCTYNE K ainam v npuHTepam ceTei Micre—,
-2 [IpoTokon B/P

MHTepHeTE Eepcin 6 (1T &)
IS Mpotokon WHTepHeta sepcim 4 (TCP/IPv4) .
||

¥ i Ilpafisep 6/ Tononora KaHankHoOro YPoBHA

m

i OTBETUMK 06HAPYKEHMA TONONOTWK KBHANBHOTO YPOE ™
[En ] LI} ] [&]

YeTaHoBUTE Yoanams | CaoilcTBa I

Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOpPOM oOTobpakaeTcss WHdoOpMaums O HaCTpoMKax CeTeBOro
noaknoyeHnsa. Bo3moxHbl ABa BapmaHTa HacTporku IP-agpeca ceteBoro nogknoveHms Baiwero
MK:
1. NMonyuuTtb IP-appec aBToMaTtuyecku: |IP-agpec HasHavaeTcs aBTomatudeckm DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawemy [1K Bbigaetcda aBTtomaTudeckn, Torga ans

ornpenerneHns napameTpoB foKanbHoW ceTu nepenanTe kK nyHkTy 5.1.1 gaHHoro PykoBoacTsa.
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Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ———

Puc. 5.6
2. Ucnonb3oBaTb cnepyrowmn IP-agpec: IP-agpec 3agaetcst nonb3oBaTenemM BPY4HYHO
(Puc. 5.7):

Ceoiicrea: Mpotokon Wuteprera sepcuw 4 (TCP/IPv4) l&u

Obwme

MapameTpil IP MOrYT HA3HEYATHCA ABTOMETHHECKM, ECTH CETh
NOAAEPHUBAET STY BOSMOXHOCTE, B NDOTHBHOM Cly4ae napaMeTphl
IP MOMHO MONYUNTE Y CETEBOrD aAMMHWCTPATOPE.

() Mony4uTs IP-3ApEC BBTOMATHHECKH

@) Mnonb3o0BaTe CNEnYIoWMi IP-anpec: I

IP-anpec: 182 .16 . 0 .
Macka nogceTu: 255,255,255 .

OcHOBHOM Wo3: 192.168. 0 .

Mony4nTe anpec DNS-cepsepa aBTOMaTUHECKW

(@ Mnonb30BaThE CNeayoWwWe aapeca DNS-cepeepos:
Mpeano4MTaemsIii DNS-cepsep: 192.168. 0 .1

ANbTEPHATUBHGIA DNS-CEpsep:

[T NoaTsepauTs napameTpil npu seixone

Puc. 5.7
3anvwunte, Nbo 3anomHMUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W3, DNS-cepsep).

BHUMAHUE!
Ecnv Bbl He 3anucanu ceTeBble MapaMeTpbl KOMMbOTEpPa, TO MOCMNEe HaCcTpoWku Kamepbl OypeT
HEBO3MOXHO BEPHYTb UX B NepBOHaYarbHOEe COCTOSIHWE AN BOCCTAHOBMNEHWS MOLKITHOYEHUS K FTOKanbHOM

cetn n/wnu cetn IHTepHerT.
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5.1.1. OnpepeneHne napameTpoB ceTu Npu auHamu4veckom IP-agpece

NMPUMEYAHMUE!

[aHHbin nNyHKT PykoBoacTBa NpedHasHadeH Ans onpeferieHnd napameTpoB JloKarbHOW ceTu npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepeepom).

[ns onpefeneHns TeKyLWMX HACTPOEK KOMMbKTEpa B JlOKanbHOW MPOBOAHON CeTu

HaxxmuTe lMyck — Manens ynpaeneHus (Puc. 5.8).

@ Internet Explorer
C

@ Skype BEWARD

|63 Microsoft Office Excel 2007 Gosy=ire

,"/‘ BnoknoT

Mysbika
E DVR Server

Wrpel
m ERSController

Komnetotep
Q BEWARD IP Visor

Manens ynpasnesns
m BEWARD Player

YecrpoicTea w NpUHTEDDI
_r i, CrywBol
o, -TYK

Mporpammel No yMoAuaHID

)
0@, Cry#Bbl KOMNOHEHTOE
Cnpaska w nogaepxia

» Bce nporpammel

— - - ST —
‘ Halimu npozpammbl U daldas | 32BeplueHne pabotel | F |
. | 23BEPLIEHNE paboThl |

2 B8 =6
Puc. 5.8

B OTKpbIBWUEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



BC\VARD

Inasa 5. Hacmpoiika nposoonoeco coedunenus o Windows 7

& » Manens ynpaenenma »

HacTpoiika napaMeTpos KoMMetoTepa

% CucteMa v BesonacHocTs
MpoBEpKa COCTOARNA KOMMBOTEPE
ApPXMBMPOBAHNE JBHHEIX KOMMEHOTEDE

Mowck u ucnpasneqne npoGnem

[ e

- || [Mouck & narenu ynpasncHus

Mpocmotp:  Kareropua

YueTHble 3aNWcK NoAL30BaTENeR N

CEMEWH...

@,ﬂ,ofwaaﬂenhe 1 YARIEHUE YHETHBIX 3aNMCed
noe3osaTenei

'@' ¥CTEHOBKA POAWTENBCKOD KOHTPONA ANA BCEX
nonkzoBaTenei

@l |H§ocmmp COCTORHMA CETH W 33484 I
=3

. Boibop napameTpoe AomMaluHed rpynnel u oBuyero
ACCTYNa K A3HHBIM

O6opyAoBaHue U 3ByK

OdopmneHne W NepcoHaNnsaLmna
WMamererne Tembl

VameHenmne doHa paouero crona
Hacrpoiika paspeluema skpaqa

MpocMoTp YCTpoicTs M NpUHTEpOS

[JoBaeneHue ycTpoidcTea

MNporpammil

¥aaneHue nporpammbl

Yacel, A3LIK U pernoH

CreHa packnagkn KNaematypsl Mam 4pyri
cneceboe BECAA

VameHenmne asbika MHTEpdeiica

CI'IE‘LI,HBJIIJHIJIE‘ BO3MOXHOCTH
Pexomengyemere Windows napamerper
OnTrmmsaums n30Bpaxenna Ha IKpaHe

Puc. 5.9

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [loakntoyeHue no nokanbHon cetu] (Puc.

5.10).

@ prer » LlenTp ynpasnenna cetAmMm n oBLLMM goCTymOM - [Mouck & nasenu ynpasneHus yel

Manens ynpaenexns -
ACMALLHAA CTPaHMLE

3MeHEHNE NapameTpoR
apanTepa

WMzmeHnTE AononHUTENEHEIE
napameTpel oblers AocTyna

Cra. TaIOKE
Bpanamaysp Windows
fomalunas rpynna

CeoiicTea obospesatena

NMPUMEYAHMUE!

MNpocMoTp OCHOBHBIX CEEAEHWIA O CETH WM HACTPORKa NoAKAHYEHMA

m&; Eh 0 MpocMeTp NoAHOI KapThl
-,

BEWARD
(3ToT KOMNbHOTER)

Heckoneko cetei WHTepHeT

MpocMoTp aKTUBHBIX CETER MoAKNHYEHNE UK OTKNHOYEHHE

Cemb 4 Tun goctyna: HTEDHET

CBuwecTeeHHaA CETE MogknoueHna:

MzMEHEHNE CETEBLIX NAPAMETPOE

@ Hactpoiika Hosoro nogkAMOHEHUA WA CETH

HacTpoiika BecnpoeogHore, WMpoKononocHoro, MogemHore, npamoere wan YPMN-nogeaouenna
WK 3KE HACTPOIKA MapLUPYTU3aTORa MW TOUKK 40CTyNa,

MogxntounTeca K cetH

MeAKNHYEHHE WAKW NOBTOPHOE NOAKS K Becnp
CETEBOMY COES) WAN NogKS K VP,

BeiBop AcMaELUHER rpynnel n napameTpos obulere AocTyna

Joctyn k daitnam n NpuHTEPaM, PacNONOHKEHHBIM Ha APYTWX CETEBBIX KOMMNBFOTEDAX, MW
W3MEHEHWE NapaMeTpoE oBLLUErD A0CTYNE.

@ YCTpaHEHHE HENCAZA0K

JMarHoCTHKE M MCNpPaBNEHNe ceTesbx Npobnem nnKn nonyHedne ceegennid of ncnpasnesnn,

Puc. 5.10

I'Ip|/| HanM4nMM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl66pVITe TO, K KOTOPOMY nnaHNpyeTcA NOAKIIOYUTb

IP-kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.11).

E] Cocroanue - MNogxa4eHne No NOKaNEHOR CeTH u

Ofme

MoaknoyeHue

IPv4-noaknoHeHme: WHTepHET
IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocTosaHKe cpedbl: MoaknioyeHo

AnuTensHoCTE: 04:47:33
CKOpOCTE: 100.0 MauT fc

AKTUBHOCTE

OTnpasneHo —— L\fb‘ ——  [puHATO
o

BaiT: 79 188 140 I 805 508 770

[ |Skiﬁcﬁcrﬁa ] [@OTmmquTb] [ AuarHocTuka ]

Pwuc. 5.11
B okHe «CBefeHusi 0 ceTeBOM NOAKMOYEHUU» NpeacTaBneHa cnegyrowas MHopmaums

(Puc. 5.12):

LononHuTensHele CBEASHWA 0 CETH:

CeoiicTE0 SHauetme

OnpeneneHHLI ANA Mo ..
OnucaHue Realtek RTL8168C(P)/8111C(P) Famity P!
PuzmyecKuil agpec 00-24-1D-57-45-30

HCP tnioueH Oa

ec Pvd 192.168.0.14

Macka nopcem [Pvd 255.255.255.0
Aperpa nonydeHa 11 aneapa 2011 1. 10:27:11
Aperpa wcTekaeT 11 pespans 2011 r. 10:27:11
Wntos no ymonyanao P, 152.168.0.1
DHCP-cepeep IPvd 152.168.0.1
DMNS-cepeep [Pvd 152.168.0.1
WINS-cepeep IPvd
CryxGa NetBIOS yepes... Oa
TNokaneHen IPvEagpec... feBl:3126:2820:8112:163%11
Wntos no ymonyaxaio IP...
DMNS-cepeep [PvE

4 | 11

Puc. 5.12
Ecnn B atom okHe Bbl yBugenun ctpokn — «DHCP BknioyeH - Oa», «Agpec IPv4 -

XXX XXX XXX.XXX» (FOe «XXX.XXX.XXX.XXX» — 3HayeHune |P-agpeca),— 3HaunT IP-agpec Bawemy MK
Ha3HayeH aBToMaTumyeckn. Macka nogceTtu ykasaHa B cTpoke [Macka nopgcetm IPv4], agpec
ceteBoro wn3a — B ctpoke [WUno3 no ymonuaHuwo IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep [Pv4]. 3anumwuute, nubo 3anomMHuMTe pfadHHble napameTpbl (IP-agpec, Macka
noacetn, Ceteson wno3, DNS-cepsep).
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BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMNbKOTEpa, TO MNocle HaCTpOVIKM KamMepbl 6y,u,eT
HEBO3MOXXHO BEPHYTb UX B NepBoHa4asribHoe COCToAHNE AJ14 BOCCTAHOBJIIEHNA NOAKITHOYEHUA K nokasibHOn

ceTu u/unu cetn VIHTepHer.

BHUMAHUE!

Ecnn B okHe «CBeAeHMA o ceTeBOM nopgknioyveHnn» Bl yBugenn ctpokn — «DHCP BknroyeH - Javy,
«IPv4-appec aBTOHAaCTPOMKM - XXX.XXX.XXX.XXX» (A€ XXX.XXX.XXX.XXX — 3HadyeHue IP-agpeca),— 3HaumT
Bam He yganocb nogkntounTbes kK npoogHon cetn (DHCP-cepBep He npuceoun IP-agpec Bawemy [1K).

I'lpOBepre npaBuUiibHOCTb MOAKITHOYEHUA K I'IpOBO,EI,HOVI cetn. B cny4vyae Heobxo4MMOoCTH, 06paTVITer K

Baluemy cucteMHOMYy agMUHUCTPaTOPY.

5.2. \3ameHeHMe napameTpOB JFIOKafilbHOW CeTU ANA NMPOBOAHOIO NOAKIHOYEeHUA

K IP-kamepe
Mo ymonyanuio IP-kamepa B2710R nmeeT IP-agpec 192.168.0.99. YTob6bl NOAKNOUNTLCS K
Kamepe Ans nepBoHaYanbHOW HacTponkn Heobxoammo, YTobbl Baw komnbloTep Haxoawuncs B Tou
Xe nogceTu, 4YTo u kamepa. [Npu aTom IP-agpeca kamep, KOMNLIOTEPOB U NIOObLIX APYrMX YCTPOWUCTB

B CETU He OOJKHblI coBNnaaatTb Mexay coboin.

BHUMAHUE!
IP-kamepbl BEWARD B2710R no ymonuyaHuto mmetoT IP-agpec 192.168.0.99. Ecnn Bbl nnaHupyeTte
NOOKITOYUTL HeCKosbKo IP-kamep, TO Ansa nckroyveHns KoHgnukra IP-agpecoB nogkntodvante kamepbl No

OfIHOM 1 n3meHsnTe ux IP-agpeca Ha ntobble cBoboAHbIE B Ballel nokanbHoM CeTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, noakmtouveHHbI K MNpoBOAHOW ceTu, U IP-kamepa, duandecku
NnoaKrtoYeHHast K Tol e ceTu, Nnbo Hanpsamyto k Bawewmy MK, HaxoasTcs B ogHon noaceTtu, Bol MoxeTe

cpasy nepentn K nyHKTy 5.3 AaHHoro PykoBoacTea.

,D,J'IFI M3MEeHEHNA TeKylnX HaCTpOeK KOMNbTEpPa B nokarnbHomn I'IpOBO,El,HOIZ CeThn HaXXMute

Tyck — Manenb ynpaenerHus (Puc. 5.13).
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9. Internet Explorer
@ Skype

Ef
'd"‘ Bnoknot

@ DVR Server

m BR5Controller
m BEWARD IP Visor
Q EEWARD Player

ety CrnyBe

a
9‘, Crny#Bbl KOMNOHEHTOE

Microsoft Office Excel 2007

> Bee nporpammae

| Halmu npozpammsi u ghailabi

Puc. 5.13

BEWARD

NokymenTe

Mysbika
Wrpei
Komnetotep
MaHens ynpasneHus
Ycrpoiicrsa n npuHTEpDI
Mporpammer no

FMONHEHAID
Crpaska n nogaepxka
»

3aBepLUeHNe paboThl

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

@

@ » [laHens ynpaeneqna b

HacTpolika napameTpoB KOMMbloTEpa

Cuctema v BE30NACHOCTb
I'Ipoﬁepka COCTOAHWA KOMNBHOTEPA
ApXV‘EMpUEEHIﬂE AdHHBIX KOMNBHOTEPA
Mowck 1 ncnpasneHne npoGnem

Cetpum MuTepreT

@UCMDTp COCTOAHNA CETH 1 5a,a.£|

Buibop napameTpos ACMALUHER rpynnel n oBuiero
ACCTYNA K A3HHBIM

O6opyaosaHe 1 38yK
MpocroTp yCTpoicTe U NpUHTERCE
JloBasneHue yeTpoiictea

Mporpammeo

¥aanenne nporpammel

Puc. 5.14

o
_— )

Mpocmotp:  Kareropua

YueTHble 3anucK NoaL3oBeaTenei u

CEMENH...
'@' JloBaenenue n yaaneHne yueTHEIX 3annceil
nonsz0eaTEned

'@' YcTaHoBKa POAMTENECKOTO KOHTPONA ANA BCEX
noL30BaTenei

OgopmneHne W NepcoHannsaLma
Mzmererme Teme

Wsmernenne dona paboyero crona
Hacrpoiika paspelenna 3kpana

Yackl, A3bIK 1 PETMOH

CMEHa packnagkm KNasnaTypol WK Apyrix
cnoceBos secga

MzmeHeHmne A3bika nHTEpdEca

CI'IE.‘LLI"IaJ'IthIE.‘ BOZMOXHOCTH
Pexkomengyenbie Windows napamerpel
OI'ITMMI/L’-ELI'ME M,’-DSFIE)KEHME Ha 3KpaHe

B oTkpbIBLLIEMCH OKHE HaxxmuTe «lMoakntoveHne no nokanbHom cetn» (Puc. 5.15).
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Marens ynpasneqna -
AOMALUHAA CTPaHMLa

zmerenmne napameTpos
ajanTepa

MamennTe goncaHuTentHble
napameTpel obLyere goctyna

Cra. TaroKe
bpanamaysp Windows
HomawHan rpynna

CeoiicTea oBospesarenn

NMPUMEYAHMUE!

MpocMoTp OCHOBHBIX CEEAEHWA O CETH W HACTPORKa NoAKAOUEHNA

T,

BEWARD HECKOJ'IbK-O ceTeit

0 Mpecvotp noaHoi kKapTel

Wrreprer

(3T0T KomnstoTER)

MpocMoTp aKTneHBN: CETER

MogKntoyerne nan oTKIOYEHNE

Cems 4 Tun goctyna: IHTERHET

OBLUECTEEHHEA CETE MNogknoyeHna: @ MoaknroueHne no
NOKaNsHOA CeT

Wzmenenune ceTeBbix napameTpoe

T«

o

HECTpDﬁKE HOBOTC NCAKNHYEHHA MK CETH

Hacrpoiika BecnposogHoro, WMpokonoaocHero, MogdemHors, npamoro unn VPN-nogkntouerua
WK 2KE HACTPOHKE MApPLUPYTU3aTopa AN TOYKN JocTyna.

MoaknounTECA K CETH

MeakaroueHne nan NOETOpHOE NOAKS K Becnpoeog) y, Np
CETEBOMY COEIMHEHUHY MAKW NogkntodeHme Kk VPN,

Buifop AomMalLHed rpynnbl W NapaMeTpos obLUero AocTyna
Joctyn k daiinam u NpUHTEPaNM, PaCNONONEHHEIM HA APYTHX CETEBBIX KOMMBHOTEPAY, MAKN

W3MEHEHWE NAPAMETPOE obLyere AocCTyna.

YcTpaHeHne HENONAA0K

JuarHocTuka n NCnNpasneHne ceTeekix Npob. WAK nony CEEAEHMI 0B McnpaBneHum,

Puc. 5.15

Mpy HanUUMKM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BbiIOepuTe TO, K KOTOPOMY NIaHMpyeTCs MOAKMOYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc. 5.16).

[ Cocroanue - Mogk no W ceTn

=

il

IPv4-noaknoYeHne:;
IPv6-noaknoYeHe:
CocTosHWe cpeasl:

AnuTensHocTe: 04:47:33
CKOpOCTE:

AKTUBHOCTE

Ofiwme

MoaknodeHie

WHTepHeT
Bes pocTyna k MHTEpHETY

MoaknioyeHo

100.0 MamT/fc

CeeaeHma.. .

1
OTnpasneHo —— %! ——  TlpUHATO

79 188 140 |

805 509 770

[ @Caou"crﬁa ][@D‘rmmun‘rh] [ﬂnarHochKa ]

Puc. 5.16

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOr0 MOAKMYEHUST HEobXoaMmo Bbl6paTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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1 Mogkntosenue no noKansHoM CeTi - CEORCTEa M

Cem | Ooctyn

MoaknioyeHue yepes:

l‘?‘ Realteke RTL8139/810x Famity Fast Ethemet cetesoi ag:

OmMeYeHHbIE KOMMNOHEHTBI WCNONb3YTCA 3TVM NOAKNHHEHWEM

Bl aspersky Anti-Virus NDIS 6 Filter -
v Q MnaHuposimk naketos QoS
vl QCnyxﬁa A0CTYNE K $aiAnam n I'IDHHTe-DEIM ceTeil Mior—,
¥ - [TpoToKon VHTe P
-\’ 8 MpoTokon MHTepHem BEPCHN -i{TCF‘ IFv-iI .

-2 [paitsep /8 Tononora KaHansHOMO YPOBHA
-4 OTBETMK 0GHEPYXKEHMA TONonorvI KEHEIJ'IbHOI’O )fpoe -

[l 1

chHoEuTh... Yoamt | CEOIT-\CTEE I

Onucanme

MpoTtokon TCP/IP - cTaHmapT™eiit npoTokon rnofansHem
ceTel, 06ECNEYMBIIOWMA CEASE MEXIY PASNMYHEIMKM
E3aMMOSACTEYIOLMMI CETAMM.

oK ] [ Omvena

Puc. 5.17
B nosiBuBlemMcsi OkHe HeOOXOAMMO YCTaHOBUTb 3Ha4veHusa IP-agpeca u mackvm nopceTw.
Bbibepute nyHkT [MUcnonb3oBaTtb cneaytowmn IP-agpec] n Beeante csobogHbli IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetn — 255.255.255.0. OcrtanbHble

3HayeHns BBOAUTb HET HeobxoanmocTu (Puc. 5.18).

Ceoiictsa: MNpotokon Wktepreta sepcun 4 (TCP/IPw4) . @g

Ofiwme

MapameTpel IP MOryT HE3HAYETECA SBTOMETMHECKK, ECTH CETh
MoAAEpHUEEET STY BOSMOKHOCTE, B NpoTHEHOM cnyyae napameTpel
IP MOMHO NONY4YWTE Y CETEBOMD SAMUHWCTPATopPa.

() Mony4mTs IP-aapec SBTOMATHHECKH

(@ WnonbsosaTe cienyrowmi IP-agpec:
IP-agpec: 192 . 1658 . 0 . 20

Macka noaceT: 255,255 .255. 0

OCHOBHONA LUMKo3:

Manyuuts agpec DNS-cepeepa aBTOMaTHYEKM

(@ WnonbsosaTe cneayowme anpeca DNS-cepeepos:

MpeanounTaemsid DMNS-cepsep:

AnbTEPHETHEHEIA DMN3-cepeep:

[[NoaTeepauTs napaMeTpel Npy Buixoae
l[ QK ]I OTMeHa

Puc. 5.18
[ns npumeHeHns1 n3MeHeHnn HacTpoek HaxmuTe KHomnky [OK] Bo BCcex OTKPbITbIX OKHaX.
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5.3. Nony4yeHue aoctyna K IP-kamepe ¢ nomowbo 6pay3epa Internet Explorer

Ana poctyna Kk kamepe ¢ nomollbto Gpaysepa Internet Explorer 3anyctute ero un B
afpecHon cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamepbl, a <port> —

3HauyeHue HTTP-nopta. MNocne atoro Haxmute [MepenTtn] nudo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B2710R no ymonuyaxuio umeet IP-agpec 192.168.0.99, HTTP-nopt 80.

NMPUMEYAHUE!

Ecnm gna HTTP-nopTta ucnonb3yetcs 3Havenve 80, Torga ans QOocTyna K Kamepe uepe3 Gpaysep

[OCTaTOYHO BBECTU B aapecHon ctpoke «http://[<IP>/», roe <IP> — IP-agpec kamepsbl.

- o |
QI:—IA & http://192.168.0.99/ P-a3X H = MycTan cTpaHnua ok
—
Puc. 5.19

5.4. MNony4yeHue gocrtyna K Be6-nHTtepcency IP-kamepbl
Mocne 3arpy3ku cTpaHuubl Beb-mHTepdbenca kamepbl npu nomowm Gpaysepa Internet

Explorer Bbl yBnante okHo aBTopusaumm (Puc. 5.20).

NMPUMEYAHUE!
[ns koppekTHoi paGoTkl BEG-MHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxe 9.0.

Ona npocmoTtpa wu3obpaxeHna ¢ |IP-kamepbl uyepe3 ©Opaysep Internet Explorer
ucnonbe3yTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
coCTaBe W 3arpy)xaeT UX HenocpeacTBEHHO C Kamepbl AN nocnefyowen yctaHoBku. B HkHen

YacTu OkHa bpaysepa NosiBUTCS BCnnbiBaloLlee onoseleHme cnuctemol 6esonacHoctu (Puc. 5.20).
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g
e@ @ nttp://192168.099/Iogin asp £ - ¢ @ wesservice | | { g 62

Mapone:

[INA KOPPEKTHOTO OTODPEMEHWA 3arpYIuTE M YCTaHOBMTE ActiveX

Iina ucnonszoeauuA Firefox, Google Chrome IE Tab noxanyiicta oaHakoMTecs C

3ToT Be6-CaliT NBITAETCA YCTAHOBUTE HaacTpoiiky ActiveX Control (2013.11.04) wsgatens BEWARD Co., Ltd.

B wem zaknrouaetca puck? YeTaHoBuTE

Puc. 5.20

HaxmuTe Ha kHoMKy [YcTaHOBUTL] 4N yCTaHOBKM KOMMOHEHTOB ActiveX.

BHUMAHUE!

YcTaHoBKa KOMMOHEHTOB ActiveX, HeOOXOAMMbIX AMsi MPOCMOTpa M300paXeHUs C Kamepbl, BO3MOXHa
TonbKO Ha 32-6uTHyto Bepcuto 6paysepa Internet Explorer .

Cucrtema 6e3onacHoctn Gpaysepa Internet Explorer 6ynet aBTomaTudeckn 6rokmpoBaTb
yctaHoBky ActiveX. [Ons nNpoOosmkeHWs YCTaHOBKW HaXMuTe KHONKy [YcTaHOBUTb] B OkHe
noaTBepxaeHnsa yctaHosku (Puc. 5.21).

-

o
Internet Explorer - MNpeaynpexaerme cucTeMel BESONACHOCTH M

YCTaHOBHT b 3TO NPOrpaMMHoe obecneuenne?

Mma: ActiveX Control (2013.11.04)

Wsaatens: BEWARD Co., Lid

E] AononHUTENEHO Y¥CTaHOBWTD ] [He YCTEAHEBNMBaTE

MoEPEAMTE KOMMBIOTER, CNEAYET YCTaHABMMBATE MPOrPaMMbl, MOMYHEHHEIE

i T | Dalnk U3 MHTEpHETa MOrYT BeITe NONE3HEN, HO 3TOT TN haina MOKET
@
= TONBKO OT AOBEPEHHOMO M3AETENA. DaKTopb DUCKE

Puc. 5.21
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lMocne aToro nosiBUTCA OKHO, WMHAopmupytowee Bac o HeobxoomMmocTu 3akpbiTvs Be6-

Gpaysepa anga ycraHoBku. 3akpowiTte Internet Explorer n HaxmuTte kHonky [OK] (Puc. 5.22).

[ Warning @1

IE windows must be close before install ocx, OK?

Puc. 5.22

3arem, OTKPOETCHA OKHO YCTaHOBKM kKOMMOHEHTOB ActiveX. Haxxmute kHonky [Install] (Puc. 5.23).

i B
# Install OCX A =
@ ‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.23
Mocne ycnewHon yctaHoBkn Bbl yBugute coobuieHne «Register OCX success(C:\)» B

HWXHeW cTpoke okHa. HaxxmuTte kHorky [Close] ons Bbixoada U3 okHa yctaHoBku (Puc. 5.24).

' ™y
& Install OCX A [
@ Install ‘ Uninstall ‘

| Register OCX success(CNetVideoX)

Puc. 5.24
NMPUMEYAHUE!
B onepauuoHHoi cucteme, otnmyHom ot Windows 7, nnm B 6paysepe, otnudHom ot Internet Explorer 9.0,
Ha3BaHWS MEHIO WM CUCTEMHbIE COOOLLEHMS MOryT OTNMYaTbCs OT Ha3BaHWA MEHK W CUCTEMHBbIX

coobuwwenun B gpyrnx OC cemerictea Windows nnu B gpyrmx 6paysepax.

NPUMEYAHME!

Mpu yctaHoBke ActiveX ana OC Windows 7 wnu Vista npu BKNMIOYEHHOM KOHTPONE Y4YeTHbIX 3anucen
OyOeT [OMONMHMTENbHO MPOU3BOAUTLCA OITOKMPOBKA YCTAHOBKM, O 4YeM nonb3oBaTento 6ygeTr BbigaHo
[OononHUTENbHOE onoBelleHne. [ns paspelleHns yCTaHOBKM HeoOXOAMMO YTBEPAUTENbHO OTBETUTL B

noABUBLLEMCA OKHE.
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B agpecHon ctpoke Gpay3sepa BBeguTe IP-agpec kamepbl n Haxkmute [Enter]. OTkpoeTcs

OKHO aBTOpu3auunun. Beeante umsa nonb3oBatens wu naponb. Mo YMON4YaHUI0 UCNoJNb3yeTcAa UMA

none3oearens —admin, napone no ymonyaxuio —admin (Puc. 5.25).

BHUMAHMUE!

Mocne aBTopusaumn Bbl MoxeTe W3MeHWTb UMS Monb3oBaTens W naponb B MeHw Hacmpolika —
CucmemHbie — [Monb3oeameru. Ecnn naponb unu nMa nonb3oBatens yTepsiHol, To IP-kamepy MOXHO
BEPHYTb K 3aBOACKMM ycTaHoBKaM. [1na cbpoca HacTpoek HeobXoAnMO B TEHEHNE AECATU CEKYH[ HaxaTb

KHOMKy cbpoca Tpu pasa ¢ npomexyTkamu 6onee 1 cekyHAbl Mexay HaxaTUsiMu.

r ‘ %1
G@ @ http://192.168.0.99/login.asp L-c ‘ (& WEB SERVICE ‘:\'

N r—

[inA koppexTHoro 3arpysnTe My

[nA ucnonszoeanuA Firefox, Google Chrome |E Tab noxanyiicta o3HakoMTeCh ©

Puc. 5.25

MNocne yCI'IeLIJHOIZ aBTopusauunmn Bl nonyyuTe AOCTyn K anieMmeHTaMm yrnpasiieHUA KaMmepbl U

n3obpaxeHuto ¢ Hee (Puc. 5.26).
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[F=EEET—X=)

a | @ hitp/1921680.99/1c P - ¢ || & wes service |

'BEWARD

| oOcwoswod | OB crmoc Pye 3anmcs § Pasrosop =) npocryumeame I oerwarn [ Paseepyr. [l Coomowewe [ B prz B vaoopaxenme

Puc. 5.26
Ecnn no kaknmm-T1o npuumMHam yctaHoBka ActiveX npowna HekoppekTHo, Bbl MoxeTte
YCTaHOBUTb HEOOXOA4MMbIE KOMMOHEHTbLI BPY4YHY0. [Insa 3TOro, Ha CTpaHuLe aBTopu3aLmm HaxXKMuTe

CCbIIKY, Kak nokasaHo Ha PucyHke 5.27:

e @ http://192168.099/login.asp D~ C] @ WEB SERVICE

Wms: ‘Ladmm }

Napons:

e )

[na ucnons3osanua Firefox, Google Chrome IE Tab noxanyiicra o3HakomTecs ¢

Puc. 5.27

[na Hadana npouecca yCTaHOBKN HaXXMUTe KHOMKy [BbinonHuTts] (Puc. 5.28):
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’ ~— - =ma=)
e@ @ http://192168.099/Iogin.asp 2 - ¢ | @ weaservce | | ok

[INA KOPPEKTHOMO

[na wcnone2oBanuA Firefox, Google Chrome IE Tab noxanyiicTa 03HakoMTeCh ©

Bbl XOTUTE BEINOAHWTE UAK coxpaHuTe NetVideoX.exe (850 Kb) ¢ 192.168.0.997 Brinennute CoxpannTe - OTmeHa Il

Puc. 5.28
Hanee, cnegynte npnBeaeHHON Bhile MHCTPYKUMK (cM. Puc. 5.22-5.26).

5.5. U3amMeHeHMe HacTpoek noaknoyeHus |IP-kamepbl Yepe3 Be6-uHTepcenc
Mocne nogknioveHus K IP-kamepe HeOBXO0OUMO U3MEHUTb €e HAaCTPOWKM Takum obpasom,

4YTOObI OHa HaxoAmnachb B O4HOM NOACETM C OcTanbHbIM 060pyAOBaHUEM.

BHUMAHUE!

[ns coBMecTHOM paboTbl HECKOMBKMX YCTPOWCTB B OAHOWN NoaceTy Heobxoammo, 4Tobbl y HUX coBnaganu
nepBble Tpu Yactu IP-agpeca, 1 NONHOCTLIO coBNaaana Macka noaceTu.

Hanpumep, IP-agpec Bawero K: 192.168.50.40. IP-agpec pasgeneH Toykamu Ha 4veTbipe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 50, 4 okTeT — 40. Bam He06XOAMMO U3MEHUTL
IP-agpec kamepbl Tak, YToObl MX NepBble TPM OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOMKeH
nmeTb Bua: 192.168.50.XX. YeTBepTbii OKTET IP-agpeca kaxxgoro ycTponcTBa ob6s3aTenibHO JOMMKEH ObiTh

CBOUM.

[Insi I3BMEeHEeHUs1 ceTeBbIX HAaCTPOEK B BEG-MHTepdEce HaXXMUTE B MMaBHOM MEHIO kaMmepbl

kHonky [Hactpowuka] n nepengute B meHio Cemb — LAN (Puc. 5.29).
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BEWARD I O T ST T

TNokaneHble Hacrpo#ika LAN

Ayawo
Bugeo Wcnons3osats IPVE
Cetb DHCP |
> OcHosHble Bepcus IP
T IP-aapec
> PPPOE
> UPnP

> E-mail

> FTP —
> DDNS

> RTSP

> Ysepomnexue
> SNMP
3anucs
Tpeeora
TepmuHan

CucreMHble

Puc. 5.29
B TekctoBbix nonsax [IP-agpec], [Macka nopgcetn], [OcHoBHOM  wWnO3],
[Mpeanountaembin DNS], [AnbTepHaTuBHbIN DNS] HYyXXHO BBECTU Takme 3HAYEHUHA, 4TOObI
Kamepa nonana B OOHY MOACETb C OcCTanbHbiM obopymoBaHuem (Puc. 5.29). Ons aToro
obpaTutech K paHee 3anncaHHbIM, TEKYLLUMM HAacTPOMKaM NPOBOAHOW fOKanbHOM CeTH (CM. MyHKTbI

5.1 vnn 5.1.1) n, B COOTBETCTBUN C HAMU, YCTAHOBUTE BblLLIEyKa3aHHbIe NapamMeTpbl.

NMPUMEYAHME!
B cnyyae HeobxogMmocTu, AN HACTPOMKU CETEBbIX NapameTpoB YCTPOUCTB obpatutecb K Bawemy

CEeTeBOMY aMUHUCTPATOPY.

[na npyMeHeHUs M3MEeHEHWI CeTeBbIX HAaCTPOEK Kamepbl HaXXMuTe KHOMKy [CoxpaHuUTb],
nocrie Yero NOsSIBUTCSA yBeOMIIEeHNe O Nepesarpyske yCTPOWCTBa.
Mocne nepesarpysku, IP-kamepa GyaeT AocTynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTpOIZKa npoBoAHOro noaksodeHns IP-kamepsl 3aBepLueHa.
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Ytobbl BEPHYTb 3Ha4YeHunA NpoBOOHONo CeTeBOoro NOoAKNKYeEHNA K YCTaHOBJIEHHbLIM paHee

3Ha4YeHuAM, BbINONIHUTE cneaywmne nencTeus.

Haxwuute lyck — lMaHenb ynpaeneHus (Puc. 5.30).

9‘ Internet Explorer

@ Skype

|5 Microsoft Office Excel 2007
-ﬂ BroxHoT

@ DVR Server

m BRSCentroller

w BEWARD IP Visor

w BEWARD Player

0

Tagn, Crybel

)

&, Cnyxbel komnonenTos

> Beenporpaue

‘ Hadmu npozparmsi u alisei

T 80 @ °

Puc. 5.30

BEWARD
DNoxymeror
WsoBpaxenna

Mysbica

Wrpsi

Komnbiarep
Manens ynpasnexnn
YcTpoicTea M NPUHTEPLI
TMporpaMms! No yMoNuaHAK
Cnpaska n nogaepska
Maseniienme oagora o1

3asepLuenne pabotsl

B OTKpbIBWUEMCA OMaAroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.31).

@ v [MaHenb ynpasneHna

HacTpoiika napamMeTpoe KoMnutoTepa

iy  Cvcrema wn HesonacHocTs
" MNpoBepKa COCTOAHMA KoMNbOTERE
ApXMEMpDEEHME,ﬂ,HHHbIX KOoMOBHOTERS

Mowck u nenpasnenne npoBaem

) MuTepseT
M [Dpoctorp cocrontua cetn m sa,a,a
-2, BeiBop napameTpos AoMaLUHE rpynnbl v obliero
A0CTYN3 K A3HHBIM

| ObopyaosaHWe 1 3BYK
——-e MpocmoTp yeTpoicTs U NpUHTEpOR

[lloBasnenue ycrpoiicTea

L Mporpammel
h 8 YaaneHne nporpammbl

Puc. 5.31

Mouck & na

Mpocmorp:  Katercpua =

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrmeHa packnagkn KNaenatypel Wan apyrix
cnocoboe BEOA
MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLEMCA OKHe HaxmuTe [MoakntoveHune no nokanbHom cetun] (Puc. 5.32).
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GU

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOMKA NOAKNHUEHWUA

o N
Mzmenenne napameTpos &! -'&.;

a4anTepa BEWARD
(370T KoMnbrOTER)

MpocroTp nenHoi KapTo

Heckoneko cetei HHTepHeT

VIZMEHNTS AONOAHNTENBHEIE
napameTpel obLere AocTtyna

MpocmoTtp akTuBHB ceTeil MogKnoUYEHNE MKW OTKMHOUEHKE

Cemn 4 Tun gocTyna: WNuTepHer
OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika BecnpoBcdHoro, LWMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogentodeHns
WM KE HACTPOIKE MAPLUPYTUIaTOPa MK TOYKN AoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos oblero aoctyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

OocTyn k Gaiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTMX CETEBB KOMMLHOTERAX, WK
W3MEHEHWE NapaMETpOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

AnarHocTika U NCNpasneHne ceTesbix NpoBRen WAN NoAyYeHUe CBEAEHNA 06 ncnpasneHn,

Puc. 5.32

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc.5.33).

@ Cocroanue - Mogkao4enne No NoKaNsHOH ceT i M
Ofiwne

MoaknYeEHe

IPv4-NoAKIOYEHME: WHTEpHET
IPvG-NOAKIOHERNE: Bes gocTyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopknoYeHo
AnMTensHOCTE: 0447:33

CKOPOCTL: 100.0 MBMT fc

AKTMBHOCTE

y
OTnpaeneHo — %1! ——  TlpuHsTO

BaiiT: 79 188 140 I 805 509 770

| [ @Caom'craa ][@D‘rmol-m‘ru] [,ﬂ,marnocrma ]

Puc. 5.33
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEHUS HeobxoaMmo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.34).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve
Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.34
OTKpoeTCs MeHI0, B KOTOPOM HeOBXOAMMO YCTaHOBUTb 3HAYEHWUSA HayanbHbIX HAcTPOEK,
3anuncaHHbIX BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTtsa).
Ecnu mnsHavanbHo IP-agpec Bawewmy MK HasHauyancs aBTomaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] wn [[onyunts appec DNS-cepsepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.35).

Ceoitcrea: Mpotokon Mutepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHAA KOHQHI YpaLma ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

IP-aapec:
Macka noareTH:

QCHOBHOA WK

| (@ Monysntb anpec DNS-CepEEpa SETOMETUHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemeR DHS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

MNoATSEpANTE NEPEMETPEI NP BhIX0AE ——

Puc. 5.35
Ecnn mnsHavanebHo IP-agpec Bawemy MK 6bin 3agaH BpydHylo, Torga BblbepuTe MyHKT
[Mcnonb3oBaTb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.36).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapameTpel IP MOTYT HAHEHEATLCA AETOMATUHECKM, ECIM CETh
NOAAEPHMBAET 3TY BOSMOMHOCTE, B NPOTUBHOM Cy4ae napameTphl
IP MOKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNS{epBepoB:I
MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.36

5.7. TpoBepka npaBUNBLHOCTM HACTpPOeK MNoakn4vyeHusa IP-kamepbl K
NnoKarnbHOW ceTu
[na KOHTpoNns npaBWNbHOCTM CETeBbIX HAaCTPOEK KaMepbl W KOMMNbIOTEPA HYXXHO
NOAKMYNTBECS K Kamepe Yepes 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lpoepaMmbi v

BblbepuTe cTpoky [Internet Explorer].

Beeaute B apgpecHonm cTpoke |IP-agpec, nNpUCBOEHHbLIN Kamepe (Hanpumep:
http://192.168.0.99) (Puc. 5.37).

o] 5 |
a@ & hitp://192.168.0.09/ £~ > % | @ ryeras crpanuus x 0 e o

Puc. 5.37

Mpy NpaBuUnbHBIX HAaCTPOWMKax OTKPOETCsl OKHO aBTopu3aumu. Ons aBTopusauuv BeBeaute
nmsA Nonb3oBaTtensa u naposnb, nocne yYero Haxvute [OK] (Puc. 5.38).

BHUMAHMUE!

Vima nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuo: admin.
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- =)
e@ & http://192.168.099/login.2sp 2 - ¢ | @ wes service ‘ ‘ kL

Be\VAR

|
e

3arpysuTe u

[Ana ucnonsaosanuA Firefox, Google Chrome IE Tab noxxanyiicta oaHakoMTech ¢

Puc. 5.38
Mpyn nNpaBMNBHO BbLINONTHEHHbLIX AeNCTBUAX Bbl cMoXxeTe 3alTu B Beb-uHTepdenc yepes

Gpaysep n yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.39).

6 hte://192.168.099/login.asp

BEWARD

Puc. 5.39
NMPUMEYAHMUE!
B cnyvae HeyaayHoro coefvHeHusi C Kamepon, NpoBepbTe MpaBUIbHOCTb MOAKIIOYEHUS K MPOBOLHOM
CeTun, BEpHUTECh B Ha4Yano AaHHOWN rmasbl U NOBTOPUTE HAcTpoWiKy. B cnyyae HeobxoammocTn obpatutech

Kk Balemy cucteMHOMY agMUHUCTpaTOpPY.
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naBa 6. Noagkno4veHue IP-kamepbl K cetn UHTEepHeT

6.1. O6wue cBegeHUA o noagkno4veHun IP-kamepbl kK ceTu UHTepHeT

Mpwn yctaHoBke |IP-kamepbl B2710R B KBapTMpe, KOTTEQXe, odmce nnm kakom-nmbo gpyrom
0b6bekTe, 06bI4HO TpebyeTcss MMeTb K Hel AOCTYN He TOSbKO U3 NOKarbHOW CeTU TOro Ui UHOro
nomMeLLeHunsl, Ho U n3 cetn IHTepHer.

B aTtom cnyyae gna ogHoBpeMeHHoW paboTbl KOMMbIOTEPOB, HOYTOYKOB, |IP-kamep wu

Apyroro obopyaosaHus B ceTu MIHTepHeT, Yalle Bcero, NCnonb3yeTcs MapLupyTmM3aTop.
Mpn opraHudauum poctyna Kk IP-Bugeokamepam u3 cetn VIHTepHeT, kak npasurio,
NCNONb3YITCH crneaylolme Tpu BapuaHTa:

1. NmeeTca BblaeneHHbI NpoBangepoM BHeLHUMKA cTatudeckun IP-agpec wnn PPPOE-
coeavHeHue. lMpu atom, aaHHbIn IP-agpec (unn PPPoE-coeguHeHne) ncnonb3yeTtcs
AN NOAKNIOYEHUS TONbKO 0AHOW |P-kaMepbl 1 HE MOXET ObITb Ha3Ha4YeH eLe Kakomy-
nnMbo yCTPOWCTBY.

2. WmeeTca BblAeneHHbI NpoBangepoM BHEWHWA cTaTtudeckun IP-agpec, KOTOpbIN
ucrnonb3yetca Ans NoAaKntoveHuss K cetm WHTepHeT odumcHOM wnu JomallHen
NoKanbHOW CeTu, K KOTOPOMW, B CBOK O4yepedb, NMMAaHUpyeTcs MOAKMOYMTbL OAHY Win
Heckonbko IP-kamep. lpu TakoM NOOKIMOYEeHUU Mchonb3yeTcs MaplipyTtusatop. lMNpu
3TOM 4YUCMO MOAKMYaeMblX KamMep 3aBUCUT, B OCHOBHOM, OT KofiMdecTBa
nepeHasHavyaeMbIX MapLUpyTU3aTOPOM NOPTOB.

3. [lpoeangep He BblaensieT BHeWHWW ctatudeckun IP-agpec. IP-agpec HasHa4yaeTcs
npoBangepom AMHaAMUYECKM, TO €CTb TaK, YTO NPU KaXgOM HOBOM MOAKITHOYEHUU ITOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTca B npouecce paboTbl (Takas cutyaumns
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cnyyae, 4To6bl
obecneunTb BO3MOXHOCTb MOAKMIOYEHMS OLHOW WM HECKONMbKUX Kamep K CeTu
MHTepHEeT, BHe 3aBMCUMMOCTM OT TOro, Kakon |P-agpec BblgeneH nposangepom B
AaHHBIN MOMEHT, HeobxoauMO 3a4enCTBOBaTb MHTEPHeT-Ccnyxbbl, paboTawowue c
ANHAMUYECKUMKN agpecamu.

[anee, 3T BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMoTpeHbl nogpobHee.
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6.2. NMogkniovyeHMe Npu cTaTU4eCKoM BHelwHeM |IP-agpece/PPPoOE-coeguHeHuun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ona nopgknioveHns |IP-kamepbl kK cetn MHTepHET HeobGXOoAMMO M3MEHUTb ee CeTeBble
napamMeTpbl B COOTBETCTBUM C JaHHbLIMUK, NOMNy4YeHHbIMKU OT NpoBangepa. Kak npasuno, nposangep
npegoctaBnseT cneyowme ceteBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),
Macka nogceTn, Ceteson wno3 1 agpec DNS-cepsepa.

Ona nonydeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy
Heo6xoanMO BbINOMHUTL CrReayoLme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy K.

LWar 2: nameHnTe ceTeBble HACTPOWKM NPOBOAHOIO coeanHeHus |IP-kamepbl (CM. NyHKT 5.5
AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpOMKaMu, npegoctasBfeHHbiMn Bawunm MHTepHeT-

npoBangepom (Puc. 6.1).

BCWARD . pockorp.___| Bocnpomsasamune. | vactooia | Tpemora ] Buoh

TokaneHbie Hacrpo#ika LAN

Ayauo
Wcnons3o8ats IPV6

DHCP

Bugeo
CeTb

> OcHosHbie Bepcus IP

T amec (o0 03 23 170
> PPPOE
> UPnP

> E-mail

> FTP
> DDNS
> RTSP

> Ysepomnexue

> SNMP

Sanuce

Tpesora

TepmuHan

CucreMHble

Puc. 6.1
War 3: nogkntouunte IP-kamepy Kk BblaeneHHon cetu Ethernet.
Ecnu Bce napameTpbl yKasaHbl BEPHO, KaMepa OoSKHa ObITb 4OCTYNHA B ceTu VIHTepHeT.
B npvBegeHHOM npumepe npoBangep NnpeaocTaBun crneayowme JaHHbIe:
IP-agpec: 80.65.23.173
Macka noacetun: 255.255.255.252
OcHoBHoW wWnto3: 80.65.23.174
DNS-cepsBep 1: 80.65.20.1
DNS-cepsBep 2: 80.65.16.1
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B obwem cnyyae, ana obpaweHus Kk IP-kamepe vepes ceTb MIHTEpHET B agpeCcHON CTpokKe

OGpaysepa BBOAMTCA cneaywowmi 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepsbl,
<Port> — 3HayeHune HTTP-nopTa. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadeHne HTTP-
nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4TOObI OGpaTUTbCA K IP-kamepe uyepes ceTb

NHTepHeT, Heobxoammo HabpaTb 3anpoc «http://80.65.23.173».

NMPUMEYAHUE!
Mpu nopkntoyeHun K kamepe 4depe3 HTTP-mopT, 3agaHHbI MO ymMoOn4yaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke 6paysepa nmeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

WHTepHeT-npoBangep He Bcerga MoxeT obecneynTb NOAKMOYEHWEe no cratuyeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHusyeT pgoctyn K cetu WHTepHeT u4epe3 PPPoE-
coegvHeHune. B aTom cnyyae, oH npegoctaBnsaeT aboHEHTY UMA Nonb3oBaTens 1 Naponb.

IP-kamepa B2710R nopgaepxuaet PPPoE-coeanHenne. [Ons ero uWCNonb30BaHus
Heo6xoanMO BbINONHUTL CreayoLme LWarw:

War 1: nogkntounTte IP-kamepy k Bawei nokansHom cety unu Hanpsmyto K MK (cm. Maey 5).

LWar 2: songute B MmeHto PPPOE HacTpoek |IP-kamepbl: Hacmpolika — Cemb — PPPOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBatens], [[laponb] BBeanTe 3HaYeHUs!, NONYyYEHHbIE

oT VIHTepHeT-npoBanaepa (Puc. 6.2).

B@WARD [ rooswors [ socrpomeegeme |_iicrpons [ psors_[__ouron

JokaneHbie Hacrpoika PPPOE

Ayauo
Bugeo Bxnouuts [V

cers PP —
i
> OcHosHbie Mone308arens |userpppoe
L
> LAN aponb

Bpemsscem [minutes |
o
> E-mail
> FTP
> DDNS
> VPN
> RTSP
> Ysepomnexue
> SNMP

3anuce

Tpesora

TepmuHan

CucremHble

Puc. 6.2

LWar 4: ona npuHATUS U3MEHEeHUA HaxXxmnTe KHonky [CoxpaHuTb].

BHUMAHMUE!

[ns BCTynneHus ceTeBbiX NapaMeTpoB B cUiy TpebyeTcs nepesarpyska ycTponcTaa.
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War 5: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne noaknioyeHus IP-kamepsbl K BblgeneHHol cetu Ethernet, oHa 6yneT goctynHa B ceTu MIHTepHeT nop

IP-agpecom, NpucBOEeHHbIM e Bawimm npoBargepom n otobpaxaemebliM B none [Agpec] (cm. Puc. 6.2).

NMPUMEYAHUE!

Onsa ynobctea, 0 nonydeHun oT nposangepa IP-agpeca kamepbl, Nod KOTOPbIM OHa AOCTYNHa B ceTu
WHTepHeT, Bam MoxeT BbiTb coObLLEHO Ha yka3aHHbIM Bamu agpec anekTpoHHOW nouTthbl (pyHKumMsA «IP-
yBegomneHve»). [Ona HacTpovku [daHHOW onuuu, noxanyncra, obpatutecb Kk PykoBoactsy no

KCcnnyatauyun.

Ona obpaweHns k |IP-kamepe 4epe3 ceTb VHTepHeT, B agpecHon CTpoke Opaysepa
BBOAUTCA criegytowmn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4Y€HHbIN
Bawwum nposangepom npu ycraHosrneHnn PPPoE-coeanHenuns, <Port> — 3HadyeHne HTTP-nopTa

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nopkntoyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHwuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke Gpaysepa nmeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.
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6.3. lNMopgkno4yeHne 4epe3 ceTb UHTepHeT K IP-kamepam, Haxogawmmca B

NnoKanbHOM ceTun
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBnseTcs No BbigeneHHon nuHun Ethernet unu no

ADSL, ons nogknoyeHus nokarnbHOW ceTu UCNOoNb3yeTcs MapLupyTmusaTop.

BHUMAHUE!

[na ucnonb3oBaHUA [aHHOrO MeToda MoAKMYeHUs Heobxooumo 3apaHee npuobpectn y Bawero
npoaiaepa MYBNNYHBIA CTATUYECKUW IP-agpec. MMpoBaiinep npenocTaBnsieT, Kak MpaBumIlo,
OVNHAMUYECKUA BHYTPEHHWIA IP-agpec, KOTOpbI [OOCTyNeH TOMbko B MOACETM npoBaiiaepa.

MoaTomy yTo4HMTE TUN Uchornb3yemoro Bamu IP-agpeca 3apaHee.

[nsa Toro, 4tobbl nogkntounTbes K IP-kamepe ns cetn MIHTepHeT, Hago obpaTtutbes no IP-
agpecy, BblgaHHOMY NpoBangepoM («BHELWHUNy IP-agpec maplipyTmsartopa), U K onpegeneHHoMy

nopry.

BHUMAHUE!
Mpn obpaweHun un3 cetn WHTepHeT Ansi BCEX Kamep, HaxOAsLWWXCA B OAHOW FlOKanbHOW CEeTw,
cywlecTByeT Tonbko oauH IP-agpec (IP-agpec, BbligaHHbIM npoBangepoMm). Noatomy ans gocrtyna K aTum

KamepaMm HeoOXoaMMO Ha3Ha4YMTb KaXkgon cBoe 3HaveHne HTTP-nopra.

[nsa aToro TpebyeTcsa BbINOMHUTL Criegyowme AeNcTBUSA:

o /13meHnTb ceTeBble NapameTpsbl IP-kamep B COOTBETCTBUM C HACTPOMKAMMN, NPUHATBIMU
B Bawewn nokanbHoW cetu (CM. NyHKT 5.5 Ans nNpoBOAHOrO MOAKMKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUUIO nNepeHanpasneHus noptoB. [aHHaa dyHKUMSA no3Bondet
nepeHanpaesnatb obpalleHna u3 cetu WIHTepHeT K KakoMy-nubo YCTpOWCTBY,
NOOKIOYEHHOMY K nokanbHonm ceTtu, ¢ BHewHero WAN-unHTepderica mapLipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepcenc un obecneymBaeTcsa nNpakTU4eCKn nobbIM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTByeT [Ba cnocoba HaCTpoMKM MapLupyTusauumn (nepeHanpabreHuns

nopToB):

1. wncnonb3oBaHue TexHonorun UPNP B maplipyTmsaTope 1 kamepe;

2. py4Hasi ycTaHOBKa napamMeTpoB Tabnuvubl MapLupyTusaumu.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



Be\«UARD Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

6.3.1. Ucnonb3oBaHue TexHonorum UPnP

Myctb Tpebyetca obecneuntb NPoCcMOTp U3 cetn VIHTepHET BuOeon3obpakeHmsi ¢ 0gHOM
IP-kamepbl. Cuntaem, 4TO NOAKMYEHNE K NOKanbHOW ceTu N ceTn VIHTepHeT yxe yCTaHOBMEHO.
MapLpyTunsatop nmeet crneayrowmi nybnmyHbin ctTatudecknin IP-agpec, BolgaHHbIA NpoBangepom
Ana nogknoyveHnsa K cet MHtepHeT: 77.108.73.169.

[nsa opraHusauuun goctyna K IP-kamepe ns cetn IHTepHeT ocTaeTcs caenaTb cregytollee:

e PaspelmTb Ucnonb3oBaHne n HacTpouTb pyHkumio UPNP Bawero maplpyTtusaTopa.

NMPUMEYAHUE!

Hactpoiika pyHkumm UPnP mapupyTtusatopa gomkHa ObiTb OnucaHa B npunaraeMon K HeMy UHCTPYKLUN.

BHUMAHUE!
He Bce Mogenu mapLupyTusaTtopoB noaaepxusatoT dpyHkumio UPnP ans nepeagpecaummn noptoB LAN- 1
WAN-uHTepdeiicoB. Ecnv Baw maplipytusatop He noadepkvBaeT OaHHyl (yHKUMIO, TO OH TpebyeT

OOMNOJSTHUTENBHOM HACTPOMKKN (CM. MYHKT 6.3.2).

e Paspelwwntb ncnonb3oBaHne U HacTpouTb yHKUno UPNP IP-kamepsbl.

BHUMAHUE!
Mpy ucnonb3oBaHun UPNP yaaneHHbl MPOCMOTP BMOEOMOTOKA C ABYX M Gonee kamep MOXET He
paboTatb NnMbo pabGoTaTb HekoppekTHo! Ecrnm y Bac Bo3HWMKNM MpoGnembl, HacTponTe napameTpbl

nepeHanpasreHnsi NOPTOB BPYYHYHO (CM. MYHKT 6.3.2).

Yto6bl HacTponTb oyHKLMIO UPNP IP-kamepbl BbINONHUTE crieayrowme JENCTBUS:
War 1: skntounte onuuto [UPNP] B HacTporikax IP-kamepbl. [Ang aTOro nponavte B MEHIO

Hacmpoliika — Cemb — UPNP 1 noctaBbTe «ranoyky» psgaom c [Bknrounts] (Puc. 6.3).
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TepmuHan

CucreMHble

Puc. 6.3

LWar 2: Boibepute [Pexum] nepeagpecauun noptoB. [pn BbiGope pexuma «BpydHyro»
Has3HayeHve ByaeT BbIMNOMHEHO TOMbKO ANSA 3a4aHHOro NopTa; ecrniv NopT 3aHAT, nepeagpecauns
BbINONHATLCA He OyaeT. Mpu Bbibope pexnma « ABTO» Ha3HavyeHne noptoB OyaeT npomcxoantb B
nopsigke npuoputeTa; ecrnv MnopT 3aHAaT, TO MNOMblTKa HasHayeHuss OyaeT aBTOMaTUYeCKM
NMOBTOPATLCA 40 YCMNELHOro 3aBepLUeHns onepauuu.

War 3: sBeaute B none [UPnP-cepBep] «BHYTpeHHU» IP-agpec mapwpyTtusaTtopa (IP-
agpec LAN-nHTepderica mappyTtusaTtopa).

War 4: eeeaute B none [HTTP-nopT] 3HadyeHne nopta HTTP ana gaHHOW Kamepbl npu
aoctyne K Heur u3 cetn MHTepHeT. Hanpumep, nycTb B kadectBe HT TP-nopTta ansa gocrtyna ua cetu
NHTepHeT ncnonbayetcsa nopT 81. To ecTb, 4TObbI 06paTUTLCA K IP-kamepe B nokanbHOM ceTu, no-
npexxHemy wucnonb3dyetca nopt 80, a npu 3anpoce notoka w3 cetun WHTepHeT 6yaet
ncnons3oBatbcsa nopt 81 (Puc. 6.3).

LWar 5: BBegute B none [MopT AaHHbIX]| 3HaYeHVe NopTa AaHHbIX ANs JaHHOW KaMepbl Npu
aoctyne K Hen u3 cetn NHTepHeT. PekomeHayemble 3HadeHns: 1124-7999.

LWar 6: Ana npuMeHeHnss HaCTPOeK HaXxXMUTE KHOMNKy [CoxpaHnTb).

BHUMAHUE!

[na npyMmeHeHus ceTeBbIX NapamMeTpoB TpebyeTcs nepesarpyska yCTponCTBa.

BHUMAHUE!
3HayeHUss npu nepeHanpaBneHnn COOTBETCTBYHOLUMX MOPTOB Ha |P-kamepe M Ha Maplipytusatope
OOMMKHbI BbITb oAuHaKoBbIMU. KpoMe Toro, HAacCTPOWMKU CETEeBOro NOoAKMoYeHust IP-kamepbl OOMKHbI ObITb

KOPPEKTHBIMM.
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Tenepb, 4TObOLI MNONYYMTL JOCTYN K Kamepe U3 ceTu VIHTepHeT, Hago obpaTuTbCsa K HEM No

IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHUNy» IP-agpec mapwpyTtmsaTtopa), 1 Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHOM npumepe |IP-agpec mapwpytusaTtopa - 77.108.73.169. HTTP-nopr,
Ha3Ha4YeHHbIN Kamepe Ans nepeagpecaunn — «81». 3HauuT, ona obpalleHns K kamepe n3 ceTu
NHTepHeT HeoOxoaMmMo B agpecHon cTpoke bpaysepa HabpaTtb 3anpoc: http://77.108.73.169:81/.

Takum xe 06pa3om MOXeT BbITb HACTPOEHO HECKOSBbKO Kamep, Hago NuLlb NS KaK40W 13

HUX 3afiaTb CBOWU, YHUKallbHbl€ 3HA4YEeHNA NOPTOB.

6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusatropa

Ecnn Baw mapwpytmnsatop He noggepxusaet TexHonormioo UPnP, nnbo gaHHast onums
paboTaeT HEKOPPEKTHO, Toraa HeobxoauMMo HacTPOUTL NepeagpecaLmio NOPTOB BPYUHYIHO.

PaccmoTpum  3agady nogkntodeHnsa IP-kamepbl K cetu  VIHTEpPHET € NOMOLbIO
mapupyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLUpyTU3aTopoB
pasnnyHbIX MoAEeNen BbINONHAETCS CXOXUM 06pasom).

Cuntaem, 4TO NOAKIMOYEHUE MapLlpyTM3aTopa K nokanbHom cetn n cetn VHTepHeT yxe
HacTpoeHo. MaplpyTunsatop umeeT criegylowmin nyonuyHbIn ctatnyeckuin |P-agpec, BblgaHHbIV
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusaropa): 77.108.73.169.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — «BHYTpeHHM» |IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
MapwpyTtu3atopa), «192.168.1.199» - IP-agpec kamepbl. [OnA HACTPOMKM UCMOSb3YEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOWN NOKaNbHOW CETMW.

Ana nogknioveHus |IP-kamepbl Kk cetn WHTepHeT TpebyeTca HasHauuMTb NOPThl, Yepe3
KoTopble ByaeT OCyLeCTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPOWKaM 1 K BUAEONOTOKY C Kamepbl. B
nokanbHOM ceTn 3TU NOPTbl MO YMONYaHUIO UMELDT cnegyowine 3HadveHusa: HTTP-nopt — «80»,
MopT gaHHbIX — «5000», RTSP-nopT — 554.

BHUMAHMUE!
Mpn obpaiwieHun n3 cetn WHTepHeT Ansi BCEX Kamep, HaxOoAsiLMXCA B OAHOW JlOKanbHOW CeTw,
cyllecTByeT Tonbko oauH IP-agpec (BblgaHHbIA npoBargepom). [NoaTomy onst goctyna K 3TUM Kamepam

Heob6XxoaMMO Kakgon Ha3Ha4uTb CBOM rpynnbl NOPTOB.

[na nameHeHns noptos IP-kamepbl BLINONHUTE crieqyowme 4encTBuS:

BHUMAHUE!
MopT AaHHbIX 06a3aTenbHO AOMKEH TpaHCNMpoBaTbCs «NopT B NopT». COOTBETCTBEHHO, AN BCEX Kamep

Heobxoaumo 3aaaThb pa3nn4yHblie 3Ha4YeHnA nopTa AaHHbIX.
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War 1: B BeG-uHTepdhenice kamepbl OTKponTe pasgen mMeHiwo Hacmpoika — Cemb —

OcHoegHbIe.

War 2. BBegute B none [I'IopT I,El,aHHI:IX] HOBO€E 3Ha4eHue, OTIINYHOE OT 3Ha4YeHuda no

ymonyaHui. Hanpumep, nycTb B KadecTBe NopTa AaHHbIX ncnonbayetcs nopT «5001» (Puc. 6.4).

BE@\VARD

TNokaneHble
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CeTb

> LAN

> PPPOE
> UPnP

> E-mail

> FTP

> DDNS

> VPN

> RTSP

> Yeepomnesue
3anuce
Tpesora
TepmuHan

CucTeMHble

War 3: ana npuMeHeHns HAaCTPOEK HAXXMUTE KHOMKY [CoxXpaHuTb].

OCHOBHbIE HAaCTPOAKH

ONVIF-nopT 2000

Puc. 6.4

Takum 06p830M, nopThbl And Oo0CTyna K AaHHOM Kamepe BHYTPU nokarnbHOW ceTun 6y,El,yTZ

HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».

[na BTOpon Kamepbl MOXHO BblbpaTb cneaywowme noptbl: HTTP-nopt — «80», lMopt

AaHHbIX — «5002», RTSP-nopt — «554» u T.4.

Kamepa HacTpoeHa. OcTanocb NpasunbHO HACTPOUTL MapLLIPYTM3aTop.

[ns HacTporkn MapLUpyTM3aTopa BbINOMHUTE crneaylolmne AeNCcTBuUs:

War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtu3aTtopa (B Hawem

npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpM3aLMK BBeOMTE NOrMH 1 naposnb. Mocne

yOaqHon aBTopu3aLmm OTKPOETCA OCHOBHas CTpaHuLa HacTpoek mapLipytusatopa (Puc. 6.5).

TP-LINK'

Quick Setup
WwpPs
Network
Wireless

USB Settings
Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router

Firmware Version:

Hardware Version:

3.13.27 Build 121207 Rel.61955n
WR2543ND v1 00000000

LAN

MAC Address:
IP Address:
Subnet Mask:

80-F6-52-75-BD-62
192.168.1.1
255.255.255.0

Wireless

Wireless Radio:
Name (SSID):

Enable
TP-LINK

Puc. 6.5
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War 2: Bbibepute nyHKT meHwo Forwarding — Virtual Servers. B nossBuBLIEMCH MEHIO

HaxxmuTe kHonky [Add New] (Puc.6.6).

Tp_Ll NK° 450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Status
wPs

Network
Wioloss 1D Service Port Internal Port 1P Address Protocol Status Modify
DHCP

USB Settings Add New...
Forwarding

Virty ers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control

1P & MAC Binding

Dynamic DNS

System Tools

Puc. 6.6

LWar 3: po6aBbTe npaBuna nepeHanpaBneHnsa noptos ans IP-kamepsl (Puc. 6.7). 3apanTe
cneayowme napameTpbl:
[Service Port]: ykaxuTe nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa Ang 4OCTyna K kKamepe 13

ceTn NIHTepHeT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe AN nepeHanpasneHns MnopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxuTe nopT, UCMOMb3yeMbI B J@HHbI MOMEHT AN A0CTyna K kKamepe 13
noKarbHOW CeTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, AN KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcTtanbHble NyHKTbI He TPebyIoT HAaCTPOWKN.

[ob6asbTe npasuno ansa nopta HTTP (Puc. 6.7).
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TP-LINK’

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

rtual Servers
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Inasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Service Port: 81 (O6XX or XX)
Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
IP Address: 192.168.1.199
Protocol: Al v
Status: Enabled -
Common Service Port: ~Select One-- ¥

Puc. 6.7

LWar 4. HaxxmnTe KHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno agobaeneHo (Puc.

6.8).

TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

tual Servers
- Port Triggering
- DMz
-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers

ID  Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
[ AddNew.. | [ EnableAl | [ DisableAll | [ DeleteAll |

Puc. 6.8

LLar 5: Tem xe cnocobom fobasbTe npasuno Ana nopta RTSP (Puc.6.9).
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status

Quick Setup Virtual Servers

wPS

Network

ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
P 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 A Enabled Modify Delete
Forwarding
Virtual Ser [ AddNew.. | [ EnapleAll | [ DisableAll | [ DeleteAll |

- Port Triggering
-DMZ
-UPNP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9
LWar 6: v ewe ogHo npasuno ans lNopTta AaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-nopTbl KaMep MOXHO NnepeHanpasnaTb C NOMOLLbLIO BUPTYalibHOro cepBepa, 04HaKo

NopT AaHHbIX KaMep OO0JKEH ObITb pasHbIM 1 TPAHCNMPOBATLCA «MOPT B NOPT»!

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status

ik setup [ vitualServers |

wPS

Network
Service Port Internal Port IP Address Protocol Status Modify

Wireless o,

DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwarding 3 5001 5001 192.168.1.199 All Enabled Modify Delete
Virtual Server

- Port Triggering [ AddNew.. | [ EnapleAll | [ DisableAll | [ Delete All |

-DMZ
-UPnP

Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.10
LWar 7: Ecnu Bbl ncnonb3yeTte HeCKOnbKo kamep, To Bam Heobxogmmo noBTopuTh warn 2-6

Ans octanbHbIX kKamep (Puc.6.11).
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Tp'LIN Kﬂ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
Quick Setup Virtual Servers
wpPs
Network
D Service Port Internal Port 1P Address Protocol Status Modify

Wireless
S 18 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modity Delete
Forwarding 3 5001 5001 192.168.1.199 All Enabled Modify Delete

Virtual Servers 4 82 80 192.168.1.198 All Enabled Modify Delete
- Port Triggering 5 3002 554 192.168.1.198 All Enabled Modify Delete
-DMZ 6 5002 5002 192.168.1.198 All Enabled Mogity Delete
-UpPnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
Secahy 8 3003 554 192.168.1.211 All Enabled Modify Delete
ERSuint Ers ot 9 5003 5003 192.168.1.211 Al Enabled Modity Delete
Access Control

AddNew... | [ EnableAll | [ Disable Al | [ Delete Al ]
Advanced Routing
Bandwidth Control
IP & MAC Binding Next |
Dynamic DNS
System Tools
Puc.6.11

HacTponka mapLipyTusaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTb JOCTYN K Kamepe 13 ceTn NHTepHeT, Hago obpaTuTbCa K Hew no
IP-agpecy, BblgaHHOMY nNpoBangepoM («BHeLwwHu» IP-agpec maplipyTtmusaTtopa), 1 Ha3Ha4YeHHOMY
e nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapwpyTtusdatopa — «77.108.73.169». HTTP-nopr,
Ha3Ha4eHHbIM Kamepe ans nepeagpecaunn,— «81». 3HaunT, ona obpaweHus K Kamepe U3 cetu

MHTepHeT HeobxoamMmo B agpecHon cTpoke 6paysepa Habpatb 3anpoc: http://77.108.73.169:81/.
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MpunoxeHus

MpunoxeHue A. 3aBoaAcKUe YCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Lnto3 192.168.0.1
Wms nonb3oBaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopT 554
SMTP-nopT 25
ONVIF-nopt 2000
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MpunoxeHune B. NapaHTMMHbIE 06A3aTeNnbLCTBA

B1. O6wue cBepgeHud

a) Mepepn nogkntoyeHnem obopyaoBaHMs HeO6XoaMMO O3HaKoMUTbCA ¢ PykoBoacTBOM Mno
aKcnnyaTaumm.

6) Ycnosusa akcnnyataumm Bcero obopynoBaHust 4omkHbl cootBetcTBoBath [OCT 15150-
69, IOCT B20.39.304-76 (B 3aBMCUMOCTU OT UCMOSTHEHUSA YCTPOMUCTBA).

B) [lNs1 noBbIWEHNs1 HAAEXHOCTM paboTbl 060pyaoBaHMS, 3alimTbl OT GPOCKOB B NUTatOLLEN
cetn n obecneveHna GecnepebOMHOrO NMUTaHWS cnegyeT UCNOoNb3oBaTb CeTeBble UMNbTPbI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

B2. OneKkTpoMarHMTHasi COBMeCTUMOCTb

3710 060pynoOBaHME COOTBETCTBYET TpebOOBaHMAM SMEeKTpoOMarHUTHon cosmectumocTtn EN
55022, EN 50082-1. HanpsbkeHne pagumornomex, cos3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponuTtaHue

[omKHO COOTBETCTBOBATL NapamMeTpaM, YkasaHHbIM B PyKOBOACTBE MO 3KCnnyaTtauumn ans
KOHKpeTHoro yctponctea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOYHMKOM MUTAHUA — 3TO
nepemeHHoe Hanpshkenne 220 B +10%, uyactotom 50 Iy +3%. [Ans yCTpOMCTB C BHELLUHUM
ajanTepoM NUTaHUSA — CTabMMM3NPOBAaHHLIN UCTOMHUK nuTaHna 5 B £5% wnnu 12 B £10% ansa

YCTPOWCTB C 12-BONbTOBbLIM NTaHMeM. HanpsikeHne nynbcaumi — He 6onee 0.1 B.

B4. 3azemneHue

Bce ycTponcTtsa, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObiTb 3a3eMneHbl NyTem
NOAKMIYEHNss K crneunanbHbiM pO3eTKam  3MNEKTPONUTaHus C  3a3eMSIeHMeEM WK - nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1  Kopriyca, €CnuM Ha HeM npeaycMOTpeHbl chneuuvanbHble
KpenexHble 3nemMeHTbl. 3a3eMneHne 3neKkTPponpoOBOAKM 30aHUSA OOMKHO ObiTb BbINOMIHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea OnekTpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMM Onokamn NUTaHWs K aganTepaMy Takke AOMMKHO ObiTb 3a3eMneHOo, ecnu 3To
NpeaycMOTPEHO KOHCTPYKUMEN KOpryca WM BUSIKM Ha LWIHype nutaHusa. MOHTax BO3AYLUHbIX
NIVHUIA  3neKkTponepesayn u JVMHWIA, MNPOKNaAblBAaEMbIX MO HAPYXXHbIM CTEHaM 30aHWA U Ha
yepaakax, OOmKeH ObiTb BbIMOSTHEH 3KPAHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpyyem, ecnv OOuH KOHEL 3KpaHa MogKnivaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMMeHuio 4yepes

paspsiaHuIK.
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B5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMS NO YCTPOWCTBY
MOSHMe3aWmnTbl 3gaHni n coopyxenun" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NWHUIA, UOYLWIMX MO HApPY)XHOW CTEHe
3[4aHUN 1 NO YepAayHbIM NOMELLEHMSIM, Ha BXxogax obopyaoBaHWs OO0SMKHbI ObITb YCTAHOBMEHDI

yCTpOVICTBa MOJTHNEe3alnTbI.

B6. Temnepartypa 1 BNaxHOCTb

MakcrMMmanbHble M MUHUManbHbIE 3HAYEeHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
Takke BnNaxHocTn, Bbl MoxeTe nOCMOTPETb B  TEXHWYECKOM OMUCAHUW  KOHKPETHOrO
obopynoBaHunsa. MakcumanbHasi paboyas TemnepaTypa — 3TO TemnepaTypa, Bbille KOTOPON He

OOJDKeH HarpeBaTbCA Kopnyc yCTpOIZCTBa B npouecce ANNTenbHOM pa6OTbI.

B7. PasmelleHue

Ana BeHTMNSAUMM yCTpOMCTBaA HEOOBXOAMMO OCTaBWUTb Kak MWHMMYM Mo 5 cMm cBOGOAHOMO
npocTpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpownctBa. [lpu ycTtaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad wunum  CTOWKy JdorkHa ObiTb  obecnedeHa Heobxogumas
BeHTUNAuuA. [nsa 3TOoro pekoMeHAyeTCs YyCTaHaBnmMBaTb B WKady cneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero BO3gyxa W BEHTUNAUMSA OOIMKHbI obecneymBaTtb
HeobxoOuMbIA  TemnepaTypHbin  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKUMU
XapaKTEPUCTUKaMMN KOHKPETHOro obopyaoBaHms).

MecTto anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Cneayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoB Barn, arpeccmuBHbIX cpes.

B) B nomewieHunn, roe ycrtaHaBnvBaeTca oOOpyaAoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaetca pasmewaTb Ha 0O60pPyAOBaHUN NOCTOPOHHME MPEeAMETbl U NepeKkpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxoammo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbio yaaneHuss n3 Hero nbeinv. 3To no3sonut obopygoBaHuio paboTtaTb 6e3 cboeB B

Te4yeHune npoaomknTernibHOro BpemMeHu.

B9. NMoakntovyeHne nHtepdencos
O6opyanoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBMM C HA3HAYEHUEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnmyHbiX KOHUrypaumsx n obrnactax NpUMMEHEHUs, U He OaeT HUKaKOW rapaHTuu,
yTo obopynoBaHme obs3aTenbHO GygeT paboTaTb B COOTBETCTBUM C OXMAAHUSIMU KIMEHTa Mpu
€ro NpMMeEHEeHUN B crneunguyecknx Lensax.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0bsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHusa (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.N.) 1 camoro obopyaoBaHWs, BO3HUKLLEM B pe3ynbTaTe:

a) HecobntoaeHnst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMEeTPACEHME U Ap.);

B) HaApYLUEHUSA TEXHUYECKNX TPeDbOoBaHMI MO pa3MeLLEHWNIO, MOAKMYEHMIO U SKCMnyaTaumm;

) HENpPaBUITbHbIX ENCTBUI NPU NEPEnpPOLLUNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYEHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOASAT 3@ pPaMKM AOMYCTUMbIX 3SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumndmrkaumen Ha gaHHoe obopygoBaHue;

X) BO3OEWNCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO WU
T.M.).
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MpunoxeHune C. NpaBa u nogaepxka

C1. ToproBas mapka

Copyright © BEWARD 2014.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyanoBaHusa MoryT 6biTb n3MeHeHbl 6e3 NpeaBapUTENbHOrO YBEOOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayTt paboTaTb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax W MPUIOXEHUSAX, U He OaeT rapaHTUn U NpeacTaBreHun,
noapasymMmeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, Unu
paboTocnocobHOCTM MNpu Mcnonb3oBaHuM B crieundmyecknx uensax. OO0 «HIMM «beeapa»
NpUAoXnno Bce ycunus, 4tobbl caenatb 310 PyKoBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobdon yactu PykoBogcTBa No aKcniyataumm M3MEHSIETCA U OOMNOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputensHoro yBegomnenus. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a Ntobble NOrpeLlHOCTH, KOTOpble MOTyT COAEepPXaTbCA B 9TOM
Pykoogctee. OO0 «HIIMN «Besapa» He 6epeT Ha cebs OTBETCTBEHHOCTM U HE 4aeT rapaHTui B
BbiNycke OOHOBMNEHWUA WNN COXPaHEHUN HEU3MEHHOW KaKOW-NMbO MHGOpMauum B HACTOALLEM
PykoBogcTtBe no akcnnyaTauum, M ocTaBnsieT 3a cobon npaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBogcTtBo w/unu B usgenus, onucaHHble B Hem, B Nnioboe Bpemsi 6e3 npenBapuTenbHOro
yBegomnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMio, KOTopas siBNsSieTcs
HEeNpaBWUNbHOM WU  HENOSIHOW, WM BBOAWUT B 3abnyxaeHwe, Mbl Oygem Bam kpaiiHe

Nnpun3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxXeHunA.

C3. Npenynpexaennsa FCC

910 06opyaoBaHMe BbINO0 NPOTECTUPOBAHO M NMPU3HAHO YAOBMETBOPSAIOWMM TpeboBaHMSAM
NoNoOXeHUss O LUMPOBLIX YCTPOWCTBAX, NpuHagnexawmx K knaccy A, 4vactu 15 T[lpasun
®epepansbHon komuceun no ceasm (FCC). Otn orpaHudeHus Obinu paspaboTaHbl B Lensix
obecneyeHns 3awWwmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopynoBaHna B KOMMepYeCcKuUx uenax. 31o obopyaoBaHMe MOXET M3nyyaTb, reHepupoBaTb U
MCNonNb3oBaTb JHEPruto B pagumovyacToTHOM AuanasoHe. Ecnv gaHHoe obopypoBaHue 6yger
YCTaHOBIEHO W/unn ByaeT MCnonb3oBaTbCA C OTKNOHEHMSMM OT HacTodAwero PykoBoacTea, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO pagunoceA3n, a npu yctaHoOBKE B KUMoN
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTom cnyyae Bnageney 6yanet o6si3aH mMcnpaensTb

nocneacTesns Bpe4HOro BO34enCcTBUS 32 CBOW CYET.

C4. NpepynpexpeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb paguornoMexm BO BHELLHEM OKpyXeHuW. B aTom cnyyae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

C5. Noagepxka
Ona nHpopmaumm OTHOCUTENBbHO CcepBUCa W MOAAEPXKKW, MOXanynucra, CBSXXUTECh C
cepBucHblM LeHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTn Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHveM B cnyxby TeXHUYECKOM noaaepXKW, NoXanymcra, noaroToBbTe
cnenyoLyo MHopMaLumio:

¢ TouHoe HanmeHoBaHue 1 IP-agpec Bawero obopygoBaHus (B criydae npunobpeTteHus
IP-o6opyanoBaHus), AaTa NOKYMKK.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcua npowuvBkM M 4epe3d Kakoe obopynoBaHwe paboTano yCTPOWCTBO, Korga
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu gencteng (No waram), NpeanpuHaTblie Ang camoCTOSATENbHOMo
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

YUem nonHee OyaeT npeacrtaeneHHas Bamu uHdopmaums, Tem ObicTpee cneunanucTbl

CEPBUCHOIO UeHTpa CMOryT noMo4b Bam pewnTb npo6neMy.
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Mpunoxenune D. Mnoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensembin MNMapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeammnHbix cnyx6 3G UMTS.
MHorve coBpemMeHHble MOBUNbHbIE TenegoHbl MMEeKT (PYHKUMM 3anMcyM M NpocMmoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), WUCMOMb3yeMoro Ang ux
co3gaHus. BebG-6paysepbl Moryt ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OOKymMeHTamu
ActiveX wn cueHapusamn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX 4acto 3sarpyxawtca WU
WHCTanNNMpyrTCa aBTOMaTMYECKW, Kak 3arnpawmvBaembl. Cama no cebe gaHHasi TEXHOMOMMsS He
SIBMISIETCS KpoccnnatopMeHHOM 1 nogaepXnuBaeTcs B NofiHOM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummetpuyHasa uudpoBas
abGoHeHTCKasAs nNUHUA) — MOAEeMHas TexHONorusi, npeBpallalLLas aHanoropble CurHanbl,
nepegaBaemMble MOCPEACTBOM CTaHOAPTHOM TENEMOHHOW NMHMK, B LUAPOBbLIE CUrHanbl (NakeThbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o63opa — 3T0 yros, KOTopblii 00pasytoT fy4n, CoeguHALLME 3a4HIOK TOYKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE PacCTOAHME U Yalle BCero
BblpakaeTca B rpagycax. OOblMHO yron 3peHus M3MepsieTCs Ha §nuH3e, (POKyC KOTOpOM
yCTaHOBIeH B GeCKOHEeYHOCTb. B 3aBMcMMOCTU OT yrna 3peHusl, o6bekTUBbl AENSAT Ha TpU Tuna:
LLUMPOKOYrofbHble, HoOpMarbHble U ANMHHOMOKYCHbIE. B LLUMPOKOYronbHbIX 00bEeKTMBax, KOTopble
Yallle BCEro Ucnornb3ylTca Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHus oT 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctaenset 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpepeneHua appeca) -—
NCMOMb3YOLWMACA B KOMMbIOTEPHbIX CETAX MPOTOKOST HU3KOrO YPOBHS, MpefHasHayYeHHbIn Ons
onpeaeneHnsa agpeca KaHanbHOro YpOBHS NO U3BECTHOMY agpecy CeTeBOoro ypoBHs. Hanbonbliee
pacnpocTpaHeHe aTOT NPOTOKOM Nnony4vun Grnarogaps NoBCEMECTHOCTM ceTel |P, NoCTpOeHHbIX
noeepx Ethernet. 3TtoT npotokon wucnonb3dyetca ans cedasm IP-agpeca ¢ MAC-agpecom
ycTporcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTcTBYIOWMM IP-agpecy.

Aspect ratio /| ®opmaT aKpaHa — 9TO hopMaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaapoB.
O6wwun cbopmat kagpa, WCNOMb3yeMbll ONA  TENEBU3MOHHbIX 3KPaHOB UM KOMMbHOTEPHbIX
MOHUTOpPOB, cocTasnseT 4:3. TenesnaeHue Bbicokon YyeTkocT (HDTV) ncnonesyeT popmat kagpa
16:9.
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Authentication / AyTteHTUdUKaumMa — npoBepka NPUHAANEXHOCTU cybbekTy AocTyna

npegbsBeHHOro UM uaeHTMduKaTopa; noaTeepxaeHne nognuHHoctn. OguH M3 crnocobos
ayTeHTMdurKaumMm B KOMMbIOTEPHOM CUCTEME COCTOMT BO BBOAE BaLlEro Mosib30BaTENbCKOro
naeHTndurkaTopa, B NPOCTOPEYUN HasbiBAEMOro «formHom» (login — perMcrpaunoHHoe uvs
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMK, 3HaHMe KOTOpOou
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyyns BBEAEHHbIV NOfb30BaTENEM JTIOMUH
N Napornb, KOMMbIOTEP CPaBHUBAET UX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B crneumanbHon 6ase

OaHHbIX, K1, B Clly4Hae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOperynupyemas guadparma) — 9T0 aBToMaTU4ECKOE perynmpoBaHme
BENUYMHbI AnadpparmMbl ANA  KOHTPOMSA KONMYecTBa CBeTa, Mnonajatowero Ha matpuuy.
CywectByeT OBa BapuaHTa aBToMaTudeckon perynupoBku amadpparmel: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4m gaHHbIX) — GyKkBanbHO, CKOPOCTb NPOXOXAEHNSA
OuTOoB MHMOpMaunn. BUTpent NpUHATO Mcnonb3oBaTb NPU U3MepPeHMM 3PPEKTUBHONM CKOPOCTH
nepegadnm WHdopMauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «none3Hon WHgopmMaumm»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbcs crnyxebHasi MHdopmMauuns).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEeHcauus
3agHero cBeTta). TUMNWYHBIN NpUMEP HEOOXOAMMOCTU UCMOSMb30BaHMA: YenoBeKk Ha (POHE OKHa.
ONEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT UHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BNOUMOM» Kamepon yepe3 o6bekTMB. COOTBETCTBEHHO, Manasd durypa 4erioBeka Ha GonbLIoM

.

CBETIOM (hOHE OKHa BbINLETCSH B UTOre "3acBeTKOW" BCEN KapTUHKW. BknoveHne dpyHkuum «BLC»

MOXeT B MOAOBHbIX chy4daax ncnpaBuUTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTtokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHavaeTca
ANS MCNONb30BaHWs B NOKanbHbIX CETSAX M MCNONb3yeT cBeAeHus (3anucu) B cryxbe AOMEeHHbIX
umMéH (DNS) ans obHapyxeHust OpyrMx KOMMbIOTEPOB, PaBHO KaK M WHbIX CETEBbIX YCTPOMWCTB

(Hanpumep, NPUHTEPOB) B BnvkanemM CETEBOM OKPY>KEHUM.

CIDR / becknaccoBasi agpecauumsa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunm, No3BoNALWMIN rmMbKo ynpaenaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCnonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHME Pa3fMyHbIX

MacoK noAceTen K pa3nuyHbiM NoaceTAM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESbHBIA 3N1IEMEHT, NCNOMNb3YHLNNCS BO MHOIMX

LUMGPOBLIX Kamepax M npeacTaBnsiowmnii coboi KpyrnHYH MHTErpanbHyr CXeMy, COCTOSILLY W3
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COTEH TbICAY 3apsgoB (NUKcenemn), KoTopble nNpeobpasyroT CBETOBYH) SHEPIMIO B 3NEKTPOHHbIE

curHanbl. Pasamep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EpvHbin wno30BbIM  UHTepdenc) — cneumdukaumsi, onpegensowias
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ana o6paboTkm AaHHbIX POPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIi
MeTanfIooOKCUAHbIA MNONYNPOBOAHMK) — 3TO LUMPOKO WCMOMb3YEMbIA TWUM MOMYNPOBOOHMKA,
KOTOPbIA WUCMNONb3yeT Kak OTpuUaTenbHYl0, TaK W MNOMNOXUTENbHYI 3NEKTPUYECKyo Lenb.
lMockonbKy TONbKO Of4HA M3 3TUX TUMNOB Lienen MoXeT ObiTb BKOYeHa B Noboe AaHHOEe Bpemsi, TO
Mukpocxembl KMOlMa noTpebnsaioT MeHbLUe 3NEeKTPOIHEPrMn, YeM MUKPOCXEMbI, UCMOSb3yloLne
TONbKO OAMH TUMN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKpOCXeMax
cogepxart cxembl 06paboTkM, OAHAKO 3TO NMPEUMMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4nKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3HayYeHWs1 MOCTOSIHHOIO JOMEHHOIO MMEHU YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKONUTENIO) C
OnHamumyeckum IP-agpecom. 310 MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP wvnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npy yganéHHoMm [ocTyne 4epe3 mogem). [Opyrne MawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW MO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpoTtokon AuHamMu4yeckoun
KOHcburypauum ysna) — 370 CETEBOW MPOTOKOM, MO3BOMSOLWMIA KOMNbIOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [ns aBTOMATMYECKOW KOHMurypaumm
KOMMNbIOTEP-KMMEHT Ha 3Tane KoHdurypaumm ceTeBoro ycTpouctea obpaljaetca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbld nepuod BpemeHwu. [aHHyo (yHKUUIO nogaepXxusaroT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOpPbI.

Digital Zoom / LincdhpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTKKKU, A C MOMOLLbIO KagpupoBaHUSA NOMAYyYEHHOro ¢ MaTpubl n3obpaxeHns. Kamepa Huyero He
yBENUYMBAET, a TOSMbKO BbIpe3aeT HYXHY0 4acTb M300paxeHud U pacTarmBaetr ee [o

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe AOMEHbI MOTyT BbITb UCMOMb30BaHbI
OopraHmsaumsiMiM, KoTopble XOTAT UEHTPanun30oBaHHO yNpaBnsaTb CBOMMM KOMMbkOTEpPamMM (Ha
KOTOpPbIX YCTaHOBMEHblI onepaunoHHble cuctembl Windows). Kaxabin nonb3oBaTtenb B paMKax

[IOMeHa Mofy4yaeT Y4YeTHYl 3anucb, koTopass OObIYHO paspeluaeT 3aperucTpuposaTbcs U
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ncrnonb3oBaTtb NOOON KOMMbOTEP B AOMEHE, XOTsi OQHOBPEMEHHO Ha KOMMbIOTEP MOryT ObiTb

HanoXeHbl  orpaHuyeHusi. CepBepoM [OOMEHHbIX WMEH SBNsieTCS cepBep, KOTOpbIi

ayTeHTUdMUMPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHaa TexHonorus nepegayvn OaHHbIX NMpenMyueCTBEeHHO B J1OKallbHbIX
KOMMbKOTEPHbIX CEeTAX. CTaHD,aprI Ethernet onpegendarT npoBoaHble COeAUHEHUA U
ANEeKTpnu4eckme curHarnbl Ha (bVI3I/I‘-IeCKOM YPOBHE, cbopmaT KagpoB U NPOTOKOJIbl ynpaBlieHUA

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne ycTtaHOBKM MO YMOJTYaHUIO — 3TO YCTAHOBKW,
KOTOpble M3Ha4arlbHO UCNONb30BaHbl A5 YCTPOWCTBA, KOr4a OHO OTrpy)XaeTcs ¢ 3aBoa B NepBblI
pa3. Ecnn BO3HUKHET HEOBXOANMMOCTb NEepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno ymMonyaHuto, TO 3Ta (OYHKUMA NpuMeHMMa ansa G60onblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObIN N3MEHEHBI NOMb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBomn akpaH) paboTaeT Kak Gapbep Mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbio U NHTepHeToM. bpaHamayap rapaHTupyeT, 4To
TONMbKO 3aperncTpMpoBaHHbIM Nonb3oBaTensaM OyaeT paspelleH AOCTyn u3 O4HOM CeTu B ApYryto
ceTb. bpaHamayapom moxeT 6bITb MporpaMmHoe obecneveHue, paboTarollee Ha KoMMbloTepe,

nnm 6paHamayapomM MoxeT OblTb aBTOHOMHOE anmnapaTHoe YCTPOMCTBO.

Focal length / ®okycHoe paccTtosiHue — usMepsieMoe B MUINUMETpax OOKyCHoe
paccTtosHne o6 beKTMBA Kamepbl, onpegensitowee LWMPUHY ropM3oHTanbHON 30Hbl 0630pa, KoTopoe
B CBOI ouvepedpb namepsdeTtcs B rpagycax. Onpenensaercs Kak pacCTosaHMe OT NepeaHen rmaBHOM
TOYKM OO nepegHero gokyca (ana nepegHero OKyCHOIO pacCTOSHMSA) M KaK pacCTosiHue oT
3aHen rmaBHOM TOYKM A0 3agHero chokyca (ans 3agHero oKycHoro pacctosHus). Mpu atom, noa
rMaBHbIMM TOYKaMM NOAPaA3yMEBAOTCA TOYKM MNepeceveHus nepefHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KagppoBas 4yacToTa — KONM4YeCTBO KadpoB, KOTOPOe BuAeocucTeMa (KOMMbIOTEpHast

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaéT B CEKyHAY.

Frame / Kagp - kagpom sBnsieTcs nonHoe Bugeou3obpaxeHne. B dopmate 2:1
YyepeccTpoyHon  paseépTkn uHTepdenca RS-170 u B opmatax MexagyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoBELLaHuIo, Kagp cosgaeTcs M3 ABYX OoTAenbHbIX obnacrten
JNIMHUIN YepeccTpodHon pasBepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 My gns Toro, 4YToObLI
chopmupoBaTtb MOMHbIA Kagp, KOTOpbIM oTobpasnTca Ha akpaHe Ha yactote 30 wnm 25 ly. B
Buaeokamepax C MNpOrpeccCUBHOM pPasBepTKOW Kaxabll Kagp CKaHUPYeTCA MOCTPOYHO U He

ABNAETCH YEPECCTPOUHbIM; 6ONBLUNMHCTBO M3 HUX OTOBpaxaeTcs Ha YactoTe 30 n 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepaun cannoB) — 3TO NPOTOKON

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcd, 4ToObI
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obmeHuBaeTca dannamm  Mexay KomnbroTepamu/yctponctsamm B cetu. FTP  nossonsier

noakntodaTbes K cepsepam FTP, npocmatpmBaTb COAEpKMMOE KaTanoros U 3arpyxatb ansnbl ¢
cepBepa unn Ha cepsep. lNpoTokon FTP oTHoCUTCS K NpOTOKOMNaMm MpPUKNagHoOro ypoBHS U Ans
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNOpPTHLINM nNpoTtokon TCP. Komanabl n gaHHble, B OTNMYKe OT
GonbLlUMHCTBA ApYrMx NPOTOKOMOB rnepedarTcs no pasHbiM noptam. [Nopt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepefadn gaHHblx, nopt 21 - Ang nepegaym komaHg. MNopt

Ona npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIA Aynrekc npencraeBnsaeT cobow nepepady
AaHHbIX OAHOBPEMEHHO B [BYX HanpasneHusx. B cucteme 3ByKOBOCNPOM3BEOEHUS 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cucTeMamu. Takke nonyayninekcHas cBs3b obecneuvvBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJTIbKO B O4HOM HanpasJfieHUU 3a OOVH pas.

G.711 — crangapT gnsi npeacraeneHnsa 8-omtHon komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / Koadhc¢mumeHT ycuneHma — KoadhmuUUNEHTOM yCcuneHust aBnsetcsa KoadhuumneHT
YCUNEHNss W 3KCTEeHTa, B KOTOPOM aHarnoroBbli YCUNUTENb YCUNUMBAET Cuny curHana.
KoadhdmumeHThl ycuneHms 06blMHO BbipaXatloTcsi B eanHunbax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynotpebutenbHbIM CNOCOO0OM NSl UIBMEPEHNS YCUINEHNS YCUIUTENA.

Gateway |/ MexceTeBOW L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yecCcTBe TOYKM BXoda B APYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepBep
KOMNbIOTEPA, OENCTBYIOLLMA B KadeCTBEe MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CceTeBOM 3amTbl. MexceTeBOW LUM3 YacTo CBSA3aH Kak C
MapLUpyTM3aTOPOM, KOTOPbLIN pacno3HaeT, Kyaa HanpaensaTbh NakeT AaHHbIX, KOTOPbIA NPUXOANT B
MEXCETEBOW LUMIO3, TaK U KOMMYTaTOPOM, KOTOPbIAN NpPeaocTaBnsaeT UCTUHHbBIA MapLupyT B U U3

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — aT0 MexayHapOoAHbIN CTaHOapT KOAMPOBaHUSA ayavo 1 BUAEO, (4pyroe HasBaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [lJaHHbI cTaHOapT COOAepXUT pan HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTENBHO MOBLICUTL 3MMEKTMBHOCTL CKaTuUA BUOEO Mo
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUyo MMBKOCTL MPUMEHEHN B pa3sHOObpasHbIX ceTeBbIX cpedax. Micnonb3yetcs B LMdpoBOM

TenesungeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepegayn runeprekcra) — 310 Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- WU APYrMMU

MynbTumegua canvnamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaetcd 4O NOfydeHns

noateepXxXaeHma o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwWwéHHbIA NPOTOKON nepepayun
runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaemble no npotokony HTTP, «ynakoBblBaloTCA» B KpunTorpaduyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTca 3aluuTa 3TUX AaHHbIX. B otnuune ot HTTP, ana HTTPS no

ymon4anuio ucnonssyetcs TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNOMNb3yeTcs AN NogKNYeHns
MHOMOYMCMEHHbIX YCTPOMCTB K ceTu. CeTeBON KOHLIEHTpPATOp nepeaaeT BCe AaHHblE B YCTPOWCTBA,
NOAKMYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOMbKO nNepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTeBon NpOTOKON ynpaBRAOLWMNX
coobuweHun) — ceTeBor NMpPOTOKOS, BXoaswwmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Ans nepegadv coobuleHuMn o6 owmnbKax M OpYrux UCKMYUTENBbHBbIX CUTyauusx,
BO3HUKLUMX NPV Nepeaaye AaHHbIX, HAanpuMep, 3anpalnBaemasi ycnyra HegocTyrnHa Unm XocT unm

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB AN 6eCcnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 noggepxmBaeT nepedadvy AaHHbIX Ha ckopoctn 1 wunum 2
M6wuTt/c Ha nonoce 2.4 Tu. Ctangapt xe 802.11b 3agaeTt ckopocTb nepegayn gaHHbix 11 MouTt/c
Ha nonoce 2.4 [Ty, B To Bpems kak ctaHaapT 802.11a no3BonsieT 3agatb CKOPOCTb Ao 54 MowuT/c.

Ha nonoce 5 Tw.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpoCcTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONAMWN) B CEKYHAY, N3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX MNOMs
(nonykagpa) 3atem obbeauHsawTca B 1 kagp. YepecctpodHas passepTka Obina paspaboTtaHa
MHOrO NeT Ha3aj Afs aHanoroBoro TeNeBUAEHUS N A0 CUX MOop LLUMPOKO npumMeHsieTcsa. OHa aaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWUs B CTaHO4APTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300paKeHUs.

Internet Explorer (IE) — cepusa 6pay3epoB, pa3pabatbiBaemas kopnopaumen Microsoft ¢
1995 roga. BxoamTt B KOMMMEKT onepaunoHHbIX cuctem cemencrea Windows. AsnseTtca Hanbonee

LLUMPOKO MCMNonb3yemMbiM BeD-6paysepom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awWmTbl 060PYAOBaHUSA, KOTOPbLIN OMNUCbIBaET
nbifie- U Bnaro- 3awuTy kamepbl BuaeoHabnogeHus. lNepas umdpa obo3HayvaeT ypoBeEHb
3almMTbl OT nonagaHus TBEpAbIX YacTuy (Hanpumep, umdpa 6 o6o3HayYaeT NOMHoe UCKIYeHue

nonagaHus nbinun). Btopasi undpa ob6o3HayaeT ypoBeHb 3aliMTbl OT MOMafaHus XUOKOCTEN
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(Hanpumep, umdpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO3SENCTBMM MACCUBHbIX

BOAAHbLIX MOTOKOB BOAbI Ui BpeMeHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uUMdpoBas BUAeokamepa, OCOBEHHOCTbIO KOTOPOW SIBRSieTCs nepepaya

BugeonoToka B undgposom dpopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpgapt O6beauHeHHOM rpynnbl
3KcneptoB B obnactu c¢otorpachun) — oamH M3 NONyNsipHbIX rpaduyeckux opmaTos,
NPUMEHSIEMbIN ANs1 XpaHEHMT OTOM3006paKkeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHmm
n3obpaxerma JPEG nmeeTcsi BOSMOXXHOCTb HACTPOWMKM MCMONb3yeMOro koddduumeHTa cxaTus.
Tak kak npu OGonee HU3KOM KOIPUUMEHTE CXKaTua (T.e. CaMOM BbICOKOM KayecTBe)
yBenuumnBaeTca obbem banna, cywecTByeT BblIOOp MexXay KayecTBOM n3obpaxeHusa n obbemom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p0|7| onpeaeneHHoe Kornmnm4yecTBo outoB npoxoaAT 3adaHHYK TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMCnUTENbHas CeTb) — KOMMNbIOTEPHAs CeTb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYID TEPPUTOPUIO NN HEBONbLUYID rPynny 34aHUN

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONpeaesneHHyI0 reorpaddn4ecKyto 30Hy.

Lux / Jllokc — eauHuua namepeHus ocsellleHHocTU. OnpeaensaeTcs Kak OCBELLEeHHOCTb
MOBEPXHOCTU NMrowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 niomeH. Mcnonb3yeTca ans 0603HayYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIn agpec yCTPOUCTBA) — 3TO
YHUKanbHbIN nOeHTUdUKaTop NPUCOeaMHEHHOro K CeTU YCTPOMCTBA UK, TOYHee, ero nHtepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / MéuT/c) — 3TO Mepa N3MePEHUS CKOPOCTM MNOTOKA AAHHbIX,
T.e. 3TO CKOpPOCTb, Ha KOTOPOM OWTblI MPOXOAAT 3adaHHYK TOYKy. OTOT napameTp OObIYHO
ncnonb3yeTtcsi, 4Tobbl NpeacTaBUTb «CKOPOCTb» ceTU. JlokanbHas ceTb AOoMkHa paboTtaTb Ha

ckopoctn 10 unn 100 Mowur/c.

MJPEG (Motion JPEG) — nokagpoBbii MeTOd BUAEOCKATUS,, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro sIBMSAETCA CXaTue Kaxdoro OTAENbHOro Kagpa BMAEONOTOKa C MOMOLLLID anroputma
ckatna wusobpaxenHun JPEG. TMpu coxkatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4nNTbIBAETCA.

MPEG-4 — 310 MeXayHapoaHbl cTaHaapT, UCMONb3yeMblil NMPENMYLLLECTBEHHO AN CxXaTus
undcpposoro ayamo u Buageo. Crangapt MPEG-4 B OCHOBHOM WCMNOMb3yeTcs And BeLaHus
(noTokoBOE BMAEO), 3anUcK PUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMpOKOBELLaHNA, B KOTOPbIX akKTUBHO UCMNONb3YyETCA CXKaTue LI,I/I(prBbIX BMOeo 1 3ByKa.
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Multicast / FpynnoBasa nepega4ya — cneunanbHaa oopma LUMPOKOBELL@HUSA, NPU KOTOPOM

KOMUM MakeToB HanpaBndaAwTCsa onpedenéHHoMy nogMHOXEeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOWNMKN CBSA3b MeXQYy WCTOYHMKOM W OAHWM MonydaTenem,
CYLLLECTBYIOT Takue NpunoxeHus, rae tpebyetcs, YToObl UCTOYHMK NOCbINan nHpopmMmaumo cpasy
roynne nonydatenen. [Mpu TpaguumoHHon TexHonornn |P-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenset cobon pacwmpenue IP-
agpecauuu, No3BosisoLLEee HanpaBUTb OAHY KONUIO NakeTa cpaldy BceM nonyvarenam. MHOXecTBO
nonyyaTernen onpegenseTcs NPUHAANEXHOCTbIO KaXKA0ro U3 HUX K KOHKpeTHON rpynne. Paccbinky
OIS KOHKPETHOW rpynmbl NOMy4YatoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa cylecTBEHHbIX MPENUMYLLECTB MO CPaBHEHMIO
C TPaAMLUMOHHbIM Noaxoaom. Hanpumep, aobaBrneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBennyeHne nponyckHoM CnocCoBHOCTM ceTu. 3HauYnTENbHO COKpallaeTCsl Harpyska
Ha nocbinalvwWwun cepBep, KOTOopbI 6Gonblle He [JOSMKeH noadepXuBatb MHOXECTBO

[ABYXCTOPOHHUX COeaUHEHWIA.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOW CeTn HeobXoauMbl: MoaOepXKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka nportokona IGMP
ANA OTNpaBKK 3anpoca 0 NPUCoeuHEHUN K rpynne 1 NoslydeHur rpynnoBoro Tpaduvka, Noaaepxka
rpynnoBon agpecaumm CeTeBOM KapTOW, NpUroXeHue, UCNosb3ylowee rpynnoByo agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonornma «MynbTukacT» mcnonb3yet agpeca ¢ 224.0.0.0 go
239.255.255.255. TllopoepxuBaeTtca craTudeckass M AOWHaMudeckas agpecauus. [Mpumepom
cTtaTudeckmx agpecosB angatTcsa 224.0.0.1 — agpec rpynnbl, BKkrovawowen B ceba Bce ysnbl
nokanoHon cetn, 224.0.0.2 — BCe MapLlpyTu3aTopbl fokanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MNPOTOKOMOB MapwpyTu3auum un  Opyrux
HU3KOYPOBHEBLIX MPOTOKOMOB MOAAEPXKW rpynnosBon agpecauun. OcTanbHble agpeca
OWHAMUYECKM  UCMOMb3YTCA  NpunoXxeHuamu. Ha  cerogHAWHWW  AeHb  GOMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKUBAIOT 3TY ONUMIO (B MEHIO 0BbLIYHO eCTb onums, paspelwatowasn IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEeHU) — CeTEBON
NPOTOKON ANsi CUHXPOHM3AUUKN BPEMEHM C ucnonb3oBaHnem ceter. NTP ncnonb3yeT ansa csoen

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMSIETCH TENEBM3MOHHBLIM 1 BuaeocTangapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B
kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaHgapT, OnpeaensoLnin

NPOTOKOMbl B3aMMOAEWNCTBUSA TaKUX YCTPOWCTB, Kak IP-kamepbl, BUOeoperncTpaTtopbl U CUCTEMBI
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ynpaseneHna Bugeo. MexayHapogHbelh (opym, CO3fgaBlUMA - OaHHBIA - CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems n Sony B 2008 rogy c uenbto

pa3paboTku U pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHUs.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapT PAL) — TeneBuW3MOHHbIN
ctaHgapT PAL saBngaetca npeobnagatowimm TeneBM3VOHHbIM CTaHA4ApTOM B CTpaHax EBponbl.

TeneBun3anoHHbIN ctaHgapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonornsa, nossonstoLuas
nepegaBaTb yAanéHHOMY YCTPOMCTBY BMECTE C [OaHHbIMU JMEKTPUYECKYIO SHEpPruio 4vepes

cTaHgapTHyto BUTYHO napy B ceTu Ethernet.

Port / MopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIN pPECYPC, BbIOENSEMbIN
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, ASI CBA3U C MPUIIOXKEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX ceTeBbIX XOCTax (B TOM YMCNe C OPYrMMU MPUMOKEHUAMM Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CEpPBEPHON MOAENU MpUNOXeHne nNnbo OXuAaaeT BXOASALWMX OAHHbIX
UM 3anpoca Ha coeauHeHue («crywaeT nopT»), NMbo nocblaeT AdaHHble WK 3anpoc Ha

COEeAMHEHNE Ha U3BECTHbIM NOPT, OTKPbLITHIN NPUNOXEHNEM-CEPBEPOM.

PPP (Mpotokon AByXTOYEYHOro COEAMHEHWUA) — T[POTOKOM,  MO3BOSIAIOLLNIA
ncnonb3oBaTb MHTEpdENC nocrnegoBaTenbHOW nepegavn Ans CBA3WM Mexay ABYMsi ceTeBbIMU

ycTponcteamun. Hanpumep, nogkntoyveHme MK kK cepBepy nocpeacTtBoM TeNedOHHON SIMHUN.

PPPoOE (Point-to-Point Protocol / lpoTokon coeauHEHUA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHwa  nonb3oBaTenen cetu craHpapta Ethernet k WHTepHety uepes
LUMPOKOMONOCHOE CoeaAnHeHne, Takoe Kak nuHua DSL, 6ecnpoBoaHOe YCTPOMCTBO UNu KabenbHbIn
mogem. C nomoulbto PPPOE 1 LuMpokononocHoro Mogema nosib3oBaTtenn nokanbHOW ceTn MoryT
nony4atb OOCTYNn C WMHAMBMAOYaNbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CETSM
OaHHbIX. O6beauHasa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT 3EKTUBHLIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yaaNEeHHbIM CepBEPOM

ONA KaXXOoro norib3oBatend.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BMAEOHabMAeHMM, Npy KOTOPOW Kaxabl Kaap BOCMPOM3BOAUTCA MO OAHOW NMHUKM B
nopsgke WX pasMeLleHns Kakayl LeCcTHaguaTylo oM CekyHabl. TO ecTb CcHadvana
nokasblBaeTcs NMUHKUA 1, 3aTem 2, 3ateM 3 1 Tak ganee. Takum obpasom, nsobpaxeHune He BbeTcs
Ha oTAernbHble nonykagpbl. B aTOM criyyae nOMAHOCTbIO mcyesaeT ahdekT MepuaHusi, No3ToOMy

Ka4eCTBO OTCHATOro BUAeO nony4yaeTca ©onee BLICOKMM.

RJ45 — yHUUUMPOBAHHbLIM pas3béM, UCMOMNb3YyEMblA B TENEKOMMYHUKaUusx, umeeT 8

KoHTakToB. MicnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B2710R



Be\.UARD Ilpunosxcenus

Router / MapwpyTtusatop — 3TO YCTPOWCTBO, KOTOpOE onpedensieT TouKy Gnukanwen

ceTu, B KOTOPYl MNakeT AaHHbIX OOMKeH OblTb HanpaBreH Kak B CBOM OKOHYaTemNbHbIA MyHKT
Ha3HadeHns. MapwpyTmu3aTtop co3gaeT uW/wnu  NoAAepXkuBaeT  crneumwanbHylo  Tabnuuy
MapLUpyTMU3aLMmK, KOTopasi CoXpaHsieT MHopMaLMio, Kak TONMbKO OHa AOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3atop BKMAOYEH B KayecTBe 4YacTU CEeTeBOro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B peXnMe peanbHOro
BpeMeHMu) — 370 npoTtokon IP ona nepefayv gaHHbIX (Hanpymep, ayguo unv BUMAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, HeobxoanMble NS
BOCCTAHOBIIEHUSA rofloca uUnum BuOeonsobpaxeHnsa B NPUEMHOM y3re, a Takke [aHHble O Tune
koauposaHua nHgpopmauumn (JPEG, MPEG n 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTW napameTpbl NO3BONSAIOT NPU MUHUMAMbHbIX
3agepxkax onpefenutb MNOpPsSAOK M MOMEHT AEKOAMPOBaHUS KakOoro naketa, a Takke
WMHTEpNoNMpoBaTb NMOTEpPsiHHbIE NakeTbl. B kayecTBe Hwxenexailero nNpoTokona TPaHCNOPTHOro

YPOBHS, Kak NnpaBuno, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepeaayn NOTOKOB B peXume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNpaBreHWsl, KOTOPbIN CAY>KUT OCHOBOM ANS cornacoBaHus
TPaHCMOPTHbLIX NPOTOKONOB, Takux Kak RTP, MHOoroagpecHomn unn ogHoagpecHon nepegayn u ans
cornacoBaHunsa ucnonb3yembix kogekoB. RTSP MoxHO paccmaTpmBaTb Kak nynbT ANCTAHUMOHHOIO
yrnpaBneHnss NoTokaMu OaHHbIX, NpeocTaBnseMbiMu cepBepoMm MynbTumeana. Cepsepbl RTSP
0ob6blMHO wucnonb3ytoT RTP B KayecTBe cTaHAapTHOroO MpoOTOKONa And nepedadn ayguo- U

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatm TMna SD) — cdopmaT kapTbl naw-
namaTy, paspaboTaHHbI AN UCMOMb30BaHWA B OCHOBHOM B MOPTATMBHbLIX YCTpoucTBax. Ha
CErodHAWHMIA OeHb LUMPOKO MCMONb3yeTcsa B UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
oToannapatax, MoOunbHbIX TenedgoHax, KIK, koMmmyHukaTopax wn cmapTdoHax, GPS-

HaBuUratTopax, Bnaeokamepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BOMSET
perynupoBaTb BpeMsi HaKOMMEeHUsa 3NeKTpudeckoro 3apsga. dTa deTanb OTBeYyaeT 3a
ANNTENBHOCTb BLIAEPXKKM U KONMYECTBO CBETA, NOMaBLUEro Ha Matpuvuy nepen opMMpoBaHMEM

n3obpaxxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTton npoTokon nepeaayv MNoOYTbl) —
npotokon SMTP wucnonb3dyetcs ANs OTCbIMKM W MNOMYYEeHUs SMeKTPOHHOM noyTbl. OaHako
MOCKOJIbKY OH SIBMAAETCH «NPOCTbIM» MO CBOEN CTPYKTYpe, TO OH OrPaHNYeH B CBOEN BO3MOXHOCTU
NO BMECTMMOCTU COOOLLUEHUI Ha Mony4varLem KOHUE, U OH OBbIMHO UCMNONb3yeTcst C OAHUM U3

ABYX Apyrmux npotokonos, POP3 nnn npoToKkonomM MHTEPAKTMBHOrO AOCTyNa K 3N1EKTPOHHOW noyTe
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(npoTtokon IMAP). 3Tu npoTOKOMbl NO3BOMST NONb30BATEN COXPaHATH COOOLLEHMS] B NOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckmn 3arpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awuLieHHbIX
cokeToB / lpoTokon TPaHCMOPTHOro YPOBHA) — 3TW ABa NpoTokona (npotokon SSL asndaeTtca
npuemMHUKOM npoTokona TSL) aBndawTca  KpuntTorpaduyeckumy  MNpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B 6onblumHCTBE cnyyaeB npoTtokon SSL ncnonb3yetcs
yepe3 npotokonn HTTP, 4tob6bl chopmumpoBaTh NPOTOKON 3alMLLEHHON NMepegayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOIO, Hanpumep, B NHTepHeTe 4N OCyLeCTBNeHns
(PUHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka nogcetn — GuTOoBasd Macka, onpegenswowasi, kakas 4actb |IP-
agpeca ysna ceTu OTHOCUTCSA K agpecy CeTu, a Kakas — K agpecy camMoro y3na B 3TOW CeTw.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon noacetun 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommyTtatop — KOMMyTaTOpoM S$BMSIETCH CeTeBOE YCTPOMCTBO, KOTOpoe
coefVHSAEeT CErMeHTbl CEeTU BMeCTe U KOTopoe BblbvpaeT MapLupyT AN Nepechiiki YyCTPOUCTBOM
OaHHbIX K ero onwkanwemy nonydatento. OObIMHO KOMMYyTaTop sBRseTcA 6oree npocTbiM n
6onee ObICTPbIM MEXaHU3MOM, YeM CETEBOW MapLUpyTM3aTop. HekoTopble KOMMyTaTOpbl UMEIOT

dOYHKUUIO MapLipyTusaTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHus nepepayen) — oomH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbI Ofs YrpaBrieHus nepegaden
AaHHbIX B ceTax u nogcetsx TCP/IP. TCP - 3To TpaHCNOPTHLIN MeXaHu3M, NpeaoCTaBMsoLWnNI
MOTOK AaHHbIX C NPeABapUTENbHON YCTAHOBKOW COEAMHEHUS, 3a CHET STOro AatoLLmiA YBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlyYaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX W yCTpaHseT AybnupoBaHue npu nosnyyvyeHun OBYyX KOMMKA OOHOro nakerta (CMm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbii Nepnog BPEMEHW UMW YMCNO UTEpPaALMA UNU NMEPEXOOOB,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb O CBOEro MCYE3HOBEHUS. 3Ha4yeHune
TTL moxXeT paccMmaTpmBaTbCs Kak BEPXHASA rpaHuLa BPEMEHU CyLecTBOBaHUA |IP-gentarpammel B
cetu. MNone TTL ycTaHaBnvMBaeTca oTnpaButTenemMm gentarpaMmmbl U YMEHbLUIAETCH KaXablM Y35IOM
(Hanpumep, MapLpyTU3aToOpoM) Ha NyTW ero CriedoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHWs B OaHHOM YCTPOWCTBE MMM COrnacHo npotokony obpaboTtkn. Ecnu none TTL
CT@HOBUTCS pPaBHbIM HYrO0 4O TOro, Kak gerTtarpamma npubyaeTt B NyHKT HasHaveHusl, TO Takas
aentarpamma oTbpacbiBaetca u  otnpasutento otcbinaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLEeHEe BPEMEHHOTO UHTEepBana.
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTensl) — 3TO

npoTokonn obmMeHa [faHHbIMA C  OrpaHMYEeHUsIMA Ha MNepechiiaeMble AaHHble Mo  CEeTw,
ncnoneaytowen npotokon |IP. lNpotokon UDP saensietcs anbTepHaTuBow npotokony TCP.
Mpenmywecteo npotokona UDP coctout B TOM, 4TO Ansl HEro HeobsisaTenbHa AOCTaBka BCeEX
AaHHBIX N HEKOTOpbIe MakeTbl MOryT ObiTb NPOMYyLLEHbl, ECNN CETb NeperpyxeHa. AT0 0COGEHHO
yaobHO npu nepegaye BunageomaTepuanoB B pPeXMME peanibHOro BPEMEHW, NMOCKOMbKY HE UMeeT
CMbiCna MOBTOPHO MepefaBaTh YCTapeBLUY WHGOpMaumio, KoTopas Bce paBHO He Oyaet

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossofsowasi nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HaNpuMMep, OXpaHHOMY 06opyaoBaHuIO,
pasBnekaTtenibHbIM  YCTPOMCTBAM WM UHTEPHET-LUN03aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn n pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPnP ctpoutca Ha
OCHOBE TaKuX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorna UPnP
nogaepXkmnBaeT ceTeBble MHMPACTPYKTYpbl NPaKTUYEeCKM NoOOoro Tuna - kak NpoBOAHble, Tak U
OecnpoBoaHbie. B 1x yncno, B 4acTHOCTW, BXOaAT kabenbHbin Ethernet, 6ecnposogHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeneMOHHbLIX JIMHUA, NUHUIA anekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EpauHbIM yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHbINA cnocob 3anucu agpeca pecypca B ceTn VHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHo NpoToKon nepeaayvm AaHHbIX) —
MPOTOKOM, CO34aHHbIM chneumanbHo Ana  GSM-ceTen, rge HYXHO YCTaHaBnuBaTb CBSA3b
nopTaTMBHbLIX YCTPOMUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTens MOOWIBHOroO

YCTPOWCTBA MOXET 3arpyxaTtb U3 ceTu IHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmnm HTTP-3anpockl OT KIMEHTOB,
06bl4HO Beb-6paysepos, u Bbigarowmn um HTTP-otBeThl, 06bIMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxkeHmem, annom, Meamna-noToKoM U ApYrMMn AaHHbIMM.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ana 6ecnpoBogHbix ceTten Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylowee craHgapTy |IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYOLLEro ceptudmkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMOMb3yloLWas B
Ka4yeCcTBe HOCUTEMNS pPaauOoBOIHbLI: 6eCcnpoBOAHOE MOAKMHOYEHMNE K CETU KOHEYHOIO NONb30BaTENS.

[na OCHOBHOW CEeTEBOW CTPYKTYPbl OOLIYHO MCMONb3yeTcHa kabenbHOe CoeAnHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHas3HayYeHHbIN AN NoryaBTOMaTU4EeCKOro

co3gaHusa 6ecnpoBogHon gomMaluHen cetu. [poTokon nNpm3BaH oka3aTb MOMOLLb MONb30BaTENSIM,
KoTopble He 00nagatoT WMPOKMMKU 3HAHMSMK O BesonacHOCTM B GeCnpOBOAHLIX CETHAX, U Kak
cnencTeMe, MMEKT CITIOXKHOCTU MpU ocyllecTBneHun HacTpoek. WPS aBTomaTtnyeckun ob6o3HavaeT
UMs ceTu U 3agaeT WndpoBaHue, Ang 3almTbl OT HECAHKLMOHNPOBAHHOIO AO0CTyna B CeTb, Mpu

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxatus Buaeo — 3TO METOAMKa YMeHbLleHUs pasmepa dpanna umnmdpoBon
BMaeos3annucu MnocpeacTBOM yaarneHuss rpauyeckmx 9nemMeHTOB, He  BOCMpUHUMaeMblX

4yerioBe4eCkMM rmnas3om.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMONb30BaTb PasfiMyHbIe
POKYCHble pacCTOsiHUSE B MPOTMBOMOSIOXKHOCTL OOBLEKTUBY C  (OUKCMPOBAHHLIM  (POKYCHbIM

paccToAaHnem, KOTOprVI ncnonb3yeT b 04HO PacCToAHUE.

Butasa napa — Bug kabens cBsisu, npenctaBnsieT coboW OAHY WM HEcKonbko nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MIAcCTUKOBOW O0GONOYKON.
CBvBaHME NPOBOAHUKOB MPOWM3BOAMTCS C LIENbl MOBLILEHMST CTEMEHW CBA3M Mexay cobou
NPOBOAHMKOB OfHOW Napbl (3NeKTpoMarHuTHasi noMexa OfMHAKOBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAYLWEro yMeHbLUEHUS1 3NEKTPOMAarHUTHbIX NMOMEX OT BHELUHMX WCTOYHWMKOB, a Takke

B3aVMHbIX HABOZOK Npu nepeaade anddgepeHumnanbHbiX CUrHamnos.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBeT BO$,EI,€I7ICTByeT Ha y4acCTOK
CBETOYYBCTBUTENIBHOIO MaTtepuana wuiun CBeTOHyBCTBMTeﬂbHOVI mMaTpuubl And coobLeHns emy

onpenenéHHon aKcnosmunn.

[JeTekTop ABUXEHUSA — 3TO annapaTHbIn NMB0 NPOrpaMMHLIN MOAYIb, OCHOBHOMW 3agaden

KOTOPOro ABndeTcs o6Hapy>|<eH|/1e nepemMeLlarLnxca B none 3peHnd Kamepbl 0OBbEKTOB.

[eTekTop cabotaxa — 9TO NMPOrpamMMHbIA MOAYMb, KOTOPbIA MO3BONseT ObOHapyxuBaTb
Takue cuTyaumm, Kak: pactOKyCUpOBKa, NepeKpbiTUE UNKU 3acBeYvmBaHUe M3obpaxeHus, OTBOPOT
Kamepbl, YacTudHas noteps curHana. lNpuHUMn OEeWCTBMA OCHOBaH Ha aHanu3e B pexume
peanbHOr0 BpeMEHW W3MEHEHMSI KOHTpacTa IoKanbHbIX Obnacter KagpoB W3 BMAEOMOTOKA,
nosly4aemoro ¢ tenekamepbl-getekropa. [letektop caboTaxka aBTomaTU4ecKkn BbibupaeT obnacTtu
KagpoB, N0 KOTOpPbIM HEOBXOAMMO OLEeHMBaTb M3MEHEHWE KOHTPACTHOCTU BO BPEMEHM W, €Criv
N3MEHEHME KOHTPACTHOCTM B 3TMX 0ONacTaX nNpeBbIlaeT HEKOTOPbIA OTHOCUMTEMbHbLIN MOpPOT,

NPUHNMAaET peLlleHne O noTepe «nosie3Horo» suaeocurHana.

Owvacdparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0ObekTuBe
Kamepbl, KOTOpoe perynupyeT KONMMYecTBO CBeTa, nonajawlwero Ha martpudy. W3meHeHne
pasmvepa AuadparMbl NO3BOMSET KOHTPONMPOBaTb UENbl psaa nokasaTtenen, BaKHbIX ONs

nony4yeHmna ka4eCctBeHHOro M306pa>|<eH ns.
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JdomMeHHoOe umMsa — 370 onpeaenieHHasn 6yKBeHHaFI rnocrnegoBaTenbHOCTbL, 0003Ha4aroLas

UMsi calTa WM ucnonb3yemasi B MMeHax 3MEeKTPOHHbIX MOYTOBbIX SLWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb aJpecaumy UHTEPHET-Y3rOB UM PaCMOSIOXKEHHbIX Ha HWX CETEBbIX PECYpCOB

(Beb-canToB, cepBEPOB 3MNEKTPOHHOM MOYThI, APYrMX criyx06) B ygobHoOM ang yenoseka popme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTtBo, obecneymBarollee NOACBETKY oObekTa

HaGJ'II'O,EI,eHI/IFl C unsny4yeHnem B I/IH(bpaKpaCHOM Anana3oHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHaydeHHasa ons padoTbl KpyriocyTO4HO
B pPa3HbIX YCNOBMSX OCBELLEHHOCTU. B ycnoBusix apkon ocBeLLeHHOCTM n3obpaxeHune uBeTHoe. B
TeMHOe BpeMsi CyTOK, KOrga SIpKMin CBeT nponagaeT, M HauMHalTCA CyMepKu, mn3obpaxeHue

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ynbTaTte 4ero noBbillaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsA3n Kogek aTto obbl4HO Koaep/aekonep. Kogekn ncnonb3yloTcs B
WHTErpMpoOBaHHbIX LENaxX WM MUKpocxemax pfAnsi npeobpas3oBaHMs aHanoroBbiX BUOEO- U
aygvocurHanoB B LmdpoBor cdopmat anga nocrnegyowen nepegaydn. Kogek takke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHambl B aHanorosblii ¢opmaT. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B UMdpoBon M LMPOBOro curHana B
aHanoroBbin. TepmnH «Kogek» Takke MOXeT OTHOCUTBCH K KOMMNpPeccumn/gekomMnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaEeT anropmTM NN KOMMbIOTEPHYIO NPOrpamMmy AN yMeHbLleHUs obbema

dannos n nporpamm.

Hopmaano 3aMKHYTblI€ KOHTaKTbl — TakKasd KOHCTPYKUUA AaT4yMKa, KOTOopasda B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

Hopmaano Pa3OMKHYTblI€ KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCMBHOM COCTOAHUN MMEET Pa3OMKHYTbI€ KOHTaKTbl, a B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTUB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYyeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoLweHne curHan/lym — YUCMEHHO onpedensieT codepXaHwe napasuTHbIX LUYMOB B
curHane. Namepsietca B geumnbenax (ab). Yem Gonblue 3Ha4yeHWe OTHOLIEHMS curHan/lwym Ans

BuaeocurHana, TeM MeHbLUE MOMEX N UCKAXKXEHUI nMmeeT M306pa>|<eHme.

Mukcenb — 3T0 0gHAa M3 MHOXECTBA TOYEK, COCTaBNAIOLWMX LUndpoBoe n3obpaxeHune. Lipet

N MHTEHCUBHOCTb KaXXO0ro NUKCENs COCTaBMAET KPOoLIeYHY 06nacTb N300paXKeHus.

MNpokcu-cepsep (Proxy — npeacraBuTenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbLIX CETAX, MNO3BONSAOLWAA KIMEHTAM BbIMOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbIM crniyxx6am. CHavana KNMeHT MOAKNoYaeTCsl K NMPOKCU-CEpBEPY W 3anpalunBaeT Kakow-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTteM Npokcu-cepeep NnBo nogknovaeTcs K

yKasaHHOMy cepBepy W MoslyyaeT pecypc y Hero, nubo Bo3BpalaeT pecypc M3 COBCTBEHHOro
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kawa. [Npokcu-cepBep NO3BONSET 3aLUMLLATL KIIMEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBbLIX aTak

M nomMoraeT CoXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiolwMin rnoBedeHWe YHKUMOHamNbHbIX 6GroKoB Mnpu
nepegade pgaHHbiXx. PopmanmsoBaHHble MNpaBuna, oOnpeaensiolwme MocneaoBaTenbHOCTbL U
dopmaT cooOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBble KOMMOHEHThI, Nnexalluue Ha OAHOM

YPOBHE, HO B Pa3HbIX y3nax.

PaspewieHne n3obpaxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYEK) Ha eauHULy nrowagmn
n3obpaxeHus. lamepserca B Meranukcensix unm otobpaxkaetcsa B Buae ABYX BEMUYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LLIMPpUHaA TakKe B JaHHOM Crlydae U3aMepdrTCA B NUKCENAxX.

Py4yHasa amnacparma — NnpoTMBOMNONOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl Kamepbl O0SDKHA BbINOMNHATBCS BPYYHYH ANA PerynMpoBKM KONMYecTBa CBETa,

Aocturarowiero 4yBCTBUTEINTIbHOIO 3rnemMeHTa.

CBeTocuna o6beKTUBA — 3TO XapakTepUCTHKa, NOoKa3biBaoLLas, Kakoe KOnmM4ecTBO CBeTa
cnocobeH nponyckaTtb AaHHbI 00bekTnB. Yem Oornblle MakCUMarnbHbI OAMaMeTP OTKPbITOM
anadparmbl (MM, COOTBETCTBEHHO, YeM MeHbwe F-yucno), Tem Gonblliee KONMMYECTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha (*)OKaJ'IbHy}O NJSIOCKOCTb, U TEM BhiLIE CBETOCUITA OObEKTUBA.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N CeTeBOW Kabenb WNM KaHamn CBSA3N MOXeT

ncnosmnb3oBaTbCA ANA nepeagayvn I/IHdI)OpMaLI,I/IVI TOJIbKO B OAHOM HanpaBJlieHUN.

YnuyHaa Bupgeokamepa — 37O Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobX0AMMbIMM XapaKTePUCTUKAMU 3aLUTbl OT BANSIHUA BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHass Buaeokamepa — 9TO kamepa, KoTopasd [faeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnto MaTpuubl Bugeokamep 4vepHo-6enble, a Ang NOnyyYeHusa UBETHOro u3obpaxeHus
BO3MNe KaXKAOW A4Yerkn MaTpulbl OpMUMPYOTCA LBETHble hunbTpbl. NepBbin UAbTP NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOW 3EMEHYI0, a TPETUN CUHIOW. Takum o6pasom, Tpy S4enku
CTaHOBATCH OAHOWM Toukon B uBeToBOoM dhopmate RGB. CnegoBaTtenbHO, BMECTO TpeX NnuKcenewn

Ha pe3ynbTupyrowem |/|306pa>|<eH|/|V| Mbl nony4yaem TOJIbKO OAUH.

AnekTpomexaHnvecknn WUK-bunbTp — npeacraBnder cobor YCTPOMCTBO, KOTOpPOe
cnocobHO B OQHOM pexvMme noaaBnAaTb MHpPaKpacHbIi Ananas3oH Npu NOMOLLM MHAPAKPACHOrO
NK-dunbTpa, a B apyrom pexume VK-counbTp ybrpaeTca anekTpoMexaHuyecku, Takum obpasom,

aenaa AoCTYNHbIM BECb CMEKTP CBETOU3NMYyYEHUA.
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