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Warranty

Based on the RMA policy, EverFocus Electronics Corporation ("EverFocus") will repair or
replace, at no charge to the purchaser, any merchandise found to be defective in material
or workmanship.

The NVR hardware is covered with a 2-year limited hardware warranty.
The supplied adaptor is covered with an 1-year limited hardware warranty.

Safety Precautions

Refer all work related to the installation of this product to qualified service personnel or
system installers.

Do not block the ventilation openings or slots on the cover.

Do not drop metallic parts through slots. This could permanently damage the appliance.
Turn the power off immediately and contact qualified service personnel for service.

Do not attempt to disassemble the appliance. To prevent electric shock, do not remove
screws or covers. There are no user-serviceable parts inside. Contact qualified service
personnel for maintenance. Handle the appliance with care. Do not strike or shake, as this
may damage the appliance.

Do not expose the appliance to water or moisture, nor try to operate it in wet areas. Do
take immediate action if the appliance becomes wet. Turn the power off and refer servicing
to qualified service personnel. Moisture may damage the appliance and also may cause
electric shock.

Do not use strong or abrasive detergents when cleaning the appliance body. Use a dry cloth
to clean the appliance when it is dirty. When the dirt is hard to remove, use a mild
detergent and wipe gently.

Do not overload outlets and extension cords as this may result in a risk of fire or electric
shock.

Do not operate the appliance beyond its specified temperature, humidity or power source
ratings. Do not use the appliance in an extreme environment where high temperature or
high humidity exists. Use the NVR at temperatures within 0°C~40°C / 32°F~104°F (Storage).
The input power source is 19 VDC / 90W.



http://www.axis.com/warranty/nwvideo.htm#1-year warranty
http://www.axis.com/warranty/nwvideo.htm#1-year warranty

Read Instructions
All the safety and operating instructions should be read before the unit is operated.

Retain Instructions
The safety and operating instructions should be retained for future reference.

Heed Warnings
All warnings on the unit and in the operating instructions should be adhered to.

Follow Instructions
All operating and use instructions should be followed.

Cleaning
Unplug the unit from the outlet before cleaning. Do not use liquid cleaners, abrasive or
aerosol cleaners. Use a damp cloth for cleaning

Attachments
Do not use attachments not recommended by the product manufacturer as they may
cause hazards.

Water and Moisture

Do not use this unit near water-for example, near a bath tub, wash bowl, kitchen sink, or
laundry tub, in a wet basement, near a swimming pool, in an unprotected outdoor
installation, or any area which is classified as a wet location.

Servicing

Do not attempt to service this unit by yourself as opening or removing covers may expose
you to dangerous voltage or other hazards. Refer all servicing to qualified service
personnel.

Power Cord Protection

Power supply cords should be routed so that they are not likely to be walked on or pinched
by items placed upon or against them, playing particular attention to cords and plugs,
convenience receptacles, and the point where they exit from the appliance.

Object and Liquid Entry

Never push objects of any kind into this unit through openings as they may touch
dangerous voltage points or short-out parts that could result in a fire or electric shock.
Never spill liquid of any kind on the unit.
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WEEE

ATTENTION! This is a class A product which may cause radio interference in a
domestic environment; in this case, the user may be urged to take adequate measures.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occurin a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

eReorient or relocate the receiving antenna.

eIncrease the separation between the equipment and receiver.

eConnect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

eConsult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the users’ authority to operate this equipment.

This Product is RoHS compliant.

Your EverFocus product is designed and manufactured with high quality materials and
components which can be recycled and reused. This symbol means that electrical and
electronic equipment, at their end-of-life, should be disposed of separately from your
household waste. Please, dispose of this equipment at your local community waste
collection/recycling centre. In the European Union there are separate collection systems
for used electrical and electronic product.

Please, help us to conserve the environment we live in!

The information in this manual was current upon publication. The manufacturer reserves the right
to revise and improve his products. Therefore, all specifications are subject to change without prior
notice. Manufacturer is not responsible for misprints or typographical errors.

Please read this manual carefully before installing and using this unit. Be sure to keep it handy for
later reference.
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V3EverFocus® NVR8004X

Chapter

1. Introduction

EverFocus NVR8004X is a professional standalone network video server designed for small and
medium-sized businesses (SMB) and enterprises. Operating on a Linux-based system, the NVR
offers quick PC-less configuration, network-based surveillance connection, megapixel recording
as well as playback, up to 12 TB storage capacities and more. It also supports industry standard
compression codec, such as H.264, MPEG4 and M-JPEG. The device is compatible with all
EverFocus IP cameras.

Other cutting-edge functions available on EverFocus NVR8004X include multi-channel playback
at multiple speed options and easy data search by event date and time. With the newly
improved Event Management function, users are now supplied with a much larger range of
supported event types and handling options in the database. Suspicious activities and behaviors
can be detected and responded to on a much more accurate and timely manner. In addition,
EverFocus has further strengthened users’ account management for secure access control in
vertical markets, such as residential communities, parking lot, retails stores, shopping malls,
banks, hospitals, offices, factories and much more. Users may enable and perform the specified
functions through the web-based GUI by the IE browser.

EverFocus NVR8004X NVR is the best choice for a complete network-based surveillance solution.
It is versatile, flexible and well caters to the needs of the industry.

USB Dongle

The channel number of the NVR depends on the dongle you purchase. The dongle options
include 4CH / 8CH / 16CH. Contact the local EverFocus office or agents if you want to upgrade
the dongle or increase the number of channels on your current dongle.




VJEverFocus® NVRB004X
1.1 Overview

Front View Rear View

Q000 . u
<«

Internal HDDs (Optional)
Net: — L
Dongle / Mouse / H ﬁ.‘___
USB Memory Stick = I ’

y "
'__; IP Camera

Web Remote PowerVideo Plus
Client (CMmS)
Figure 1-1

1.2 Features

e Linux embedded —free from PC crash and virus attack

e Support EverFocus of IP cameras and ONVIF IP cameras

e Support mobile client —iOS and Android

e Support megapixel camera recording and H.264 compression format
e Server-client architecture

e Support multi web-browser (IE 8 and later versions, Chrome, Safari and Firefox)
e Online GUI schedule recording

e Playback system with intelligent search

e 4-bay hot swap data HDD (up to 12TB storage capacity)

e Dual Gigabit LAN ports

e Dual video streams

e Multi-languages

e ONVIF compliant
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1.3 Packing List

NVR8004X

NVR x 1

Quick Guide x 1

Chx1 *see note 3

Mouse x 1

0

Power Cord x 1

Dongle x 1 (4CH / 8CH / 16CH)

; Ll

Adaptorx 1
A

Standard RJ45 cable x 1

Screw x 16 *see note 4

Note:

1. Equipment configurations and supplied accessories vary by country. Please consult your
local EverFocus office or agents for more information. Please also keep the shipping

carton for possible future use.

2. Contact the shipper if any items appear to have been damaged in the shipping process.

29

The CD contains the IP Utility software and User’s Manual.

4. The Sticker, Screws and Keys are contained in the HDD trays respectively.

1.4 Optional Accessory

e EKB200 (USB controller keyboard: connect to the PC to control the PTZ camera connected

to the NVR). Please referto 4.11 PTZ.

..vh.

[RTS e
ol o

[Rm{=TeIwEw]
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NVR8004X

1.5 Front Panel

‘ [\\[o ‘ Name

1 Status LED

Figure 1-2

| Description

SYS: Indicates the system is working.

EXT: Indicates the NVR is connected to the external storage device or
USB dongle.

LAN1 / LAN2: Indicates the NVR is connected to the network.
HDD1~4: Indicates the internal HDD is activating, but the LED
indicators will light up only if you install the HDDs before turning on
the NVR. If the NVR is already on and you hot-swap the HDDs, the
HDD1~4 LED indicators will still remain on / off as the previous status,
please see the example in the note below.

PWR: Indicates the power is on.

2 Power Press to turn on / off the NVR.
3 HDD Tray Pull the HDD tray out to install the HDD.
4 Lock Use the supplied key to lock / unlock the NVR.

Note: For example, if the HDD1 is installed before turning on the NVR, the HDD1 LED indicators
will emit light once the NVR is powered on. Then, if you hot-swap either one of HDD1~4, still
only the HDD1 LED indictor remains light up. You can reboot the NVR manually and the HDD
LED indication will be corrected.
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1.6 Rear Panel

NVR8004X

Figure 1-3

No. ‘ Name ‘ Description

1 Reset Insert a tool into the reset hole to reset the NVR.

2 VGA Port The function is currently reserved.
Th B3. f i I

3 USB3.0 Port e USB3.0 ports or.connectmg to a dongle, mouse or
external storage device.

a USB2.0 Port The USB2.0 ports for. connecting to a dongle, mouse or
external storage device.

5 LAN2 (Static IP) Connects to the Network. Please see 2.2 Basic Connection
for more details.

6 LAN1 (DHCP) Connec‘ts toa hub‘ for connecting IP. cameras. Please see
2.2 Basic Connection for more details.

7 Power Port Connects to the 19 VDC power using the supplied Power

Cord.
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Chapter

2. Installation

2.1 Hard Disk Drive Installation

1. Make sure the NVR is power-off, and open the cover on the front panel of the NVR.

2. Press the release latch, and the locking arm pops up.

Release Latch

Locking Arm

Figure 2-1
3. Gently pull the locking arm to take out the HDD tray.

Figure 2-2
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4. Insert 2.5” or 3.5” HDD in the tray.

HDD Tray

Figure 2-3

5. Secure the HDD with the supplied 4 screws to the tray.

a.3.5” HDD:

Figure 2-4
b.2.5” HDD:

NVR8004X
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7. Close the locking arm until you hear a click.

Figure 2-7

8. Close the cover of the NVR.

2.1.1 Hard Disk Compatibility List

NVR8004X

Please use the hard disk models recommended in the list below to ensure your hard disks will

be compatible.

SATA Hard Disk  Model Capacity
SV35.5 SATA2 / ST3500410SV 500GB
SV35.5 SATA2 / ST310005255V 1TB
SV35.5 SATA3 / ST3500411SV 500GB

Seagate SV35.5 SATA3 / ST31000526SV 1TB
SV35 SATA3 / ST2000VX002 2TB
Barracuda SATA3 / ST500DM002 500GB
Barracuda SATA3 / ST1000DM003 1TB
WD10EVDS SATA2 1TB
WD10EURS SATA2 1TB
WD20EVDS SATA2 2TB
WD20EURS SATA2 2TB

Western Digital WD1600AVVS SATA 160GB
WD3200AVVS SATA 320GB
WD5000AVVS SATA 500GB
WD7500AVVS SATA 750GB
WD10EVVS SATA 1TB

Note: If using two or more hard disks, please choose the hard disks with the same capacity.
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2.2 Basic Connection

The instructions below describe the connection for the NVR8004X.

Front View Rear View

Power Supply

!
09990 . =

Hub
Internal HDDs (Optional)
Net _\:- .sj:‘ é
Dongle / Mouse / A '
USB Memory Stick =
J _ a IP Camera

Web Remote PowerVideo Plus
Client (CMS)
Figure 2-8

1. Install 1 to 4 HDDs (Please refer to 2.1 Hard Disk Installation).

2. Connect a Dongle to the NVR and optionally connect a Mouse and USB Memory Stick to
the NVR.

3. To manage the NVR over network, connect the supplied standard RJ-45 cable from your
network to LAN2 (Static IP) port. Please see 4.5.1 LAN for more details.

4. To connect IP cameras, please use a hub to connect between NVR and IP cameras. It's
recommended to connect the hub to the LAN1 (DHCP) of the NVR. Please see 4.5.1 LAN
for more details.

5. Using the supplied Power Cord, connect one end to the 19 VDC port on the NVR and the
other end to the power outlet.

Note: Before powering on the NVR, please connect the USB Dongle and install the HDDs first.
Please see 2.3 USB Dongle Connection and 2.4 Turning On / Off the Power for more details.
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2.3 USB Dongle Connection

Please connect your USB Dongle before powering on the NVR. If you turn on the NVR without
connecting the USB Dongle, the following window will pop up when accessing the NVR’s web
page. Please insert the USB Dongle and click Yes to continue the NVR.

. —_—

| USE Dongle not detected. Reinsert the USE Dongle and click Yes to
W' continue the NVR (wait about 30s) or click Mo to shutdown the
MVE.

ves || Mo

Figure 2-9

This message window will pop up as long as the NVR cannot detect the USB Dongle. If so,
make sure the Dongle has been properly inserted and click Yes to continue.

If you increase the number of channels on your USB Dongle, you need to turn off the NVR
before inserting the USB Dongle. If you insert the Dongle while the NVR is on, you need to
reboot the NVR or else it cannot detect the added channels.

2.4 Turning On / Off the Power

Before powering on the NVR, please make sure the internal HDDs have been installed
properly, and the USB Dongle has been connected to the NVR. When you have completed the
basic cable connections, you are ready to turn on the NVR.

Once connect the supplied Power Cord to the power outlet, the NVR will be powered on. All
of the LED indicators on the front panel will light up for a second, but the System and Power
LED will remain light up. To turn off the power, simply unplug the Power Cord from the power
outlet. You can also press the Power button inside the front panel to turn on and off the NVR
without unplugging the Power Cord.

10
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2.5 Connecting the NVR to the Network

There are three methods to connect the NVR to the network: Router or LAN Connection, Direct
High-Speed Connection and One-to-One Connection. For more information of the network,
please refer to Appendix A. Network Overview.

NVR8004X

2.5.1 Router or LAN Connection

This is the most common connection in which the NVR is connected to a router and allows
multiple users on and off site to see the NVR on a LAN/WAN (Internet). The NVR must be
assigned an IP address that is compatible with its LAN. By setting up port forwarding on the
router, you can remotely access the cameras from outside of the LAN via the Internet. To
remotely access the Web interface, please refer to 3. Remote Access to the NVR. To set up
port forwarding, please consult the manual of the router or refer to Appendix B: Linksys &
D-Link Port Forwarding.

Router or LAN Connection

Internet

Cot 5
Straight Through Cahle

Right: Pinout of a straight-through cable.

Pin number Wire Color

Pin 1 ==> Orange/White
Pin 2 ==> Orange

Pin 3 ==> Green/White
Pin 4 ==> Blue

Pin 5 ==> Blue/White
Pin 6 ==> Green

Pin 7 ==> Brown/White
Pin 8 ==> Brown

@ W N =
D W N =

Figure 2-10

11
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Connection Procedure:

>

The First step is to purchase or make a straight through cable. We recommend
purchasing one if you have never made a straight through cable. Please remember
you can not use a cross-over network cable for this application.

Once you have a straight through cable, plug one end into the LAN port on the back
of the recorder and the other into the router.

Log into the EverFocus NVR menu and go to the Network Setting Menu.
To let the router automatically assign an address:

¢ Set the Network Type to DHCP. Make sure to write down the IP address and the
Gateway.

¢ Exit from the Menu to save settings.

To manually assign an address:
¢ Gotoacomputer connected on the same network as the NVR.
¢ Click on the Start button and choose Run.
If using Windows Vista, choose Search instead.
¢ Type “command” and click on OK.
In Vista, you will need to double-click on the “Command Prompt” file to open it.
In the DOS prompt, type “ipconfig” and press Enter.
The network information will be displayed on a screen similar to the one below.

In Windows Vista, look for the information that says “IP v4”.

¢ Command Prompt

Microzsoft Windows HP [Uersion 5.1.2688]
CC) Copyright 1285-20801 Microsoft Corp.

C:~\Documents and Settings“\Stevenr*ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

IP Address. . . . . . . - - - - . = 192.168.08.88
Subnet Mask = 255.255.255.8
Default Gateway D 192.168.8.1

C:“Documents and Settings“Steven’>

Figure 2-11

12
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¢ Take the values for Subnet Mask and Default Gateway and input them into the
NVR; these values should be exactly the same in both devices. However, you
should change the last number of the IP address. For example, if the IP address
of the computer is 192.168.2.101, the NVR’s IP address should be 192.168.2.50.

»  To access the NVR from a computer simply open Internet Explorer and in the address
bar type:

http:// (IP address of the NVR)

Note: The NVR’s IP address will only work at the location of the NVR. To connect
from a different location over the Internet, see below.

To set the NVR for Internet Connection through router:

»  The next step is to open ports within your router. Log into the router using a PC and
open the following ports.

¢ Portstoopen: 80

¢ If your Internet service provider blocks port 80, you can change it to a different
port in the NVR’s Network Menu Setup; open/forward that port instead.

¢ If you are using a Linksys or D-Link router, see Appendix B for basic support on
setting up ports. For any other router, you will need to contact the manufacturer
for support.

»  To access the NVR from a computer simply open Internet Explorer and in the address
bar type:

http:// (the IP address given by your internet service provider)

Note: If you changed to a different port other than 80, you will need to include this
at the end of the IP address:
http:// (the IP address given by your internet service provider):port number

»  If you have a WAN Dynamic IP address and have opened the ports, go to 6.7.3 DDNS
Setup to configure the DDNS settings.

13
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2.5.2 Direct High-Speed Connection

NVR8004X

In a Direct High-Speed Connection, the NVR connects directly to a modem without the
need for a router. You need to set the static or dynamic WAN IP address assigned by your
ISP (Internet Service Provider) in the NVR’s configuration web pages. To access the NVR,
just type “http://xxx”, where xxx is the IP address given by your ISP. If you have a dynamic
IP address, this connection may require that you use DDNS for a reliable connection.

Direct High Speed Modem Connection

Inteanet

Cat5
Straight Through Cable

Figure 2-12
Connection Procedure:

»  The first step is to purchase or make a straight through cable. We recommend
purchasing one if you have never made a straight through cable. Please remember
you can not use a cross-over network cable for this application

»  Once you have a straight through cable plug one end into the LAN port on the back of
the recorder and the other into the high speed modem.

»  Loginto the EverFocus NVR menu and go to the Network Setting Menu.

»  Input the Static IP address, the Subnet Mask, and the Gateway that you obtained
from the internet service provider.

Note: If you have a dynamic IP address, you can set the NVR to DHCP to automatically
detect the network settings. Therefore, it can use a dynamic IP address.

»  Exit from the NVR’s Menu to save the settings.

»  To access the NVR from a computer, open Internet Explorer and in the address bar
type: http:// (IP address given by your internet service provider)

Note: When using this type of connection, only one device can be connected to the
modem at a time. You will need to use a computer at a different location to test the
connection s.

14
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2.5.3 One-to-One Connection

You can connect directly without using a switch, router or modem. However, only the PC
connected to the NVR will be able to view the NVR. You will also have to manually assign a
compatible IP address to both the computer and the NVR. Unless the PC has another
network connection, the NVR will be the only network device visible to the PC. See the
diagram below:

Simple One to One Connection

Cat5h

Right: Pinout of a crossed-over cable.

Pins 4,5, 7 and &
are not used

Pin 1 ==> Drangc/White
Fin 2 ==> Orange

Pin 3 ==> Green/White
Pin 4 === Blue

Fin 5 ==> Blue/White
Pin 6 ==> Green

Pin 7 ==> Brown/White
Fin & === Brown

® W N =2
|1
$ 3

N o= D W

Figure 2-13

Connection Procedure:

»  The First step is to purchase or make a cross-over cable. We recommend purchasing
one if you have never made a cross-over cable. Please remember you can not use a
straight through network cable for this application.

»  Once you have a cross-over cable, plug one end into the LAN port on the back of the
NVR and the other into the network card on the back of the computer.

»  Loginto the EverFocus NVR menu and go to the Network Setting Menu.
»  You must use the Static IP option for this type of connection.

»  Assignan IP of 192.168.001.003, a Subnet Mask of 255.255.255.000, and a Gateway
0f 192.168.001.001. You can ignore DNS Server.

»  The next step is to set the computer’s network settings to match those of the NVR.
You will need Administrator privileges on your Windows machine to do this.

»  Toassign a fixed IP address in Windows 2000/XP, follow the instructions below:

15
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¢ Go to Start. Double-click on Control Panel.

‘ E' Control Panel
w Paink
Set Program Access and

Defaulks

<
n Command Prompk @ Printers and Faxes
® wWindows Media Plaver @ Help and Support

i

v Man Search

All Programs D

Shut Do

Figure 2-14

¢ Click Network and Internet Connection.

B Control Panel

File Edit \“iew Favorites Tools  Help

O Back O @ p Search [-f:‘ Folders v

Address E} Control Panel

E:"' Control Panel A

E} Switch ko Classic Yiew

See Also

& windows Update

Metwork and Internet
@) Help and Suppart Connections
£ Other Contral Panel

Figure 2-15

& Click Network Connections.

or pick a Control Panel icon

] e
il Internet Options # Network Connections
=

= Windows Firewall Wireless Network Setup Wizard

Figure 2-16
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¢ Right-click on Local Area Connection and select Properties.

LAN or High-5peed Internet

- E
13394 Connection ocal Area Connectig
Dizable

=
Status

Repair

Bridge Connections

Create Shorbout

Rename

Properties

Figure 2-17

¢ Click on Internet Protocol (TCP/IP) and then click Properties.

-4 Local Area Connection Properties

General |.-’-'«uthentic:ati0n & dvanced

Connect using:
B8 Realek RTLE1E9/2110 Family Gigab

Thiz connection uses the following items;

.@ File and Frirter Sharing for Microsoft Wetworks -~
=1 305 Packst Scheduler
Intemnet Protocal (TCP/IF)

v
< |
el
Dezcription

Tranzmizzion Control Pratocol/lntermet Pratocol. The default
wide area nebwaork, protocal that provides communication
acrozs diverse interconnected networks.

[ 15kaow icon in notification area when connected
Matify me when thiz connection has limited or no connectivity

[ Ok ] [ Cancel

Figure 2-18

NVR8004X

¢ Select Use the following IP address. Assign an IP address of 192.168.1.2, a
Subnet Mask of 255.255.255.0, and a Default Gateway of 192.168.1.1 and then

click OK.
¢ Restart both of the computer and the NVR.

17
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¢ To access the NVR from the computer, simply open Internet Explorer and in the
address bar type: http://192.168.1.3

L Local Area Connection Properties

Gereral | authentication || Advanced

Connect using:
B8 Realek RTLE1E9/2110 Family Gigab

Thiz connection uses the following items;

.@ File and Frirter Sharing for Microsoft Wetworks -~
=1 305 Packst Scheduler
Intemnet Protocal (TCP/IF)

L
£ ¥
el
Dezcription

Tranzmizzion Control Pratocol/lntermet Pratocol. The default
wide area nebwaork, protocal that provides communication
acrozs diverse interconnected networks.

[ 15kaow icon in notification area when connected
Matify me when thiz connection has limited or no connectivity

’ Ok ] [ Cancel

Figure 2-19

¢ Select Use the following IP address. Assign an IP address of 192.168.1.2, a
Subnet Mask of 255.255.255.0, and a Default Gateway of 192.168.1.1 and then
click OK.

Restart both of the computer and the NVR.

To access the NVR from the computer, simply open Internet Explorer and in the
address bar type: http://192.168.1.3

18
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2.6 Checking the Dynamic IP Address

You can look up the IP address and access the Web interface of the NVR using the IP Utility
(IPU) program, which is contained in the CD. It can also be downloaded from EverFocus’
Website: http://www.everfocus.com/tools.cfm. Please connect the NVR in the same LAN of your

computer.

1. Install and then start the IPU program Y The following dialog box appears.

H TPUrility
Configuration Lisk : Sl | Ut &1 |
|MAC Address | Machine Name [P Add... |IP Type |Subnet ... | Gateway ...|DNSl |DNSZ |Pu
| 00:11:14:0D:... EAN3300-1.0.22 192.168... DHCP  255.255... 192.168... 192.168... 192.168... &
[ 90:2B:34:E6:... nviB004x-16 192.168... DHCP  255.255... 192.168... 192.168... 192.168... 4
[ 00:11:14:0F8... Paragon960x4-16 192.168... DHCP  255.255... 192.168... 192.168... 192.168... &
L | LA

I Find Devices I | | Connect to selected IP | Exit

Figure 2-20

2. IPU will automatically search the IP devices connected in the LAN. The default network
values of the IP devices will be displayed. By default, the network protocol of the IP device

is DHCP.
3. To configure the network settings, select an IP device and then click Login/Multi Login.
I TPUtilit (=13
checkal | Uncheck Al |

Configuration List :

MAC Address | Machine Name J IP Add.../|IP Type |Subnet.. |Gateway | DN31 | DN32 | i

[ 00:11:14:0F8... Paragon960xz4-16 . 192.168.... 192.168

. 192168, 192.168.... &

[ 00:11:14:0D:... EAN3300-1.0.22

User D |admin

********l

Password :

Ok | Cancel |

|~

Find Devices | I Loginulti Login I | Connect to selected IP Exit

Figure 2-21
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4. Type the user ID and password. Click OK.
Note:
1. The default user ID is admin and the default password is 11111111.
2. If you select more than one NVRs that have the same user ID / password, you will
be able to log in several NVRs at once.

NVR8004X

5. To change the IP address, double-click the values in the column and type the numbers or
select an option. Click Set IP Address to save the settings.

J IPUrility

EEX

Check all

Configuration Lisk :

| Uncheck all |

0zd-16
16

S ||

192.168.12.135]

pH... M 25

Connect to selecked IP

192.168.
197

Exit

Find Devices |

LoginyMulti Lagin

| I Set IP Address I

| MAC Address | Machine Name | IF Address IF Type | Subnet ... | Gateway | DNEL | DNS2
[ 00:11:14:0D:... EAN3300-1.0.22 192.168.12.136  DHCP  255.235.. 192.168... 192.168... 192.16
[ 00:11:14:0F8... Paragond6 192.168.12.121  DHCP  255.255... 192.165... 192.1€

Upgrade Firmware | Save Configuration | Load Configuration |

Figure 2-22

Note: Most networks uses DHCP to assign IP address, if you are unsure of your network
settings, please consult your network administrators for configuration details.

6. To access the NVR, highlight the NVR and click Connect to Selected IP. The Internet
Explorer window pops up.

7. The Login window pops up. Type the user ID and password to log in.

)

Enter Network Password

’?) This secure Web Site (ot 192.168.13.125) requires you to log on.

Please type the User Name and Passwoed that you use for
NVRB004x-16

User Name ﬂ ,1]
Password [
[T Save this password in your password kst

(114 I Cancel

Figure 2-23

8. You might be required to download ActiveX and JAVA software for viewing the camera
feed. If asked, click Yes. For more details, please refer to 3.2 Installing JAVA Runtime and
3.3 Browser Security Setting.

20
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9. When first connecting to the NVR’s IP address, the following dialog may appear. Please

check the “Always trust content from this publisher” box and click the Run button to run
the EverFocus Viewer application.

Security Information @1
The application’s digital signature has been verified. «
Do you want to run the application? =’
MName: EverFocusViewer

Publisher: EverFocus Electronics Corp.

From: http://192. 168.,13.129

Always trust content from this publisher.

This application will run with unrestricted aceess which may put
our parsonal information at risk. The publisher's identity has been Mare Information...
werified. Run this application only i you trust the publisher.

Figure 2-24

10. You may need to turn User Account Control off if you still can’t see the Remote Live View.

11. On the computer, click Start > Control Panel > System and Security > Action Center (click
Change User Account Control Settings), the User Account Control Settings window

appears. Adjust the slide bar to Never Notify and then click OK. Restart your computer if
requested.

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me mare about User Account Control settings

Always notify
- - Mever notify me when:
*  Programs try to install software or make changes to
- - my computer
-0B- * Imake changes to Windows settings
Never notify @' Mot recommended, Chuuseth_is_unly if you need to
use programs that are not certified for Windows 7

because they do not support User Account Control.

Figure 2-25
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3. Remote Access to the NVR

3.1 Accessing the NVR

Follow the steps below to access the NVR from a computer.

1. Open an Internet Explorer window and in the address bar type the IP address.

Local connection:
http:// (IP address from the NVR’s Network Menu): IP port used
e.g. http://192.168.1.163:2468

Internet connection:
http:// (IP address given by your Internet Service Provider): IP port used
e.g. http://57.182.67.204:2468

2. The Login window pops up. Type the User Name and Password. The default User Name is
admin, while the password is 11111111. Click OK.

Enter Network Password g]

‘?> This secure Web Site (st 192 168.13.125) requires you to log on

Please type the Uset Name and Passwoed that you use for
NVR8004x-16

User Name l .1]

Password [

[T Save this password in your password kst

OK I Cancel

Figure 3-1
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3.

NVR8004X
You might be required to download ActiveX and JAVA software for viewing the camera

feed. If asked, click Yes. For more details, please refer to 3.2 Installing JAVA Runtime and
3.3 Browser Security Setting.

When first connecting to the NVR’s IP address, the following dialog may appear. Please

check the “Always trust content from this publisher” box and click the Run button to run
the EverFocus Viewer application.

Security Information @1
The application's digital signature has been verified. «
Do you want to run the application? =2
Name: EverFocusViewer

Publisher: EverFocus Electronics Corp,

From: http://192, 168.13.129

Always trust content from this publisher.

This application will run with unrestricted access which may put
your personal information at risk. The publisher’s identity has been Mare Information...
werified. Run this application only if you trust the publisher,

Figure 3-2

You may need to turn User Account Control off if you still can’t see the Remote Live View,
please see the step below.

On the computer, click Start > Control Panel > System and Security > Action Center (click
Change User Account Control Settings), the User Account Control Settings window

appears. Adjust the slide bar to Never Notify and then click OK. Restart your computer if
requested.

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify
- - Mever notify me when:
*  Programs try to install software or make changes to
- - my computer
-0 ® Imake changes to Windows settings
Mever notify \'@l Mot recommended. Chnnseth.is.nnly if you need to
use programs that are not certified for Windows 7

because they do not support User Account Control,

Figure 3-3
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3.2 Installing JAVA Runtime

You need to install the latest JAVA software for stable operation.

1.

6.

When first connecting to the NVR’s IP address, the following dialog will show up if you
didn’t install the JAVA software or its latest version on your computer.

Java Update Needed

(N Your Java version is insecure.

e/
Click Update to install the recommended secure version. Click Block to stop Java content in your browser or
Later to continue and be reminded again later.

f Update i | Block J [ Later

[ Do not ask again until the next update is available.

Figure 3-4

Please click Update to go to the JAVA website http://www.java.com/en/, and
download the latest version of the JAVA software.

After installation is completed, connect the NVR’s IP address again and the yellow bar
may pop up on the top of the window. Please click it to run the JAVA application.

If there is an alert dialog popping up, please go to the Control Panel > JAVA Control
Panel to change settings.

Click Advanced tap on the top of the window, and scroll to “Mixed code (sandboxed vs.
trusted) security verification”, and select the Enable — hide warning and run with
protections.

| Java Control Panel [= T = '
General [Updat: IJava ISccuity I Advanced l
@ Install if hinted -

) Install if shortcut created
) Install if hinted and shortcut
1 Never install
Secure Execution Environment
[¥] Allow user to grant permissions to signed content
[¥] Show sandbox warning banner
[¥] Allow user to accept JNLP security requests
[¥] Don't prompt for dlient certificate selection when no certificates or only one
[¥] Warn if site certificate does not match hostname
[] Show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
-(~) Enable - show warning if needed
© Enable - warning and run with protections

TEnable - nide v g ao un unu ode

m

~() Disable verification (not recommended)
Advanced Security Settings

[¥] Use certificates and keys in browser keystore

[] Check certificates for revocation using Certificate Revocation Lists (CRLs)

[¥] Enable blacklist revocation check ¥
4 m [

Lok ][ concd J[ sodty |

Figure 3-5

If you can’t find the JAVA in the Control Panel, please go to Program Files > Java > jre7 >
bin and double-click the javacpl (JAVA Control Panel). Then, configure the setting as
described in the step 5.
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3.3 Browser Security Setting

3.3.1 Installing ActiveX Controls

Follow the steps below to install the ActiveX Controls when you first connect to the NVR’s
IP address. If you do not see the images below, your security settings may be too high. If so,
go to “Section 3.3.2 Enabling ActiveX Controls.”

1.

You may also prompt to install the MSXML file. Please right-click the yellow bar and
select “Run Add-on...”
) This website wants to run the following add-on: MSXML ¢ IR

Run Add-on on All Websites

§3EverFocus® .*'. s o@ What's the Risk?

Information Bar Help

Figure 3-6

Install the MSXML file when prompted to do so.

Internet Explorer - Security Warning

Do you want to run this ActiveX control?

Mame: MSXML 5.0

Publisher: Microsoft Carporation {unverified publisher)

[ Run ][ Don't Run ]

|--"“~ This Activex control was previously added to your computer when vou installed
@ another program, or when Windows was installed. You should only run it if wou
= trust the publisher and the website requesting it. MWhat's the risk?

Figure 3-7
Now you will be able to see the remote live page.

I3EverFocus® @aﬂ"n@ ﬂ ﬁ Efﬂ@’w&- & mll.‘;\ -

Figure 3-8

Please refer to 3.1 Accessing the NVR to adjust the settings of the User Account Control
if you still can’t see the remote live view.
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3.3.2 Enabling ActiveX Controls

Note this section is only necessary if you DO NOT see the image (Figure 3-6) popping up
when you first connect to the NVR.

1. At the top of the Internet Explorer Window, click on Tools and then select Internet
Options.

a EverFocus - Home - Microsoft Internet Explorer

File Edit Wew Favorites | Tools  Help

o L Mail and Mews L '
;iBack - | ] * X a Favorites
|_! PDD-UD Blocker b \{——

Address I@ bttt v everfoc

Manage Add-ons. ..

Synchronize. .. ﬁ

Windows Update

Windows Messenger

2un Java Consale ,‘ cus

Interne

COMPANY

Figure 3-9

2. Click the Security tab at the top of the window and then click Custom Level...

Internet Options e |
Genelarivac_l,.ll Eontentl Connectionsl F'rogramsl .-’-\dvancedl

Select a'web content zone to specily ite security settings.

® © 0 9

Intermet Local intranet  Trusted sites Restricted
sites

Internet
This zone containg all 'Web sites you Sites... |
haven't placed in other zones =

r— Security level for thiz zone

Custom

Cusztom settings.
- To change the settings, click Custom Lewel.
- To uze the recommended settings, click Default Level.

Default Lewel |

s

OF. | Cancel | Spply |

Figure 3-10
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3. Inthe Security Settings window, scroll to “ActiveX controls and plug-ins”.

Security Settings ilil

Setkings:

=l
[“] Autamatic prompting For Ackivel contrals
(O Disable J
{*} Enable
@ Binary and script behaviors
O Administrator approved
) Disable
{*} Enable
@ Download signed Activelr controls
) Disable
) Enable
{*} Prompt

@ Download unsigned Activel controls _Ij
3

. T YT S P

< |

~Reset custom settings

Reset tao: IMedium j Reset |
Ik I Cancel |

Figure 3-11

Set the controls as follows:

“Enable”:

v Allow previously unused ActiveX controls to run without prompt (Internet
Explorer 7 only)
Allow scriptlets (IE7 only)
Automatic prompting for ActiveX controls
Binary and script behaviors
Display video and animation on a webpage that does not use external media
player (IE7 only)

v" Run ActiveX controls and plug-ins

v’ Script ActiveX controls marked safe for scripting
“Prompt”:

v' Download signed ActiveX controls

v' Download unsigned ActiveX controls
“Disable”:

Initialize and script ActiveX controls not marked as safe

AN NANIN

4. Click OK and then choose Yes to change the security settings.
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5. Close the window so you are back at the login screen.
6. Click the Refresh button to reload the page.

a EverFocus - Home - Microsoft Internet Explorer

File Edit ‘iew Faworites  Tools  Help

QBack - .‘\) - \ﬂ(@) Lh | {;:] Search ‘*Ejn_'\'g‘Favcurites

Address I@ bkt v everfocus, comfdef ault, asp

Figure 3-12
7. You may need to run the EverFocusViewer application when prompted to do so.
Security Information =
The application's digital signature has been verified. «
Do you want to run the application? =

Name: EverFocusViewer
Publisher: EverFocus Electronics Corp.

From: http://192.168.13,129

Always trust content from this publisher.

wour personal information st risk. The publisher’s identity has been Mare Information...

6 This application will run with unrestricted access which may put
verified, Run this application only if you trust the publisher,

Figure 3-13

8. The login page will show up. Type in the user name and password and click Login to
view the cameras. The default User Name is admin, while the password is 11111111.

Enter Network Password @

fp This secure Web Site (st 192 168.13.125) requires you to log on

Please type the User Name and Passwoed that you use for
NVRB004x-16

User Name l .1]

Password [

[ Save thes password in your passwoed kst

[k ] coen |

Figure 3-14
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4. Remote Live View and Configuration

Live View:

o e W BUAISE LB |

1 s B
2 B o B
s B v B
N N |
9_ s B v B
¢« B v 1
B = B
c: B s« B
e
B ~Aam B Oisabie
B vioeoLoss
(7
Figure 4-1
No. | Name Description
1 Menu Bar For configuring the NVR.
Layout Click a desired layout.
3 Sub / Main Click to switch between the Main stream and Sub stream.
Click the Speaker button to transfer audio to the client side from
NVR if there is a speaker on the PC and a microphone and preamp
attached to the NVR, and audio recording is enabled on the NVR.
Speaker / . . ) .
. Click the Microphone button to transfer audio to NVR from client
4 Microphone / L . . e
Snapshot side if there is a microphone attached to the PC and an amplifier
and speaker attached to the NVR.
Click the Snapshot button to save a snapshot of the video image
currently being displayed.
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5

Channel Buttons

Click on the number to display the channel in full screen.

Status Highlight

Black Circle: Indicates the NVR is recording in sub-stream.
Red Circle: Indicates the NVR is recording in main-stream.
White: Indicates the live view is in a normal status.
Orange: Indicates a motion is being detected.

Blue: Indicates video loss.

Red: Indicates an alarm / event is triggered.

Grey: Indicates the live view is disabled.

Live View Window

Double-click on a camera image to enlarge the current display to
full screen; double-click again to return to the normal view.

Menu Bar:

(XXXXX.

(;')/‘

???@‘?‘?

\ -

d U ve

Figure 4-2
No. ‘ Name ‘ Description ‘
1 Live View Click to display the live view window.
2 Camera Click to configure the camera settings. Please refer to 4.1 Camera.
3 Record Click to configure the record settings. Please refer to 4.2 Record.
4 Event Click to configure the alarm / event settings. Please refer to 4.3 Event.
5 Hard Disk Click to display the HDD information. Please refer to 4.4 Hard Disk.
6 Network Click to configure the network settings. Please refer to 4.5 Network.
7 Schedule Click to configure the recording schedule. Please refer to 4.6 Schedule.
Click to configure the NVR time / user privilege / 10 control / Ul
8 Syst_em language or upgrading firmware and etc. Please refer to 4.7 System
Setting Setting.
9 System Displays the system information. Please refer to 4.8 System
Information Information.
10 | copy Click to archive the recordings from the NVR to the client PC. Please
refer to 4.9 Copy.
11 | Search Search the recordings for remote playback. Please refer to 4.10 Search
12 | PTZ Click to control the connected PTZ cameras. Please refer to 4.11 PTZ.
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4.1 Camera

Users can automatically search and add the cameras in the Auto Search setting page, or add
the cameras manually in the Add Camera Manually and Advanced Setting pages. In the
Camera Setting page, users are able to configure the detailed settings and PTZ settings of the
cameras.

4.1.1 Auto Search

The function allows users to automatically search and add cameras in the same network.

I3EverFocus® @ e .@ H @ [f:) @?ﬂ & & ﬁ ‘ P\ .

Auto Search Auto Search - Please drag and drop cameras from the Camera List to the Channel List
Add Camera Manually Camera List Channel List
Advanced Sefting No Brand Camera Name IP Address No Brand Camera Name IP Address ~ Remove
1 OMVIF EMM2220 192 16832135 1 Everfocus Others 192 168 33 .93 oy
Camera Setting 2 ONVF EDN3160 19218832133 2 ONVF EDN3180 192 158.32.133
3 ONVIF EON1320 192 168.32.132 3 ONVIF EAN3300 192.168.32.117
4 ONVIF FE81T2V 192.168.32.73 4 ONVIF EMN2120 192.168.32.134
5 ONVIF ENN2220 192 168 32 135
8 0000
7 0000
8 0000
9 0000
10 0000
11 0000
12 0000
13 0000 &
Figure 4-3

To search cameras:

1. Click the Search button.

2. The system will list all the currently available cameras under the Camera List.

To add cameras:

1. Click Auto assign to assign all the available cameras to the Channel List.

2. If you only want to add certain cameras, just drag the desired cameras in the Camera List
and drop it onto the Channel List.

3. You can remove the any one of the cameras in the Channel List by clicking the Remove
button.

4. Click OK to add the cameras; click Cancel to remove the selected cameras.
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4.1.2 Add Camera Manually

You can also add the IP camera manually by typing its IP Address, Port, ID, Password and other
settings.

V3EverFocus® E e .@ u @ Ef; W L © L"/ m V r\ -

Auto Search Add IP Camera
Add Camera Manually Ad [—— Po e
Advanced Setting ID [T Password ]
Camera Setting [1 RS Protocol OTCP OUDP OHTTP o
- Model |EAN3300 [

[ |
Figure 4-4
Address: Type the IP address of the camera.
Port: The default port is 80.
ID: Enter the account username of the camera.
Password: Enter the password of the camera.
Add to Channel: Select a channel number to add this camera to that channel.
Protocol: The data transmission protocol.
Brand: The brand of the camera.
Model: The model type of the camera.

Auto Detection: After entering the IP address, port, ID, password and selecting a channel, click
this button to auto detect the protocol, brand and model of the camera.

Add: Click to add the camera, and bring up the detailed setting page (please see Figure 4-5 and
the instructions below).

Cancel: Click to cancel the changes and return to the previous settings.
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To successfully add the IP camera, you need to click the Save button in this page. You can also

configure the detailed settings as follows.

F3EverFocus® @ s ‘@ u

Auto Search
IMain Stream

Add Camera Manually Camera Parameter
: Camera Channel
Advanced Setting
Video Format
Camera Setting
Normal Frame Rate
Event Frame Raie
Resolution
Quality
Record Audio
Sub Stream
Camera Parameter
Camera Channel
Video Format
Normal Frame Rate
Event Frame Rate
Resolution
Quality

Record Audio

GG B _

@ Enable © Disable

Camera 01

®H.264 © MPEG4 O MJPE

High b

®Enable © Disable

Save
Figure 4-5

[ Main / Sub Stream] You can separately configure the settings for the Main and Sub

Streams.

Camera Parameter

Camera Channel: Show the camera channel number.

Video Format: Select an encoding format.

Normal Frame Rate: Select a frame rate per second (FPS) for continuous recording. The

frame rate is limited by the maximum total recording capacity of the NVR as allocated
across all the installed cameras.

Event Frame Rate: Select a frame rate per second (FPS) for continuous recording. The frame

rate is limited by the maximum total recording capacity of the NVR as allocated across all
the installed cameras.

Resolution: Select a desired recording resolution.

Quality: Select an image quality of the camera.

Record Audio: Select to enable or disable the audio recording function.
Save: Click to add the camera and save the current settings.

Cancel: Click to cancel eth settings and return to the previous setting page.
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4.1.3 Advanced Setting

The Advanced Setting is for users to view, add, delete or modify the cameras in the Camera List.
) - : A » A - e
I3 EverFocus a s 4 m !9 ﬁ L @ m == A

Auto Search

Camera List
Add Camera Manually
Channel Address Port Brand Model Add Delete Modify
At Cameral 1921683393 80  Everfocus Others H O
Camera Sefting Camera2  192.168.32.133 80 ONVIF EDN3160 H IO
Camera3 19216832117 80 = ONVIF EAN3300 H K
Camerad  192.168.32.134 80 ONVIF EMN2120 H K
Camera5 = 192.168.32.135 80 = ONVIF EMN2220 H IO
Camerab 0.0.0.0 0 H KK
Camera7 0.0.0.0 0 H I3
Camera8 0.0.0.0 0 H IO
Camera9 0.0.0.0 0 H E
Camera10 0.0.0.0 0 H IO
Camera11 0.0.0.0 0 H O
Camera12 0.0.0.0 0 H IO
Cameral3 0.0.0.0 0 H IO
Cameral4 0.0.0.0 0 H IO
Camera15 0.0.0.0 0 H IO
Camera16 0.0.0.0 0 H IO
Figure 4-6

Add: Click the button to add camera manually. To add the cameras, please see 4.1.2 Basic
Setting.

Delete: Click I button to delete the camera.

Modify: Click (] button to modify the settings of the added camera. Please referto 4.1.2
Add Camera Manually.
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4.1.4 Camera Setting

Users can configure the detailed camera settings, PTZ and tracking functions in this setting
page.

4.1.4.1 Camera

™ o,
. & ar [ | A N > [ o
VJEverFocus $ o @ u @ @ @' & @ X o
Auto Search
Camera = [P
Add Camera Manually
Advanced Setting Channel Number o -
Camera Setting
Device Title
Record Dual Stream [Disable %
Record Mode I
Hallway Mode (ol

B3 EXI

Figure 4-7

Connected Channel: Check the box to enable the connection between the camera and the
NVR. If the box is unchecked, the system will disconnect the camera and stop recording.
Mask Channel: Check the box to mask the camera’s live view on the screen, but the
recording function is still on.

Channel Number: Select a desired channel for configuration.

Device Title: Enter a camera title.

Record Dual Stream: Select to enable or disable the dual streams recording function.
Record Mode: Select a recording mode from the drop-down list.

Normal+Event: Set all cameras to the Continuous and Event recording mode.

Event Only: Set all cameras to the Event only recording mode.
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Hallway Mode (9:16): The option only appears when the selected camera is equipped with

the Hallway Display function. Click the Rotate button@@ to rotate the live image. This
function allows users to monitor vertically-oriented areas such as hallway, corridors and
aisles. It’s recommended to select a 16:9 View Size (e.g. 1920x1080 / 1024x768) to achieve
the best display effect.

Apply to: Click the button to apply the same settings to the desired cameras.
Save: Click to save the settings.
Cancel: Click to cancel the settings.
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4.1.4.2 PTZ

NVR8004X

You can set up the Preset, Auto Pan, Tracking, Pattern and Tour settings in this page.

Camera | F1Z |

Ecamera | Tracking Pattern Tour

Preset

Preset Mo, - Prev (NI  hoxt

Auto Pan
Endless Mode NN cSpeed
well Time L
Speed I
Figure 4-8

[ Camera (1~16)] : Shows the PTZ camera live view. You need to select the PTZ camera from

the Channel Number drop-down list in the Camera setting page (see 4.1.4.1 Camera) before
configuring the PTZ settings.

[ PTZ Control Pad] :

l Click the direction buttons to force the
camera to turn into that direction

> Click to stop thet current action, such
as Auto Pan, Tour or Pattern

el Click to Zoom In/Out or Focus Near/Far

3 Click to widen/narrow down the IRIS
opening

Figure 4-9
[Speed]: Select a pan and tilt speed from the Speed drop-down list for the camera to move to
the directions when you use the direction buttons during the configuration period
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Preset: Click the Preset button to set up the Preset Position or the Auto Pan function.

Camera | PTZ |

Pattern Tour

camera 1 Tracking

Bresat

Endless Mode CEEEN - Spee
Dwell Time L
Ex
Speed T |
Figure 4-10

Preset: You can configure up to 192 preset positions in this field.

To set up a Preset Positions:

1.

Adjust the camera view to a desired position using the direction button. You can select the
pan / tilt speed from the Speed drop-down list for controlling the direction buttons. Adjust
zoom, focus and Iris if necessary.

To set up the current camera view as a preset position, select a preset number from the
Preset No drop-down list for the current camera view.

Optionally set up a title for this preset position in the Title field .Click Apply to save the title
name or click Cancel to cancel the current changes.

Click Set to save the current position as the Preset Number you have selected.

Follow Step 1 to 4 to set up another preset position. You can click the Next button to go to
the next page and then click the Preset No drop-down list to select a number. Or click on

the number in the Page field to select a preset number.

To activate the Preset function on the PTZ Live View window, click the PTZ ™ icon on the
Menu Bar. Click the Preset button, click on the numeric buttons to select a Preset number and
then click the Go button. The selected Preset position should be displayed on the camera view.
Please refer to 4.11 PTZ for detailed instructions.
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Auto Pan: You can only configure one Auto Pan sequence. The configured Auto Pan (A to B Pan)
sequence will always be numbered as “1”. The number “2” will always be an endless pan

around the given (not preconfigured) X/Y tilt axis.
AutoPan

Endless Mode - Speed
SetRight Pos Dwell Time L
SetLeft Pos Dwell Time R

Save Cancel

Figure 4-11

Endless Mode: The Endless Mode is always numbered as “99” in the PRESET function. If you
select On, the Preset number “99” will be the 360° endless pan function; if you select Off, the
Preset number “99” will be the preconfigured A to B Pan function. To use the function, go to
PTZ live view page first. Click the Preset button and click the Preset number “99”. Finally, click
Go to activate the Endless Mode.

To set up an Auto Pan Sequence:

1. Using the direction buttons to adjust the camera view to a desired position where you want
to set up the position as the Left Position. You can select the pan / tilt speed from the
Speed drop-down list for controlling the direction buttons. Adjust zoom, focus and Iris if
necessary.

Click the Set Left Position button to save the current position as the Left Position.

3. Follow Step 1 to set up the Right Position and then click the Set Right Position to save the
current position as the Right Position.

4. Enter a dwell time (1~99 seconds) for the Left and Right positions (the time that the
camera will pause at each position).

Enter a speed (1~255) at which the camera will move during the Auto Pan sequence.
Click Save to save the settings.

To activate the configured Auto Pan on the PTZ Live View window, click the PTZ ™ icon on
the Menu Bar. Click the Auto Pan button, click “1” on the numeric buttons and then click the
Go button. The camera will continuously move to the left and right positions which you have
configured. Click “2” on the numeric buttons and then click the Go button will force the camera

to pan 360° endlessly. To stop the Auto Pan function, click the Stop button on the PTZ
Control panel.
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Tracking: Click the Tracking button to set up the tracking function which is functional only when
the selected PTZ camera is equipped with the tracking function.

Pattern Tour

Tracking

Tracking

O  Auto Tracking Start Point

O  Pan/Tilt Limits

Zoom Control On Tracking

Tracking Duration o] sec.

When the object is lost on the screen, [
in N c=c. and back to start point

Resume from Manual Stop o | sec

Figure 4-12
To set up the Auto Tracking function:

1. Auto Tracking Start Point: Check the box to enable a camera position to which the camera
will return to after a tracking operation. Use the direction buttons to adjust the camera
view to a desired position where you want to set up the position as the Auto Tracking Start
Point. You can select the pan / tilt speed from the Speed drop-down list for controlling the
direction buttons. Adjust zoom, focus and Iris if necessary. Click Set to set the position as
the Auto Tracking Start Point.

Note: If the user did not set up a start point or the start point is disabled, the camera will
go back to track/monitor the initial point instead of the Auto Tracking Start Point, once
the tracked object exits in the camera’s field of view.

2. Pan/Tilt Limit: Check the box if you want to create a zone where the camera will track the
movement inside the zone only. Before clicking the Upper/Lower/Right/Left buttons, use
the direction buttons to adjust the camera view to a desired position where you want the
camera to track the movement in that zone. You can select the pan / tilt speed from the
Speed drop-down list for controlling the direction buttons. Adjust zoom, focus and Iris if
necessary. Click the Upper/Lower/Right/Left buttons to set up the Pan/Tilt limits (Left and
Right for the Pan limit; Upper and Lower for the Tilt limit).
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Note: Please note that if enabling the Pan/Tilt Limits function, the position of the Start
Point should be within the range of the Pan/Tilt Limits, or there will be a pop-up message
showing “Setting error: Start Point is not inside Pan/Tilt Limits”.

B Zoom control on tracking:
Keep current zoom ratio: the current zoom ratio will stay fixed during the tracking

process.
Multi-step zoom function: the zoom ratio will change according to the distance of the
object against the camera. When the object is moving further away, the camera will
keep zooming in to track; on the other hand, when moving closer, the camera will zoom
out to check whether it should track the object or not.

®m Tracking Duration: User can set the tracking time duration of the camera (0~600
seconds). When the Tracking Duration is up, the camera will return to the Start Point.
The function is used to prevent the camera from tracking an object which is intentionally

set to lure the camera away.

B When the object is lost on the screen: User can select a tracking mode when the object
is lost on the screen. The options are:
Keep tracking: The camera will stop at the current position and wait for another moving
object in the camera's field of view. Then, the camera will track the new object without

changing zoom ratio.
Zoom out and look for a new object: The camera will zoom out at the current position
immediately for expanded the field of view and restart tracking a new moving object

appearing in the camera's field of view.
Stop tracking and zoom out: The camera will stop auto tracking and stay at the current

position. Then, the camera will zoom out for expanded the field of view.

®m In sec and Back to Start Point: Set up a period of time for the camera to stay at the
current position before returning to the Start Point (0 is returning to Start Point without
any waiting).

B Resume from manual stop: The function is used to set up the Auto Tracking restart time
(0~600 seconds). If user manually operates the PTZ function during auto tracking
process, the auto tracking function will stop. When the manual operation ceases, the
camera will resume to “Auto Tracking Start Point” after a given period of time. Setting of
value 0 indicates do not restart.

Note: In the on-going auto tracking process after object is identified, the PTZ function
keeps the moving object in the center of the screen. But the PTZ function may stop if the
object moves too slow and stays in center of the screen too long. In case like this the auto
tracking may incorrectly assume the object is lost and ends the tracking process.
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Pattern Tour:

Tracking Pattern Tour

Pattern
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Figure 4-13
Pattern: You are given 90 seconds to move the camera (via the PTZ buttons) to different positions
(and different zoom / focus / Iris positions). The camera then saves that sequence under the Pattern
No. you’ve selected. Up to 4 Patterns can be configured.

To set up a Pattern Sequence:

1. Select a pan and tilt speed from the Speed drop-down list for the camera to move to the
directions when you use the direction buttons during the configuration period.

2. Select a pattern number from the Pattern No drop-down list.

3. Click the Set button to start the 90-second configuration period. Use the direction / zoom /
focus / Iris buttons to move the camera in the desired sequence.

4. Click the Complete button again to end the configuration.

Click Clear can void the configuration for the entered Pattern No. Click Go to view/test the
configured Pattern sequence.

To activate the Pattern function on the PTZ Live View window, click the PTZicon ™ onthe
Menu Bar. Click the Pattern button, click on the numeric buttons to select a Pattern number and
then click the Go button. The camera will move to the positions in the Pattern sequence you

have configured. To stop the Pattern function, click the Stop button on the PTZ Control
panel. Please refer to 4.11 PTZ for detailed instructions.
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Tour: You can combine up to 16 preconfigured camera positions and patterns into one long
sequence. Up to 16 Tour sequences can be set up.

To set up a Pattern Sequence:

1. Select a number from the Tour No drop-down list.
2. To set up the first position for Tour No.1, select OFF, Preset or Pattern in the Mode field.

Tour

Tour No. | ooy |

Mode Walle Dnvell Time Speed
1 0 a e
0 0 0
1] 0 ]
1l 0 a
1] 0 ]
1] I a
1] 0 0
Il 0 0
1] 0 ]
1] I a
1] 0 0
oift 0 0 0
Er [ 0 0 >
Figure 4-14

3. Enter a Preset No. or Pattern No. in the Value field.

4. Enter a dwell time (1~99 seconds) in the Dwell Tour field that the Tour will pause at a
Preset position or after a Pattern sequence.

5. Enter a speed (1~255) at which the camera will move to the Preset position or first point of
the Pattern sequence.

6. Follow Step 3to 5 to configure up to 16 positions for Tour No.1.

7. To configure another Tour sequences, select a number from the Tour No drop-down list and
follow Step 3 to 6 to configure up to 16 positions for the selected Tour number.

8. Click Apply to apply the settings. Click Clear to clear the current settings for the selected
Tour No.; click Default to set the Tour Sequence to Default setting; click Go to view/test the
configured Tour sequence.

To activate the Tour function on the PTZ Live View window, click the PTZicon ™ on the
Menu Bar. Click the Tour button, click on the numeric buttons to select a Tour number and then

click the Go button. The camera will move to the positions in a long sequence you have

configured. To stop the Pattern function, click the Stop button on the PTZ Control panel.

Please refer to 4.11 PTZ for detailed instructions.
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4.2 Record

You can configure the basic recording settings on the hard disk.
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Figure 4-15

Record Overwrite: Check the box to overwrite the hard disk when it is full. Note that
unless this box is checked, or the NVR will stop recording when the hard disk is full. The use
of record overwrite is strongly recommended. If you do not use this feature, please be sure
to enable the Event setting for Disk Full for notification (see 4.3.3 Other).

Schedule Record: Check the box to record by the schedule. Please see 4.6.3 Schedule for
more details.

Auto Erase Video: The hard disk will automatically erase video after it has been on the
hard drive for the selected number of days. To use the maximum hard drive space, choose
“OFF”. (See Record Overwrite and notes above.) This feature is useful if local rules and
regulations require recorded video to be discarded after a specific number of days, or to
limit the retention of older recorded video to clear space in anticipation of event recording.

Estimation Result: Shows the remaining storage space.
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4.3 Event

4.3.1 Disconnect

You can enable the Disconnect Event function and configured the disconnect event
notifications in this menu.
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Figure 4-16
Camera: Select a camera to be configured.
Enable: Check the box to enable the Disconnect event settings for the selected camera.
Log: Check the box to record Disconnect events to log data.

Email Notify: Check the box to send email notification when a Disconect event is detected.
Email operation requires valid email entered in the Email setup menu (see 4.5.2 Email).

Network Alarm: Check the box to send out a network alarm to a client PC when Disconnect
event occurs. This feature works with EverFocus’ CMS software. You will need to configure
the Alarm Server for the NVR to send network alarms to the client PC (see 4.5.5 Alarm
Server).

Apply To: Click the button to apply the same settings to the desired cameras.
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4.3.2 Motion

You can enable the Motion Event function and configured the related settings including
motion event notifications and motion areas in this menu.
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Figure 4-17
Camera: Select a camera to be configured.
Enable: Check the box to enable the Motion Event settings for the selected camera.

Log: Check the box to record motion events to log data.

Pre-alarm Record: Check the box to start copying the recordings to the hard disk from 5
seconds before the motion event occurs. Note that the pre-alarm recording rate will follow
the Normal Speed configured in the above section (see 4.1.2 Add Camera Manually).

Email Notify: Check the box to send email notification when a motion event is detected.
Email operation requires valid email entered in the Email setup menu (see 4.5.2 Email).

Network Alarm: Check the box to send out a network alarm to a client PC when motion
occurs. This feature works with EverFocus’ CMS software. You will need to configure the
Alarm Server for the NVR to send network alarms to the client PC (see 4.5.5 Alarm Server).

Auto Lock: Check the box and the events will be recorded in a write protected segment of
the hard disk (will not be overwritten). The NVR will lock a period of time when the alarm
occurs. The length of the time depends on NVR setting (see 4.4.2 Lock / Format).

FTP Upload: Check the box to enable uploading recordings to the FTP server function. To
setup the FTP server, please refer to 4.5.4 FTP.

FTP Upload File Type: Select MP4 file type to upload videos to FTP server; select JPEG file
type to upload snapshots to the FTP server.

Edit Motion Grid: Press the button to bring up the Motion Setting menu. To edit the
motion grids, please refer to the instructions later in this section.

Apply To: Click the button to apply the same settings to the desired cameras.
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To Edit the Motion Grids:
1. Click the Edit Motion Grid button, the Motion Setting menu appears.

Sensitivity s B

Min Area At

ARG RS EE L ) e

Sensitivity [10]:Highest, [1]:Lowest

Figure 4-18
2. Click on the image and the grid will be displayed.

3. Toset up a motion area, drag a rectangle with your mouse (from top to bottom /
upper- left to lower-right). The selected areas will be highlighted in green (see image
below).

4. To delete a motion area, drag a rectangle with your mouse (from bottom to top /
lower-right to upper-left).

Follow Step 3 to set up multiple motion areas if necessary.
Sets up the Sensitivity, Min Area and Motion Delay for the motion grids.

Sensitivity: Sets up the motion sensitivity for the grids. The larger the number, the
higher the sensitivity.

Min Area: This function is designed to prevent false detections caused by small objects.
If you select 2, only the object size larger than 2-grid size can be detected.

7. Click the Save & Back button to save the settings and then return to the Motion menu.
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4.3.3 Other

You can configure the event settings and enable the Buzzer or Email alert for notifications.
The event options include: Fan Failure, Disk Temperature, Disk Failure, Disk Full, Disk Off,
Power Loss and Network Loss.

43.3.1 Disk Temperature
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Figure 4-19
Log: Check the box to record alarm events to log data.

Email Notify: Check the box to send email notification when system / Hard Disk’s (HD)
temperature is over the “Temp. Warning Limit”. Email operation requires valid email
entered in the Email setup menu (see 4.5.2 Email).

Network Alarm: Check the box to send out a network alarm to a client PC. This feature
works with EverFocus’ CMS software. You will need to configure the Alarm Server for the
NVR to send network alarms to the client PC (see 4.5.5 Alarm Server).

Stop Recording: Check box to stop recording when System / HD’s temperature is over the
“Temp. Warning Limit”.

Temp. Warning Limit: Sets the trigger temperature for System / HD Temperature event
actions. Choose between 45°C /113°F and 70°C /158°F.
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4.3.3.2 Disk Failure
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Figure 4-20

Log: Check the box to record alarm events to log data.

Email Notify: Check the box to send email notification when HD fails. Email operation
requires valid email entered in the Email setup menu (see 4.5.2 Email).

Network Alarm: Check the box to send out a network alarm to a client PC when HD fails.
This feature works with EverFocus’ CMS software. You will need to configure the Alarm
Server for the NVR to send network alarms to the client PC (see 4.5.5 Alarm Server).

4.3.3.3 Disk Full
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Figure 4-21
Log: Check the box to record alarm events to log data.

Email Notify: Check the box to send email notification when HD fails. Email operation
requires valid email entered in the Email setup menu (see 4.5.2 Email).

Network Alarm: Check the box to send out a network alarm to a client PC when HD fails.
This feature works with EverFocus’ CMS software. You will need to configure the Alarm
Server for the NVR to send network alarms to the client PC (see 4.5.5 Alarm Server).
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4.3.3.4 Disk Off
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Figure 4-22
Email Notify: Check the box to send email notification when Hard Disk (HD) is off. Email
operation requires valid email entered in the Email setup menu (see 4.5.2 Email).

Network Alarm: Check the box to send out a network alarm to a client PC when HD is off.
This feature works with EverFocus’ CMS software. You will need to configure the Alarm
Server for the NVR to send network alarms to the client PC (see 4.5.5 Alarm Server).

4.3.3.5 Power Loss
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Figure 4-23
Log: Check the box to record alarm events to log data.

Email Notify: Check the box to send email notification when power has been restored.
Email operation requires valid email entered in the Email setup menu (see 4.5.2 Email).

Network Alarm: Check the box to send out a network alarm to a client PC when power has
been restored. This feature works with EverFocus’ CMS software. You will need to
configure the Alarm Server for the NVR to send network alarms to the client PC (see 4.5.5
Alarm Server).

Note: As alarms and emails cannot be transmitted without power, the log entry is made
when power is restored, and any notifications cannot be made until that time.
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4.3.3.6 Network Loss

NVR8004X
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Figure 4-24

Log: Check the box to record alarm events to log data.

Save

51



VJEverFocus® NVRB004X
4.4 Hard Disk

The Disk menu is used to review the NVR’s hard drive settings and status. No value in this
menu can be configured by the operator.

4.4.1 Disk
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Figure 4-25
Record Time (Start): Shows the earliest recording time of the NVR.
Record Time (End): Shows the latest or most current time on the NVR.
Disk: Select a disk number.
Health Status: Displays the current status of the selected disk.
Disk Temperature: Displays the current temperature of the selected disk.
Disk Size (Total): Shows the total space of the selected disk.

Disk Size (Usage): Shows the used space of the selected disk.
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4.4.2 Lock /Format

You can control the percentage of the hard disk space reserved for Locked Event
Recordings. You can also format the hard disk if necessary.
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Figure 4-26

Maximum Lock (%): Sets the maximum percentage of the hard disk space reserved for
Locked Event Recordings. To set up the Locked Event Recordings, please select the Auto
Lock item in 6.4.3 Motion or 6.4.1 Alarm.

Current Lock (%): Displays the current percentage of the locked event recordings in the
hard disk. If the amount of locked event recordings has reached the maximum lock
percentage, the NVR will be unable to lock new event recordings.

Unlock All: Click this button to unlock the locked part of hard disk.

Delete All: Click this button to delete all the unlocked data in the hard disk. WARNING: This
will effectively ERASE the hard disk’s contents, except for the locked portion.

Format Disk: Click this button to format the whole HDD. WARNING: This will effectively
ERASE the ENTIRE hard disk!!
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4.5 Network

The NVR allows you to use a Web browser to remotely view and manage the system. You can
also receive live video streaming from the NVR using your smartphone. Please download our
mobile applications: MobileFocus for Android and iOS mobile device or MobileFocusHD for
iPad.

Note: Since every Network Configuration is different, please check with your Network
Administrator or ISP to see if your NVR should use specific IP addresses and/or port numbers.

4.5.1 LAN
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Figure 4-27

Lan Port: Select LAN1 or LAN2 from the drop down list. Lan 1 port can be configured for
using DHCP or Static IP network connection type while Lan 2 can be set up for using Static
IP or PPPOE.

Install: Check the box to enable the network connection.
Network Type: Three options are selectable: Static IP, DHCP and PPPoOE.
Static IP: User can set a fixed IP for network connection.

DHCP: DHCP server in LAN will automatically assign an IP configuration for the network
connection (The option is only for Lanl port).

PPPoE: For direct connection to the DSL only. Verify with your ISP if they use PPPoE (The
option is only for Lan2 port).

IP address: Displays the NVR’s current IP Address. A static IP address must be set manually.
If DHCP is selected, this value will be assigned automatically.
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Subnet Mask: Displays the subnet mask for your network so the NVR will be recognized
within the network. If DHCP is selected, this value will be assigned automatically.

Gateway: Displays the gateway on your network for the NVR to use when communicating
with any devices not on the local network. If DHCP is selected, this value will be assigned
automatically.

DNS Server 1: Displays the primary DNS server for your network. If DHCP is selected and an
internet connection is available, this value should be assigned automatically. This field
must have a valid DNS address in order to use the DDNS feature (see 4.5.3 DDNS).

DNS Server 2: This field shows the secondary DNS server for your network.
HTTP Port: Port number for HTTP/WEB communication.

Bandwidth Limit (Kbps): Specify, disabled / 128 K/ 256 K / 512 K / 768K / 1M / 3M bps. This
is the maximum bandwidth that the NVR is allowed to use on the network. This is a useful
function when connecting the NVR to busy or heavily loaded networks, or when accessing
the NVR(s) over a WAN.

Additional information:

1. Set up the NVR Network Menu according to the instructions detailed in the Networking
chapter of this NVR’s manual.

a. If using DHCP, all settings will be detected automatically. While DHCP is a useful
tool for determining the network settings, if you set up your NVR in this manner its
IP address may change at different times for different reasons, particularly after a
power failure. If the IP address of the NVR changes, you may have difficulties
accessing your NVR locally and/or remotely. It is strongly recommended that you
assign a fixed (static) IP address to your NVR, and that in order to avoid address
conflicts the IP address assigned be outside of the DHCP range of addresses your
router issues to DHCP clients. Please do not set the DHCP address issued to the NVR
by the router as its static IP address unless you take specific steps that program
your router to prevent such address conflicts.

b. If using a Fixed IP (recommended), you will need to input the information manually.
In order for DDNS to work, you must enter valid data, compatible with your
network, for all four of the network setting fields: IP address, subnet mask, default
gateway and the DNS Address (depending on your network hardware and IP
configuration this may be the IP address of your router/gateway, or it may be the
actual IP address of the local DNS server). The DNS server IP is required because
your DNS server provides critical information necessary for the NVR to
communicate with the DDNS server.

You can obtain the actual DNS IP from your Internet Service Provider (ISP); or, from
a PC located on the same LAN as the NVR, go to http://www.dnsserverlist.org/ to
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2.

obtain a list of the IP addresses of their recommendation of the best servers to use
for your location.

If you are connecting through a router, make sure that you have ‘opened up’ all the
required network ports in the port forwarding section of your router’s setup options.
That is, you have directed the router to send any incoming traffic using those IP ports
to the LAN IP address of the NVR. Useful information about router port forwarding can
be found at www.portforward.com . Different routers may use different terms for port
forwarding function. For instance, D-Link calls it virtual server, Netopia calls it pinholes.

The default port for the NVR is: 80

Note: Port 80 is the default port used for Web browsing. Because of this, in order to
prevent the average user from hosting a Web server, most ISPs BLOCK traffic using port
80 from reaching the average site. If you only plan to view your NVR on a LAN, you can
use port 80, and don’t have to concern yourself with DDNS or routers. However, if you
desire remote access to your NVR, perhaps using DDNS (optional), you MUST select
functional ports and set up the port forwarding in your router. Other ports, such as
8080 and 8000 are sometimes blocked by ISPs as well.

What port(s) should be used? There are 65,535 valid IP ports to choose from. These are
broken down into three groups:

. Well Known Ports 0 thru 1023
. Registered Ports 1024 thru 49151
. Dynamic and/or Private Ports 49152 thru 65535

So, rather than encounter a port conflict by choosing a port commonly used for
another purpose (like port 25 for SMTP mail or port 448 for secure sockets), choose an
‘unusual’ port number. For example, add 50,000 to your house number: 50,123 is less
likely to lead to a port conflict. For a list of the known and registered ports, see
http://www.iana.org/assignments/port-numbers

56


http://www.portforward.com/
http://www.iana.org/assignments/port-numbers
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4.5.2 Email
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Figure 4-28

SMTP Server: Assign the SMTP (e-mail) server’s name. Note that for more reliable email
service, use the server’s IP address.

SMTP Port: Assign the port number used by the SMTP server.

Authentication: Check this box if the SMTP server requires authentication (user name /
password).

SSL: Check the box if mail server needs communication to be encrypted by SSL.
User Name: Input the login user name if the SMTP server requires authentication.

Password: Input the password if the SMTP server requires authentication.

Sender Email: Input the e-mail address of the sender (the NVR). Sender’s e-mail address
has to match the user name and password above.

Receiver Email 1: Input the first e-mail address that event messages are sent to.
Receiver Email 2: Input the second e-mail address that event messages are sent to.
Receiver Email 3: Input the third e-mail address that event messages are sent to.
Email Subject: Input email subject.
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4.5.3 DDNS

NVR8004X

DDNS (Dynamic Domain Name System) is a service used to map a domain name to the

dynamic IP address of a network device. You can set up the DDNS service for remote
access to the NVR.

> v i T "‘.:if%l PN (1 il
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Emall DDNS Service Disaple |3
DDNS
FTP e
Alarm Server
Figure 4-29

DDNS assigns a domain name (URL) to the NVR, so that the user does not need to go
through the trouble of checking if the IP address assigned by DHCP Server has changed.
Once the IP is changed, the NVR will automatically update the information to the DDNS to
ensure it is always available for remote access.

Before enabling the following DDNS function, user should have applied for a host name
from the DDS service provider’s website. We support four DDNS server providers:
www.everfocusddns.com and www.dyndns.com.

Note: We highly recommend that you use xxxx.everfocusddns.com for the simplicity of
setting up your NVR.
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4.5.3.1 EverFocus DDNS

Note that the DNS Server 1 (6.7.1 LAN) should be set up correctly or the DDNS will not
work.
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Figure 4-30

DDNS Service: Select EverfocusDDNS from the drop-down list.

NVR Name: Input the desired name for the NVR. Note that the name of the NVR cannot
include a space, or a dot (period) or any special characters particularly~ ! @ #S % * & * ()
+<>"0

7

Note:

1. It is not necessary to append the HTTP port number to the DDNS name. The EverFocus
DDNS server not only keeps track of your NVR’s IP address, but also keeps track of the
ports.

2. You can go to http://www.everfocusddns.com to check the DDNS name can be
registered or not.
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4.5.3.1 www.dyndns.org
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Figure 4-31

DDNS Service: Select www.dyndns.org from the drop-down list.

Host name: Host name created through the dyndns account.
User name: User name of the dyndns account.

Password: Password of the dyndns account.

Setup Steps:
1. Apply for a host name from www.dyndns.org.

2. Make sure that the DNS Server 1 is set up correctly (see DNS Server 1in 4.5.1 LAN) or
the DDNS will not work.

3. Select www.dyndns.org from the DDNS Service drop-down list.

4. Enter the host name in the Host Name field. Note that the name of the NVR cannot
include a space, or a dot (period) or any special characters particularly~ ! @ #S % * & *
(J+<>"50., _

5. Enter the User Name / Password of the dyndns account.

6. The setting is complete. And you should now be able to remotely connect the NVR by
typing the name you created into the address bar. Example:
http://hostname.dyndns.com

Note: If you are connecting through a router, make sure that you have opened up all the required
network ports in the “Port Forwarding” section of your router’s setup options. The default port
of the NVR is 80. To set up Port Forwarding, please consult the manual of the router.
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V3EverFocus® NVR8004X
4.5.4 FTP

Set up the FTP server settings to enable the FTP function. The function is for users to upload the
motion recordings or snapshots from sub stream to the FTP server. You can choose to upload
either the recordings or snapshots, please see 4.3.2 Motion.
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Figure 4-32

FTP Server: Enter the IP address or the host name of the FTP server.
Port: Enter the port number for the FTP server. Default is 21.

User Name: Set FTP User’s name.

Password: Set FTP password.

File Name: Enter the file name.

Note: If you want to upload recordings to the FTP, please go to the Remote / Mobile setting
page to select H.264 codec.
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4.5.5 Alarm Server

You can send out the alarm notifications to EverFocus’s CMS software. Please also consult the
CMS’s user manual for network alarm settings.
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Figure 4-33

Server IP1~3: IP address of client PC. The network alarm can be transmitted to up to 3
addresses.

Protocol: Select the protocol type for alarm transmission. Note the protocol selected here
should match the protocol set up for the CMS alarm server.

UDP: User Datagram Protocol.
TCP: Transmission Control Protocol.

Port: Select the transmission port for network alarm messages. The port setup here should
match the port set up for the CMS alarm server.

Network ID: The network ID is an identifier for the alarm transmitter (NVR sending the alarm).
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4.6 Schedule

You can set up the recording schedule with the desired time, event types or FPS.

4.6.1 Express Setup

You can set up a weekly recording schedule for the NVR to automatically record videos.
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Figure 4-35
Weekend Start: Select a start date and time for the weekend.
Weekend End: Select an end date and time for the weekend.

Daytime Start: Select a weekday start time (Nighttime schedule ends when Daytime
begins).

Daytime End: Select a weekday end time (Nighttime schedule ends when Daytime ends).
Record Type: Select a recording type for each time period.
Disable: No recording during the scheduled time period.

Normal+Event: Continuous and Event recordings.

Event Only: Event recordings only.

Action: Check the box to enable the Buzzer, Alarm Out, E-mail and Network actions
selected in 6.4 Event when an event occurs during the selected time period.

Note: For Holiday and Others, you can set up the recording schedule in 6.8.2 Holidays.

63



§3EverFocus® NVR8004X
4.6.2 Holidays

In addition to set up a weekly recording schedule, you can also set up a holiday recording
schedule to automatically record videos on a specific day of the year.
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Figure 4-36

Date Type: Select Holiday or Others if you have configured the settings in 6.8.1 Express
Setup. The Holiday and Others are two different groups designed for you to assign special
days independently.

Recurrent Type: Select a date layout for the selected group above.
Disabled: Select to disable the Holiday / Others recording schedule.

One time: Select this option and then set up the specific date and year in the Details
field. The NVR will start recording on this specific date.

Month/date: Select this option and then set up the specific date in the Details field.
The NVR will start recording on this date yearly.

Month/Weekday: Select this option and then set up the specific date in the Details
field. The NVR will start recording on this specific date.

Details: Click to specify the date for the selected group above.
Previous: Previous Page (30 Holidays Total)
Next: Next Page (30 Holidays Total)
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4.6.3 Schedule

NVR8004X

You can set up the camera recording mode by time of day on specific days of the week
and/or holidays and other days. Please note that after the configuration, you have to
check the Schedule Record box in the Record setting page to enable the schedule
recording mode.
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Figure 4-37

Camera (1~16): Select a camera number to change the schedule for the selected camera.
Each camera can be controlled during a 24-hour time block for Holiday (Hol), Other (Oth),

Sunday (Sun), Monday (Mon), Tuesday (Tue), Wednesday (Wed), Thursday (Thu), Friday
(Fri), or Saturday (Sat).

Time (0~23): The numbers represent the 24 hours of a day.

Time Bar: The time bar uses three different colors to distinguish each recording mode.

Gray (No Record): No recording during this time block.

Pink (Event Only): Only events are recorded during this time block.

Blue-green (Normal+Event): (Default) Normal and event recording during this time
block.

There are 48 blocks on the time bar, and each block represents half hour respectively.

When moving the cursor onto the time bar, the exact time will appear at the right side of
the time bar (shown as the above figure).
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1. Select a camera first and double-click on desired start time block (no number on it) on
a time bar. The selected time block will show a new sequence number on it and all the
following blocks will turn to gray. This means the grey time blocks has been set to No
Recording mode.

2. To change the time blocks to different record mode (which shows a different color),
users need to double-click again on the block (with number on it) of any section. Every
time the user clicks the first block of a section, the color switches from gray->pink
->blue-green.

3. Repeat the above steps to configure the record modes. You can configure up to six
record modes on each time bar.

Click the “Edit Timezone” button to edit the recording parameters for a time zone.

Edit Timezone
Editing: Wednesday
From To Record Resolution Action

00-00  06:00 Mormal+Event 960x480 ﬂ

06:00 18:00 Event Only 960x480 ﬂ [ ]
18:00  21:00 Mormal+Event 960480 ﬂ
21:00  24:00 Mo Record

=3

Figure 4-38

Editing Timezone:
From: Displays time zone start time.

To: Displays time zone end time.
Record: Displays Record mode.
Resolution: Recording resolution is displayed.

Action: Check this box to enable notifications enabled elsewhere (Buzzer, Alarm out, E-mail,
and Network Alarm) when an event occurs.
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Apply to Days: This button can be used to copy schedules to other days. Select which days
you wish to copy to. "Select All" selects all days, “Clear All” deselects all days. Click “OK” to
copy the settings or "Cancel" to exit without copying.

Apply to Days
Hol® Oth M SunM ZIII
Mon M Tue @ Wed Bl Clear

All
Thull Frnl Satl OK
Cancel

Figure 4-39

Apply to Cameras: This button can be used to copy schedules to other cameras. Select
which cameras you wish to copy to. "Select All" selects all cameras, “Clear All” deselects all
cameras. Click “OK” to copy the settings or "Cancel" to exit without copying.

Apply to Cameras

1H 28 30 408 Select Al
cH 6E 7EH  gm || CearAl
om 10m 11m 12m |0
13 14m 158 16m [ Eaneel

Figure 4-40
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4.7 System Setting

You can configure the general settings for the NVR in this menu.

4.7.1 Date/Time

You can set up the date and time for the NVR.
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Figure 4-41

Date: Click to bring up the on-screen keyboard to set up the date.
Time: Click to bring up the on-screen clock to set up the time.
Date Format: Select a date format from the drop-down list.

Time Format: Select a time format from the drop-down list.

Time Zone: Select a time zone for the NVR to adjust to when updating from the time
server.

NTP: Select Disable / Enable for NTP time synchronization.

NTP Server: Displays the time server address that the NVR uses for time synchronization.
Requires operating network configuration and WAN or LAN access to a compatible NTP
server. To find a compatible NTP address, follow the steps below:

a. Use a computer connected to the Network.
b. Click Start > Run > type “command” and then click OK.

c. Inthe DOS Prompt, type “ping pool.ntp.org” to find out the IP address of an NTP
Server.

NTP Update Interval: The frequency that the system automatically updates the time via the
NTP server. Select Daily, Weekly or Monthly.
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4.7.2 Daylight Saving

You can configure the settings for NVR to automatically adjust to daylight saving time.
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Figure 4-42

Daylight Saving: Check the box to enable automatic daylight saving time (DST).
Start Date: Set the start date for daylight saving time.
Start Time (hh:mm): Set the time when daylight saving time begins.

Set To (hh:mm): This is what the time will change to when daylight saving begins. For most
regions, this will be one hour ahead of the “Start Time”.

End Date: Set the end date for daylight saving time.
End Time (hh:mm): Set the time when daylight saving time ends.

The time change difference on the End Date will be the same as the difference between
the Start Time and End Time entered for the Start Date (typically 1 hour as in the example
shown).
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4.7.3 User Group

This setting page is used for configuring the privilege of the three access levels:
Administrator, Manager and Operator. Check the boxes under an access level to enable
the privileges of that access level. For example, if you check the Clear Log box under the
Operator access level, only the Operator has the privilege to clear log.
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Figure 4-43

Manage User at Own Level: Check this box for the user of an access level to be able to
configure other users’ settings of the same level at the User Management setting page
(see 4.7.4 User Management). For example, if this box under the Operator level has been
checked, any user with the Operator privilege can go to the User Management setting
page to set up the settings of other Operators.

User Management: Check this box under an access level to enable the users of that level
to access the User Management and User Group setting page.

Note: Users with the Administrator account have full privileges, so the checkboxes under
the Administrator access level will always be grayed out. The Administrator can grant
privileges to both the Manager and Operator while the Manager can only give privileges to
the Operator. The Operator has no right to configure this page.
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4.7.4 User Management

NVR8004X

You can create multiple user accounts (max: 20 user accounts) with different privileges.
The NVR has default user accounts which you can choose to copy, edit, add or delete, and
the default password is 11111111.
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Figure 4-44

Copy: Click the LiJ button to copy the settings of an existing user account to a new
user account.

Edit: Click the '\LJ button to edit the settings of an existing user account.

Add: Click the I\LJ button to add a new user.

Delete: Click the ';J button to delete

Login: Check the box to enable the User Login function after logging out the NVR.

Auto User Log Off: Check the box to automatically logoff the NVR after 3 minutes of
inactivity.

Previous: Click to return to the previous page.
Next: Click to enter the next page.
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You can further configure each user account and its settings individually, see the steps
below:

1. Click on a user account (Figure 4-44).
2. Click the Add, Copy or Edit button, and the following page appears.

User Right
Manage User at Own Leve
Clear Log
Firmware Upgrade/Configuration Upload
Disk Setting
Record Setting
User Name | Live Audia
User Group | Admin 2 Playback Audio
tatus Erabe 2 Archival Functions
Sy vExport

PlaybackiSearch
PTZ

Figure 4-45
User Name: Click to bring up the keyboard and input the desired user name.
User Group: Select a user group (access level).
Status: Select to enable or disable the user account.
Password: Input the password.
Confirm: Enter the same password again to confirm.

Camera Access: Click to bring up a new setting page (figure 4-46), and check the
boxes to enable the live, playback or PTZ functions of the cameras for local or remote
access.

User Right: Check the boxes to enable the functions for the user account.
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Figure 4-46
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4.7.5 EKB200

You can connect an EKB200, which is EverFocus’ USB keyboard, to the USB port on the
computer to remotely control the lIris, focus or the pre-configured PTZ control functions of
the connected cameras. For details on how to configure the PTZ control functions on the
Web interface, including Preset Position, Auto Pan, Tour and Pattern, please refer to
4.1.4.2 PTZ.
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Figure 4-47

The control keys on the EKB200
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Figure 4-48
After connecting the EKB200 keyboard to the NVR and configuring the PTZ control functions
on the Web interface, you need to configure the above setup page to define the function for

each control key on the keyboard. Click the Save button to save the settings. Once you press
the control key on the keyboard, the camera will do the action which you’ve defined for the

key.




®
V3 EverFocus NVR8004X
[Key No] The control key number on the keyboard.

[Action] Select anitem from the drop-down list to define the function for each key on the
keyboard.

m Set Preset: You can use the joystick on the keyboard to select a position and then press
this key to save the position as the Preset Position.

m Go to Preset: Press this key to let the camera go to the Preset Position number specified in
the Value column.

m Go to Home: Press this key and the camera will go to the Preset Position 1.

m Clear Preset: Press this key to clear the Preset Position number specified in the Value
column.

m Run Auto Pan: Press this key to start the AutoPan number specified in the Value column.

m Stop Auto Pan: Press this key to stop the AutoPan number specified in the Value column.

m Tour Run: Press this key to start running the Tour number specified in the Value column.

m Tour Stop: Press this key to stop running the Tour number specified in the Value column.

m Pattern Run: Press this key to start running the Pattern number specified in the Value
column.

m Pattern Stop: Press this key to stop running the Pattern number specified in the Value
column.

m Set Auto Tracking: Press this key to switch On / Off the Auto-Tracking function.

m Select Tracking Object: Press the key to display the tracking crosshairs on the screen. Use
the joystick on the keyboard to select the desired tracking object and press this key again
to save the selection.

m Toggle Full Screen: Press this key to toggle between the full screen and current screen.

[Vvalue] Type in the number for the selected Action item. For example, selecting Go to
Preset from the Action drop-down list and typing in 2 in the Value column represents the
Preset Position 2.

To activate the EKB200 keyboard on the PTZ Live View window, click the PTZ ™ icon on
the Menu Bar. Click the Connect button to connect the EKB200 keyboard, and then you
are able to control the PTZ camera over the EKB200 keyboard (please refer to 4.11 PT2).
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4.7.6 Miscellaneous

You can upgrade the latest firmware, restore the factory default settings to the NVR,
upload / save the NVR configuration settings from / to the USB / computer or change the
language in this setup menu.
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Figure 4-49

Remote Reboot: Click Reboot Now to restart the NVR via the Network.
Firmware: Shows the current firmware version of the NVR.

Firmware Upgrade: Click Browse to choose the firmware file and click Upgrade to upgrade
the latest firmware.

[ Configurations]

Load Factory Default: Click to restore the NVR to factory default settings. The User
Account, Network IP Settings, and Time settings will not be affected.

Load From File: Click Browse to choose the NVR configurations file and Click Load to
upload the NVR configurations.

Save To File: Click to save the NVR configurations to the file.

Language: Choose which language the NVR uses.
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4.8 System Information

You can see the NVR information and Log data in this menu. Or export the log data to the USB
storage device.

4.8.1 Configuration

In the System Menu, you can only see the information of the NVR, Network or HDD. No
configuration can be done in this menu.
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Figure 4-50
[ System]

Version: Displays the firmware version.

Model: Displays the model name of the NVR.

Web Version: Display the web version.

S/N: Display the serial number of the NVR.

[LAN]

IP 1 /1P 2: Displays the IP address of LAN 1 / LAN 2 set up in the Network or Express menu.

MAC 1 / MAC 2: Displays the MAC address of LAN 1 / LAN2. This option cannot be
changed.

NVR Name: Displays the DDNS name if configured.
Network ID: The ID number for EverFocus’ CMS as set up in the Alarm Server menu.

[ status])

Disk (1~4): Displays the status of the internal hard disks. Normal hard disk operation is
indicated by “OK”.
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482 Log

You can choose, display or export log data using this menu.
- D [E | ) M~ (G 2L
I3 EverFocus E o ‘@ u @ Ef’ @‘I =% & m =

Configuration

Log Date  ENPIEENEN Date ENFIEENEET
ns [l Event O Record O Operation O User O
Clear Log
Figure 4-51
Start Date / End Date: Click to bring up the on-screen keyboard to set up the start / end

date.
Start Time / End Time: Click to bring up the on-screen clock to set up the start / end time.
Log Type: Select the desired log types.

View Log: Click to bring up the Log List shown as below.

D Time Status
1 201 W052T 21:35:21 [UJUser: admin Login from Remote.

2 201 W0S2F 21:33:13 [UJUzer: admin Login from Remote.

3 20105E2T 21:10:03 [UJU=zer: admin Login from Remote.

4 2030527 18:45:18 [UlU=er: admin Login from Remote.

5 20130527 18:16:24 [RIVideo lost on camera2

Log:1/1, Total:6
FIEIAEE]

Figure 4-52
Clear Log: Click to delete all the selected log data.
Export Log to File: Click the Export button to export the log data to the file.
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4.9 Copy

49.1 Copy

You can archive the recordings or log data (event and motion) to the computer.
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Figure 4-53
Camera: Select the desired cameras.
Data Type: You can copy the recordings of selected cameras from main stream or sub stream.
Start Date / Time: Click to bring up the on-screen keyboard / clock to select the start date /
time.
End Date / Time: Click to bring up the on-screen keyboard / clock to select the end date /
time.
Data Size: Shows the size of the data which you want to copy.
Copy: Click to start archiving.
Cancel: Click to cancel the archiving process.

Download Player: Click to download EFPlayer program to your computer. You can use the
EFPlayer on a computer to play back the recordings.
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4.9.2 Quick Archive

I3EverFocus® @ e ,.@ “ @ @ ﬁ‘ & @ m V r\ -

Copy Configurations
Quick Archive Archive Interva [ 1 winute |83
Figure 4-54
[ Configurations]

Archive Interval: Click the Archive Interval drop-down list and select an interval time (1, 5,
10, 15, 20, 30 or 60 minutes), and click Apply. For example, if you set up 60 minutes for the
Archive Interval, the NVR will archive the recordings 60 minutes ago from the current time to
the storage device.

Copy Type: Click Copy to quickly archive all the recordings to a computer or a storage device.

Data Size: Shows the date size of the recordings.
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4.10 Search

You can search the recordings for playing back by using the Search menu. On the left side of
the Search menu, select Time Search or Event Search to enter to the setup menu.

I3EverFocus’ @ e 2 @ m [9 @ e @ ﬁ f r\ -

Time Search Start Date EXEnerail A
Event Search Start Time =R

Record Time(Start) 2013/05/28 02:11

cord Time(End) 2013/06/07 02:34

Figure 4-55

4.10.1 Time Search

I3EverFocus’ a e 2 @ m [9 @ e @ ﬁ f r\ -

Time Search Start Date EXEnerail I
Event Search Start Time BN
Re me(Start) 2013/05/28 02:11

Record Time(End) 2013/06/07 02:34
Figure 4-56
Start Date: Click to bring up the on-screen keyboard to select the date.
Start Time: Click to bring up the on-screen clock to select the time.

Play: Click to start playing back.
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4.10.2 Event Search

I3EverFocus® @ o 4 @ m @ @;ﬂ & @ ﬁ Yr\ -

Time Search

Event Search

NVR8004X

ETETETAN " End Da TP
2= = 6=

Figure 4-57

Start Date / End Date: Click to bring up the on-screen keyboard to select the start / end

date.

Start Time / End Time: Click to bring up the on-screen clock to select the start / end time.

Camera: Select the desired cameras to be searched.

Event: Select an event type to be searched.

Search: Click to start searching. The search results will be listed in the Event List menu as
shown below.

111

Ch Start Date / End Date

3 2013/05/28 02:25:38 - 2013/05/28 02:30:09
3 2013/05/25 02:31:54 - 201340528 02:32:25
3 20130528 02:32:47 - 201300528 02:32:59
Total:9

FEAEE]

Lock Type
M Motion
M Motion
M Dizconnect

Figure 4-58

Play: Click to playback the selected items.

Back: Click to return to the search page.
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4.11 PTZ

You can use the PTZ Control Panel to control the connected PTZ cameras, to set Preset setting
and to activate the configured PTZ settings. You can also connect to an EverFocus’ EKB200
keyboard to a computer to control the PTZ camera.

I3EverFocus® @ e 4 .@ m @ @‘\ & & m f r\ w

Sat Delete
L !
|AutoPan | | Preset |
[ e

Tour | | Pattem|
l |

Connect

Figure 4-59
To control the PTZ camera:
Select a connected PTZ camera in the Camera drop-down list first.
To move the camera to the desired direction and angle, click the Direction buttons.
To zoom in / out the camera view, click the Zoom buttons.
To adjust the camera focus, click the Focus buttons.
To adjust the Iris open to increase / decrease the amount of light in, click the Iris buttons.

o vk wWwN e

To program a Preset Position (if supported by the camera):
a. Move the PTZ camera to the desired position.
b. Click the Preset button.

c. Set up a preset number for the current position by clicking the number buttons. The
number will be displayed in the number box.

d. Click the Set button to save the settings.
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7. To jump to a Preset Position:
a. Click the Preset button.
b. Click the desired Preset number.
c. Click the Go button.
8. Shortcut for Preset 1~ 9:
a. Click digit 1 ~ 9 button without clicking any other buttons.
b. The camera will seek that Preset Position.
9. Todelete a Preset Position (if supported by the camera):
a. Click the Preset button.
b. Click the desired Preset number.
c. Click the Delete button.
10. To operate the Auto Pan function, click the Auto Pan button.

11. To operate the Pattern function, click the Pattern button. The Pattern is the “0” Tour in
EverFocus and Pelco PTZ cameras.

12. To operate the Tour function:
a. Click the Tour button.
b. Click the desired Tour number.
c. Click the Go button.
13. To remove a pre-configured Tour (if supported by the camera):
a. Click the Tour button.
b. Click the desired Tour number.
c. Click the Delete button.

Click C to clear the entered number in the Number Box.

Note: Before start using the Auto Pan, Pattern and Tour functions, you have to configure the
related settings for the connected PTZ cameras. Please refer to 4.1.4.2 PTZ or the User’s
Manual of your PTZ cameras.

Control PTZ Camera over EKB200 Keyboard:

When using an EKB200 keyboard, you need to click the Connect button on the PTZ Control
Panel. Please note that you need to configure the PTZ control functions and define the
function for each control key on the keyboard before controlling the PTZ camera over the
EKB200 keyboard (see 4.1.4.2 PTZ and 4.7.5 EKB200). For information about the installation of
the EKB200 keyboard, please refer to your EKB200 keyboard User’s Manual.
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Chapter

5. Specifications

Model Name
System
Operating System

NVR8004X-04 NVR8004X-08 NVR8004X-16

Embedded Linux

Number of Channels 4 CH 8 CH 16 CH
Playback Channels 4 CH 8 CH 16 CH
RAM 2GB

Dual Streams Yes

Remote Live View
Control

Live View, Preset/Go, PTZ, Snapshot, Multi-view, Digital PTZ,
Bandwidth Monitoring

Supported IP Camera

\ Recording

Recording Performance

EAN3120, EAN3220, EAN3300, EDN3160, EDN3260, EDN3340,
EHN3160, EHN32260, EHN3340, EPN4122, EPN4220, EZN3160,
EZN3260, EZN3340

Support 1.3M, 2M, 3M and above IP cameras.
General performance up to 480fps at 2M pixel
(Up to 5M per channel)
Total bit rate:100Mbps

Recording Format

MPEG-4 / M-JPEG / H.264 (depends on IP camera)

Recording Modes

Continuous Record / Scheduled Record / Event Trigger Record

Audio & video
Recording

w
-+
o
=
Q)
oq
¢}

Synchronized audio and video recording

Internal 3.5” HDD 4 x SATA Il HDD
Max Storage 12TB
RAID Level N/A

USB

Ethernet 2 x Gigabit Ethernet
LAN Speed 10/ 100/ 1000 Mbps (2 x RJ45)
Protocol TCP-IP / DHCP / PPPoOE / DDNS / HTTP

4 (2 x USB 3.0 port, 2 x USB 2.0 port)

Ethernet

2 x RJ-45

VGA

1 x D-Sub socket
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Power Input 19VDC, 4.74A
Power Consumption 90W max.
Operating Temperature | 0°C~40°C / 32°F~104°F

Operating Humidity

20~80% non-condensing

Dimensions (W x D x H)

140 mm x 183 mm x 219 mm /5.51" x 7.2" x 8.62"

Weight

2.97 kg / 6.55 Ibs (without HDDs)

Language

English, Japanese, Simplified / Traditional Chinese, Spanish, German,
French, Russian, Portuguese (Brazil), Dutch

ONVIF

ONVIF 2.0, Profile S

Regulatory

Operating System

CE, FCC

\ Remote Client System Minimum Requirement

Windows XP (32-bit) / Win7 (32 and 64-bit)

CPU Intel Core 2 Duo, 2.6GHz

RAM 2GB

VGA AGP or PCI-Express, 800x600 (1280x1024 recommended), 32-bit
color

LAN Speed 10 /100 / 1000 Mbps (RJ45)

Web Browser

Windows (IE 8, 9, 10, Chrome, Firefox, Safari), MAC (TBD)

Other Remote
Application

1. EverFocus’ CMS: Power Video Plus (Windows AP)
2. EverFocus’ mobile app: MobileFocus for iOS and Android devices
MobileFocusHD for iPad.




V3EverFocus® NVR8004X

Appendix

Appendix A: Network Overview

This chapter will give you a basic instruction on how to set up the NVR for network connection.
It is highly recommended that you have a working knowledge of what a network is and how it
works. This will be helpful in completing the networking process.

Introduction to TCP / IP

TCP/IP is the group of protocols used by the Internet and most Local Area Networks (LANs)
throughout the world. In TCP/IP, every computer or other communications device that is
connected to the network has a unique IP address. By doing this you are giving your device a
unique address similar to the address of your house. An IP address is composed of four octets
(numbers in the range of 0 to 255) separated by decimal points. The IP address is used to
uniquely identify a host or computer on the LAN. For example, one computer on a network
could have an IP address of 192.168.1.127.

You should never give two or more devices the same exact IP address, but the first three octets
of an IP address is often the same for all computers in the local area network. For example, if a
total of 253 computers exist in a single LAN, the IP addresses could be assigned starting with
192.168.1.x, where x represents a number in the range of 2 to 254. In IPP address could be
compared with a telephone number.

Subnet Masks

Each host in a LAN has a subnet mask. The subnet mask is a set of octets that is used to
determine which LAN or class it belongs to. The number 255 is usually used to represent the
network address portion of the IP address and a zero is placed at the end to identify the host
portion of the address. Basically the subnet mask tells the devices how the network addresses
are organized, and helps to determine which addresses are local and which are remote (on the
other side of the router).
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Gateway Address

Addressees are either local or remote. A gateway address is composed of four octets separated
by decimal points. The gateway address is used to uniquely identify the device on the LAN that
has access to the communications links connecting to other LANs, WANs and/or the Internet
(access to the ‘remote’ addresses).

Virtual Ports

A port number represents a "channel" or entryway for network communications. Port numbers
allow different computers to utilize network resources without interfering with each other. Port
numbers most commonly appear in network programming, particularly socket programming.
Sometimes, though, port numbers are made visible to the casual user. For example, some
websites on the Internet use a URL like the following:

http://www.sitename.com:8100/

In this example, the number 8100 refers to the port number used by the browser to connect to
the web server. The standard port number used by web sites is 80, so this number does not
need to be included with the URL (although it can be). In IP networking, port numbers can
theoretically range from 0 to 65535. Most popular network applications, though, use port
numbers at the lower end of the range (such as 80 for HTTP).  Ports are similar to doors and
windows of your house, with port 80 acting as the front door. If these are not open you could
not enter the house. This is the same case with ports on a network. If the ports for a specific IP
address are not open then you could not gain access to that IP address.

Note: The term port also refers to several other aspects of network technology. A port can
refer to Ethernet connection points, such as those on a hub, switch, or router. The term port is
also used to refer to a physical connection point for peripheral devices such as serial, parallel,
and USB ports.

Another analogy would be: if a WAN IP address is similar to the phone number identify a site, IP
ports are similar to telephone extensions, in that they allow communication with specific
devices within a site that all share the same external (WAN) IP address. A router is a device
which allows multiple computers and other IP enabled equipment to share that single WAN [P
address. It functions like a “switchboard operator” — opening ports creates an association
between those port numbers and the LAN IP address of specific equipment on the LAN behind
the router. When the router sees a ‘call’ for a specific ‘extension’ (port), it directs that data
stream to the (LAN IP address of the) equipment associated with that ‘extension’ (port).
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Pre-Installation

Before beginning the installation, please answer the following questions:

B Do you have Hi-speed Internet?

There are many types of high speed Internet available. The most common ones are T1,
Cable, and DSL (in order of speed). The NVR is not compatible with a dial-up connection.

Note: EverFocus suggests having a minimum upload speed of 256KBps. This can be addressed
by your Internet Service Provider.

B What type of modem/router do you have?
Modem/router model name/ #

The modem/router was either installed by your Internet service provider or purchased by
you to establish a connection to the Internet. A router assigns different internal IP
addresses to local computers; this allows multiple computers to access the Internet
through the same external IP address.

B Do you have a static IP address?

A Static IP address means you use the same IP address every time you connect to the
Internet. With a static IP address, other Internet users always know the address of your
location and can easily connect with it. This makes it much simpler to host a website, email
server, or other type of server connection. Everfocus suggests using a static IP address. If
this is not available, you will need to use a dynamic IP address. This is explained below.

B Do you have a dynamic IP address?

A Dynamic IP address means your IP address changes each time you connect to the
Internet. We recommend asking your Internet service provider for a Static IP address. If
this is not a possibility, you may use the DDNS feature of the NVR. DDNS stands for
Dynamic Domain Name Server, a service that provides a central database where IP
information can be stored and retrieved. It allows those using a dynamic IP address to be
registered centrally so users can connect to it by name. See 4.5.3 DDNS for details on using
EverFocus DDNS.
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Pre-Installation

Everfocus’ NVR can operate using one of three types of networking connections.

Simple One to One Connection: A simple one to one connection is the simplest type of network
connection. It uses a cross-over cable to make a direct connection from one computer to
another (or in this case a computer to a NVR).

Direct High Speed Modem Connection: A direct modem connection uses a standard network
cable to connect the modem directly to a computer (or in this case a modem to the NVR). This
type of connection only covers single-port modems. For a combination modem/router, use the
setup described below.

Router or LAN Connection — A local area network connection requires either a router or a
pre-existing LAN connection. This is the most common type of connection. A router allows
multiple computers and NVR’s to access each other as well as the Internet. It assigns different
internal IP addresses to the computers.

90



§3EverFocus® NVR8004X

Appendix

Appendix B: Linksys & D-Link Port Forwarding

Typical Linksys Port Forwarding

This section will cover a few simple configurations for the Linksys router. This chapter is only to
offer some help to the installer and end user. Please understand we DO NOT support this
product and will not give tech support on it. If you need additional technical support on this
router you must call Linksys.

To access the Web-based Utility, launch a web browser and type the Router’s IP address,
typically 192.168.1.1, in the address bar. Then press Enter. A password request page will appear.
(Non-Windows XP users will see a similar screen.) Leave the User Name field blank. The first
time you access the router, use the default password admin. Click the OK button to continue.

Connect to 192,168.1.1

WHTSAGS
Usei mafie: w
Passsord:
[Clremember my password
ok || concel |

The first screen that appears displays the Setup tab. This allows you to change the Router's
general settings. Change these settings as described here and click the Save Settings button to
apply your changes or Cancel Changes to cancel your changes.
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Click on the “Applications & Gaming” tab.

Linksys®

A Division of Cisco Systems, Inc. Firmuwar 1.05.00

Etherfast® Cable/DSL Router BEFSR41 V3

Applications —n——
& Gaming Security A:"éi::'“ 5 Administration
E |

ol ling

Port Range

Application Start End Protocol IP Address Enabled
180 |t |80 \ 1921684 [100]

[T600 o [1610 | 1921601 [100]
[37260/ 10 [37270) 1921881 [100]
[o Jw [o_] 1824881 [0 ]
[o [ [0 ] 1921681 [0
|0 lta [0 | 1921684 [0 |
[ o] 18241881 [0_]
[o [ [0 ] 1921684 [0
|0 lta [0 | 1921884 [0 |
| N N 1ez188.1 [0

the Internet

"

)

s recommended that the
computer use static IP
address.

OOO0OO0Ooo0oaQg

Save Settings Cancel Changes

Applications and Gaming allows you to set up public services on your network, such as web
servers, ftp servers, e-mail servers, or other specialized Internet applications. (Some Internet
applications may not require any forwarding) To forward a port, enter the information on each
line for the criteria required. Descriptions of each criterion are described here.

Application - In this field, enter the name you wish to give the application.

Start/End - Enter the starting number of the range under Start and the ending number under
End.

Protocol - Enter the protocol used for this application, either TCP or UDP, or Both.

IP Address - For each application, enter the IP Address of the PC running the specific
application.

Enable - Click the Enable checkbox to enable port forwarding for the relevant application.

When finished making changes, click the Save Settings button to apply your changes or Cancel
Changes to cancel them.

Here is an example for how the port information might look:
HTTP  80to 80 Both192.168.1.50 Enable

Where 192.168.1.50 is the IP address of the NVR on the LAN, and the default port 80 is in use.

Note: If you changed port 80 in the NVR’s Network Menu, open that port instead of 80.
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Typical D-Link Port Forwarding

NVR8004X

This section will cover a few simple configurations for the D-Link router. This chapter is only to
offer some help to the installer and end user. Please understand we DO NOT support this

product and will not give tech support on it. If you need additional technical support on this
router you must call D-Link.

Whenever you want to configure your network or the DI-624, you can access the Configuration
Menu by opening a web-browser and typing in the IP Address of the DI-264.
The DI-264 default IP Address is 192.168.0.1.

B Type “admin” in the User Name field
B Leave the Password blank
W Click OK

Connect to 192.168.0.1

D774

Llser narne: | £ =dnin W |

Passward: | |

[] Remember my password

[ oK | [ Cancel

The first screen that shows up is the Home Tab. This is the starting point for all the router’s
settings and functions.
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Click Virtual Servers on the left to bring up the following screen.

:‘Af:iﬂﬁ us G-

High-Speed 2.4GHz Wireless Router
DI-624
|| O avvonced TR

Wirtua! Server 18 used 1o allow Intemet users access to LA serices

Enabled Dizabled
Mame Clenr
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Frocol Type | TOP (=
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Mame Prvate [P Protocol Schadule

*inual Samer FTF goop P @ aways [

Wirtual Semer HTTFR oono IF oy EfE atways L3

Virtual Servers allows users who are connecting remotely to access services on the router’s
Local Network. The functions of each field are described below.

Virtual Server - Select Enabled or Disabled
Name - Enter the name referencing the virtual service
Private IP - The IP address of the device running the local services.
Protocol Type - The protocol used for the virtual service.
Private Port — The port number that the service uses on the LAN (Local Area Network).
Public Port - The port number that the services uses on the WAN (Wide Area Network).
Schedule — The time period the virtual server will be active.
When you have input all the information for a virtual server, click on Apply to add it to the
list at the bottom or Cancel to clear all fields.
Here is an example of the information for each service:
Name Private IP Protocol Private Port Public Port  Schedule
HTTP 192.168.1.50 Both 80 80 Enable

Where 192.168.1.50 is the IP address of the NVR on the LAN, and the default port 80 is in use.

Note: If you changed port 80 in the NVR’s Network Menu, open that port instead of 80.
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